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Overview

Description
This document is the specification for the Java Card™ application programming interface(AP!), version 2.2.2,
which is asubset of the Java™ programming language.

API Notes, Java Card Platform, v2.2.2
Referenced Standards
I SO - International Standards Organization
« Information Technology - Identification cards - integrated circuit cards with contacts:  1SO/IEC 7816

* |dentification cards— Contactless integrated circuit(s) cards— Proximity cards. 1SO/IEC 14443

« Information Technology - Security Techniques - Digital Signature Scheme Giving Message
Recovery: I1SO/IEC 9796-2

« Information Technology - Dataintegrity mechanism using a cryptographic check function employing a
block cipher algorithm: ISO/IEC 9797

« Information technology - Security techniques - Digital signatures with appendix: 1SO/IEC 14888

« Information technology— ASN.1 encoding rules.  Specification of Basic Encoding Rules (BER),
Canonica Encoding Rules (CER) and Distinguished Encoding Rules (DER):  1SO 8825-1:2002

RSA Data Security, Inc.
¢ RSA Encryption Standard: PKCS#1 Version 2.1

 Password-Based Encryption Standard: PKCS#5 Version 1.5
EMV
* The EMV 2000 ICC Specifications for Payments systems Version 4.0
* The EMV 96 |CC Specifications for Payments systems Version 3.0
ANS|

 Public Key Cryptography for the Financial Industry: The Elliptic Curve Digital Signature Algorithm
(ECDSA):  X9.62-1998

|EEE
 Standard Specifications for Public Key Cryptography, Institute of Electrical and Electronic Engineers, 2000
|EEE 1363

|[ETF (Internet Engineering Task Force) - | PSec Working Group
* The Internet Key Exchange ( IKE ) document RFC 2409 (STD 1)

|ETF (Internet Engineering Task Force) - Network Working Group
* RFC 2104: Keyed-Hashing for Message Authentication

« RFC1321: The MD5 Message-Digest Algorithm



Parameter Checking

FIPS

Advanced Encryption Standard (AES): FIPS-197

KISA - Korea I nformation Security Agency

SEED Algorithm Specification

Standard Names for Security and Crypto Packages

SHA (also SHA-1): Secure Hash Algorithm, as defined in Secure Hash Standard, NIST FIPS 180-1

SHA-256, SHA-384, SHA-512:  Secure Hash Algorithm, as defined in Secure Hash Standard, NIST FIPS
180-2

MD5: The Message Digest algorithm RSA-MDD5, as defined by RSA DSl in RFC 1321

RIPEMD-160: asdefined in ISO/IEC 10118-3:1998 Information technology - Security techniques -
Hash-functions - Part 3:  Dedicated hash-functions

DSA: Digita Signature Algorithm, as defined in Digital Signature Standard, NIST FIPS 186
DES. The DataEncryption Standard, as defined by NIST in FIPS 46-1 and 46-2

RSA: The Rivest, Shamir and Adleman Asymmetric Cipher algorithm

ECDSA: Elliptic Curve Digital Signature Algorithm

ECDH: Elliptic Curve Diffie-Hellman agorithm

AES: Advanced Encryption Standard (AES), as defined by NIST in FIPS 197

HMAC: Keyed-Hashing for Message Authentication, as defined in RFC-2104

Parameter Checking

Policy

All Java Card APl implementations must conform to the Java model of parameter checking. That is, the AP
code should not check for those parameter errors which the Java Card Virtual Maching(VM) is expected to
detect. These include al parameter errors, such as null pointers, index out of bounds, and so forth, that result in
standard runtime exceptions. The runtime exceptions that are thrown by the Java Card VM are:

ArithmeticException
ArrayStoreException
ClassCastException

I ndexOutOf BoundsException
ArraylndexOutOf BoundsException
NegativeArraySizeException
NullPointerException
SecurityException

Exceptionsto the Policy

In some cases, it may be necessary to explicitly check parameters. These exceptions to the policy are
documented in the Java Card API specification. A Java Card APl implementation must not perform parameter
checking with the intent to avoid runtime exceptions, unless thisis clearly specified by the Java Card API
specification.
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Package Summary

Note—If multiple erroneous input parameters exist, any one of several runtime exceptionswill be thrown by the
VM. Theterms “Java Virtual Machine” and “JVM” mean a Virtual Machine for the Java platform. Java
programmersrely on this behavior, but they do not rely on getting a specific exception. It is not necessary (nor is
it reasonable or practical) to document the precise error handling for all possible combinations of equivalence
classes of erroneous inputs. The value of this behavior is that the logic error in the calling program is detected
and exposed via the runtime exception mechanism, rather than being masked by a normal return.

javacard. f ramewor k37

javacard. framewor k. ser
Vi Ceq117

javacard. securityqs7

j avacar dx. apdugysg

j avacar dx. bi onmetry,,z;

j avacar dx. crypt 0,45

j avacar dx. ext er nal 577

j avacar dx. f ramewor kog7

j avacar dx. f ranewor k. ma
t hagg

j avacardx. f ranewor k. t
V303

j avacar dx. f ranewor k. ut
i 1341

j avacar dx. f ranewor k. ut
il.int X351

Package Summary

Packages

java.iosg Defines asubset of thej ava. i 0 packagein the standard Java programming language.

java.l angg Provides classes that are fundamental to the design of the Java Card technology subset
of the Java programming language.

java.rm 33 Defines the Rernrot e interface which identifies interfaces whose methods can be

invoked from card acceptance device (CAD) client applications.

Provides aframework of classes and interfaces for building, communicating with and
working with Java Card technology-based applets.

Provides a service framework of classes and interfaces that allow a Java Card
technology-based applet to be designed as an aggregation of service components.

Provides classes and interfaces that contain publicly-available functionality for
implementing a security and cryptography framework on the Java Card platform.

Extension package that enables support for 1SO7816 specification defined optional
APDU related mechanisms.

Extension package that contains functionality for implementing a biometric framework
on the Java Card platform.

Extension package that contains functionality, which may be subject to export controls,
for implementing a security and cryptography framework on the Java Card platform.

Extension package that provides mechanisms to access memory subsystems which are
not directly addressable by the Java Card runtime environment(Java Card RE) on the
Java Card platform.

Extension package that contains a framework of classes and interfaces for efficiently
implementing typical Java Card technol ogy-based applets.

Extension package that contains common utility functions for BCD math and parity
computations.

Extension package that contains functionality, for managing storage for BER TLV
formatted data, based on the ASN.1 BER encoding rules of 1SO/IEC 8825-1:2002, as
well as parsing and editing BER TLV formatted dataiin 1/O buffers.

Extension package that contains common utility functions for manipulating arrays of
primitive components - byt e, short ori nt.

Extension package that contains common utility functionsfor using i nt components.




Package Summary
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Package
javaio

Description
Defines a subset of thej ava. i o package in the standard Java programming language.
Thej ava. i 0. | OExcepti on classisincluded in the Java Card API to maintain a hierarchy of exceptions

identical to the standard Java programming language. Thej ava. i 0. | OExcept i on classisthe superclass of
java. rm . Renpt eExcept i on, that indicates an exception occurred during a remote method call.

Class Summary

Exceptions

| OExcept i ong A Java Card runtime environment-owned instance of | OExcept i on isthrown to
signal that an 1/O exception of some sort has occurred.

java.io 5



| OException javaio
Declaration

javaio

| OEXception

bj ect 55
I
+- - Thr owabl ez
|

+- - Exceptiongg

+--java.io. | Oexception

Direct Known Subclasses. Renot eExcept i ongs

Declaration
public class | OException extends Exceptiongg

Description

A Java Card runtime environment-owned instance of | OExcept i on isthrown to signal that an 1/0 exception
of some sort has occurred. This classis the general class of exceptions produced by failed or interrupted 1/O

operations.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the Java 2 Platform Standard

Edition APl Specification.

Member Summary

Constructors

| CExcepti ong()

Inherited Member Summary

Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Constructors

| OException()
public | OException()
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javaio | OException
| OException()

Constructsan | OExcept i on.

|OException 7



| OException javaio
| OException()
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I.Dackage
java.lang

Description

Provides classesthat are fundamental to the design of the Java Card technology subset of the Java programming
language. The classesin this package are derived from j ava. | ang in the standard Java programming
language and represent the core functionality required by the Java Card Virtual Machine. This core functionality
is represented by the Obj ect class, which isthe base class for all Java language classes and the Thr owabl e
class, which is the base class for the exception and runtime exception classes.

The exceptions and runtime exceptionsthat are included in this package are those that can be thrown by the Java
Card Virtual Machine. They represent only a subset of the exceptions availableinj ava. | ang in the standard

Java programming language.

Class Summary

Classes
bj ect 55

Thr owabl e3q

Exceptions

ArithmeticExceptiongg

Arrayl ndexQut Of BoundsE
xceptiongs

ArraySt oreExceptiongg

Cl assCast Exceptiong;

Exceptiongg

I ndexQut Of BoundsExcept
i ONnyo

Negati veArraySi zeExcep
tiony,

Nul | Poi nt er Excepti onys

Class Obj ect istheroot of the Java Card platform class hierarchy.

The Throwable classis the superclass of all errors and exceptions in the Java Card
platform’s subset of the Java programming language.

A Java Card runtime environment-owned instance of Ari t hmet i cExcepti onis
thrown when an exceptional arithmetic condition has occurred.

A Java Card runtime environment-owned instance of
Arrayl ndexQut O BoundsExcept i on isthrown to indicate that an array has
been accessed with anillegal index.

A Java Card runtime environment-owned instance of Ar r ay St or eExcepti onis
thrown to indicate that an attempt has been made to store the wrong type of object into
an array of objects.

A Java Card runtime environment-owned instance of Cl assCast Excepti onis
thrown to indicate that the code has attempted to cast an object to a subclass of which it
isnot an instance.

TheclassExcept i on and its subclasses are aform of Thr owabl e that indicate
conditions that a reasonable applet might want to catch.

A Java Card runtime environment-owned instance of
I ndexQut OF BoundsExcept i on isthrown to indicate that an index of some sort
(such asto an array) is out of range.

A Java Card runtime environment-owned instance of
Negati veArraySi zeExcepti on isthrown if an applet triesto create an array
with negative size.

A Java Card runtime environment-owned instance of Nul | Poi nt er Excepti onis
thrown when an applet attemptsto use nul | in a case where an object is required.

java.lang 9




java.lang

javalang

Class Summary

Class Summary

Runt i meExcepti ony

SecurityExceptionyg

Runt i meExcept i on isthe superclass of those exceptions that can be thrown during
the normal operation of the Java Card Virtual Machine.

A Java Card runtime environment-owned instance of Securi t yExcepti onis
thrown by the Java Card Virtual Machine to indicate a security violation.
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javalang ArithmeticException
Declaration

javalang

ArithmeticException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

+--java.l ang. Ari thmeti cException

Declaration
public class ArithmeticException extends RuntimeExceptiony;

Description

A Java Card runtime environment-owned instance of Ari t hnet i cExcept i on isthrown when an
exceptional arithmetic condition has occurred. For example, a*“divide by zero” is an exceptiona arithmetic
condition.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the Java'™ 2 Platform
Sandard Edition (J2SE™) API Specification.

Member Summary

Constructors

Arithmeti cExceptiongq()

Inherited Member Summary

Methods inherited from class Cbj ect ,5

equal s(Obj ect) »5

Constructors

ArithmeticException()
public Arithneti cException()

ArithmeticException 11



ArithmeticException javalang
ArithmeticException()

Constructsan Ari t hnet i cExcepti on.
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javalang ArraylndexOutOfBoundsException
Declaration

javalang

ArraylndexOutOf BoundsException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - I ndexQut OF BoundsExcepti on,g

I
+--java. |l ang. Arrayl ndexQut Of BoundsExcept i on

Declaration
public class Arrayl ndexQut O BoundsExcepti on extends | ndexCQut Of BoundsExcepti onyg

Description

A Java Card runtime environment-owned instance of Ar r ayl ndexQut O BoundsExcept i on isthrown to
indicate that an array has been accessed with an illegal index. The index is either negative or greater than or
equal to the size of the array.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the Java'™ 2 Platform
Sandard Edition (J2SE™) API Specification.

Member Summary

Constructors

Arrayl ndexQut Of BoundsExcepti onqiu()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5

ArraylndexOutOf BoundsException 13



ArraylndexOutOfBoundsException javalang
ArraylndexOutOf BoundsException()

Constructors

ArraylndexOutOfBoundsException()
public Arrayl ndexQut Of BoundsException()

Constructsan Ar r ayl ndexQut OF BoundsExcept i on.
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javalang ArrayStoreException
Declaration

javalang

ArrayStoreException

bj ect 55

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

+--java. |l ang. ArraySt or eExcepti on

Declaration
public class ArrayStoreException extends RuntimeExceptiony,

Description

A Java Card runtime environment-owned instance of Ar r ay St or eExcept i on isthrown to indicate that an
attempt has been made to store the wrong type of object into an array of objects. For example, the following
code generatesan Ar r ay St or eExcept i on:

oj ect x[] = new Al D[ 3];
x[0] = new OmerPIN( (byte) 3, (byte) 8);

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

ArraySt or eExcepti onqg()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

ArrayStoreException 15




ArrayStoreException javalang
ArrayStoreException()

Constructors

ArrayStoreException()
public ArrayStoreException()

Constructsan Ar r ay St or eExcept i on.
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javalang ClassCastException
Declaration

javalang

ClassCastException

bj ect 55

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

+--java. |l ang. Cl assCast Excepti on

Declaration
public class Cl assCast Exception extends RuntinmeException,;

Description

A Java Card runtime environment-owned instance of Cl assCast Except i on isthrown to indicate that the
code has attempted to cast an object to asubclass of which it isnot an instance. For example, the following code
generatesaCl assCast Excepti on:

Ooj ect x = new OwerPIN( (byte)3, (byte)8);
JCSyst em get Appl et Shar eabl el nterfaceject( (AID)x, (byte)5 );

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

C assCast Excepti onqg()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55
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ClassCastException javalang
ClassCastException()

Constructors

ClassCastException()
public O assCast Excepti on()

Constructsa Cl assCast Excepti on.
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javalang Exception
Declaration

javalang

Exception

bj ect 55
I

+- - Thr owabl ez

+--java. |l ang. Exception

Direct Known Subclasses. Car dExcept i onyg, | OExcept i ong, Runt i meExcepti ony;

Declaration
public class Exception extends Throwabl esq

Description
The class Except i on and its subclasses are aform of Thr owabl e that indicate conditions that a reasonable
applet might want to catch.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Standard Edition (J2SETM) API Specification.

Member Summary

Constructors

Excepti onqg()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

Constructors

Exception()
public Exception()
Constructs an Except i on instance.
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I ndexOutOfBoundsException javalang
Declaration

javalang

| ndexOutOf BoundsException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+--java. |l ang. | ndexQut Of BoundsExcepti on

Direct Known Subclasses. Arrayl ndexQut Of BoundsExcepti onqs

Declaration
public class |ndexQut Of BoundsExcepti on extends Runti neExceptiony;

Description
A Java Card runtime environment-owned instance of | ndexQut Of BoundsExcept i on isthrown to indicate
that an index of some sort (such asto an array) is out of range.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See JRuntime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) APl Specification.

Member Summary

Constructors

I ndexQut OF BoundsExcept i on,q()

Inherited Member Summary

Methods inherited from class Cbj ect ,5

equal s(Obj ect) ,5
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javalang IndexOutOfBoundsException
IndexOutOf BoundsException()

Constructors

IndexOutOfBoundsException()
publ i c | ndexQut Of BoundsExcepti on()

Constructsan | ndexQut OF BoundsExcept i on.
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NegativeArraySizeException javalang
Declaration

javalang

NegativeArraySizeException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

+--java. |l ang. Negati veArraySi zeExcepti on

Declaration
public class NegativeArraySi zeExcepti on extends RuntineExceptiony;

Description
A Java Card runtime environment-owned instance of Negat i veArraySi zeExcept i on isthrown if an
applet tries to create an array with negative size.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) APl Specification.

Member Summary

Constructors
Negati veArraySi zeExcepti ony,()

Inherited Member Summary

Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) ,5

Constructors
NegativeArraySizeException()

public NegativeArraySi zeException()
ConstructsaNegat i veArraySi zeExcept i on.
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javalang NullPointer Exception
Declaration

javalang

NullPointerException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg
+- - Runti neExcepti onyy

+--java. |l ang. Nul | Poi nt er Excepti on

Declaration
public class Null Poi nterException extends RuntimeExceptiony;

Description
A Java Card runtime environment-owned instance of Nul | Poi nt er Except i on isthrown when an applet
attemptsto use nul | in acase where an object is required. These include:

« Calling theinstance method of anul | object.

 Accessing or modifying the field of anul | object.

« Taking thelength of nul | asif it were an array.

« Accessing or modifying the slots of nul | asif it were an array.
e Throwing nul | asif it wereaThr owabl e value.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Standard Edition (J2SETM) API Specification.

Member Summary

Constructors

Nul | Poi nt er Excepti onou()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5
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NullPointer Exception javalang
NullPointerException()

Constructors

NullPointer Exception()
publi c Nul | Poi nt er Excepti on()

ConstructsaNul | Poi nt er Excepti on.
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javalang Object
Declaration

javalang

Object

java. |l ang. Obj ect

Declaration
public class Object

Description
Class Obj ect istheroot of the Java Card platform class hierarchy. Every class has Cbj ect as asuperclass.
All objects, including arrays, implement the methods of this class.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Standard Edition (J2SETM) API Specification.

Member Summary
Constructors
Qbj ect »5()
M ethods
bool ean equal s,5( Qbj ect o5 0obj)
Constructors
Object()

public Object()

M ethods

equals(Obj ect ,5 obj)
publ i c bool ean equal s(Qoj ect ,5 obj)
Compares two Objects for equality.
The equal s method implements an equivalence relation:
« Itisreflexive: for any referencevalue x, x. equal s(x) shouldreturnt r ue.

 Itissymmetric: for any referencevaluesx andy, x. equal s(y) shouldreturnt r ue if and only if
y. equal s(x) returnstr ue.

* Itistransitive: for any referencevaluesx, y, and z, if x. equal s(y) returnst r ue and
y. equal s(z) returnst r ue, thenx. equal s(z) shouldreturnt r ue.

e Itisconsistent: for any reference values x and y, multiple invocations of x. equal s(y)
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Object javalang
equals(Cbj ect 5 0bj)

consistently returnt r ue or consistently returnf al se.
 For any reference value x, x. equal s(nul |') shouldreturnf al se.

The equal s method for class Obj ect implements the most discriminating possible equivalence relation
on objects; that is, for any reference valuesx andy, thismethod returnst r ue if and only if x andy refer to
the same object (x==y hasthevaluet r ue).

Parameters:
obj - the reference object with which to compare.

Returns: true if thisobject is the same as the obj argument; f al se otherwise.
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javalang RuntimeException
Declaration

javalang

RuntimeException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+--java. |l ang. Runt i mreExcepti on

Direct Known Subclasses. Arithmeti cExceptionqq, ArraySt oreExceptiongs,
Car dRunt i meExcepti on;,, G assCast Excepti onq7, | ndexQut OF BoundsExcepti onyg,
Negati veArraySi zeExcepti on,,, Nul | Poi nt er Excepti onygz, Securit yExcepti ongg

Declaration
public class RuntineException extends Exceptiongg

Description
Runt i neExcept i on isthe superclass of those exceptions that can be thrown during the normal operation of
the Java Card Virtual Machine.

A method is not required to declarein its throws clause any subclasses of Runt i mreExcept i on that might be
thrown during the execution of the method but not caught.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors
Runt i neExcept i ony,()

Inherited Member Summary

M ethodsinherited from class Qbj ect 55

equal s(Obj ect) »5

Constructors

RuntimeException()
publi c Runti neException()
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RuntimeException javalang
RuntimeException()

ConstructsaRunt i nreExcept i on instance.
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javalang SecurityException
Declaration

javalang

SecurityException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

+--java. |l ang. Securi tyExcepti on

Declaration
public class SecurityException extends RuntinmeException,;

Description
A Java Card runtime environment-owned instance of Secur i t yExcept i on isthrown by the Java Card
Virtual Machine to indicate a security violation.

This exception is thrown when an attempt is made to illegally access an object belonging to another applet. It
may optionally be thrown by a Java Card VM implementation to indicate fundamental language restrictions,
such as attempting to invoke a private method in another class.

For security reasons, the Java Card runtime environment implementation may mute the card instead of throwing
this exception.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors
Secur it yExcepti ongg()

Inherited Member Summary

M ethodsinherited from class Qbj ect 55

equal s(Obj ect) »5
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SecurityException javalang
SecurityException()

Constructors

SecurityException()
public SecurityException()
Constructsa Securi t yExcept i on.
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javalang Throwable
Declaration

javalang

Throwable

bj ect 55
I

+--java. |l ang. Thr owabl e

Direct Known Subclasses: Exceptionig

Declaration
public class Throwabl e

Description

The Throwable classis the superclass of all errors and exceptions in the Java Card platform’s subset of the Java
programming language. Only objects that are instances of this class (or of one of its subclasses) are thrown by
the Java Card Virtual Machine or can be thrown by the Java programming languaget hr ow statement.
Similarly, only this class or one of its subclasses can be the argument typeinacat ch clause.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

Thr owabl e31()

Inherited Member Summary

Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Constructors

Throwable()
publi ¢ Throwabl e()

Constructsanew Thr owabl e.
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Throwable javalang
Throwabl&()
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Package
java.rmi

Description

Defines the Renot e interface which identifies interfaces whose methods can be invoked from card acceptance
device (CAD) client applications. It aso defines a Renpt eExcept i onthat can be thrown to indicate an
exception occurred during the execution of aremote method call.

Class Summary

Interfaces

Renot €34

Exceptions

Renot eExcept i ongg

The Remote interface servesto identify interfaces whose methods may be invoked from
a CAD client application.

A Java Card runtime environment-owned instance of Renpt eExcept i on isthrown
to indicate that a communication-related exception has occurred during the execution
of aremote method call.
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Remote java.rmi
Declaration

javarmi

Remote

All Known Implementing Classes. Car dRenot e(bj ect ;57

Declaration
public interface Renote

Description

The Remote interface serves to identify interfaces whose methods may be invoked from a CAD client
application. An object that is aremote object must directly or indirectly implement this interface. Only those
methods specified in a“remote interface”, an interface that extendsj ava. r m . Renot e are available
remotely. Implementation classes can implement any number of remote interfaces and can extend other remote
implementation classes. RMI for the Java Card platform provides a convenience class called

javacard. f ramewor k. servi ce. Car dRenpt e(bj ect that remote object implementations can
extend which facilitates remote object creation. For complete details on RMI for the Java Card platform, seethe
Runtime Environment Specification for the Java Card Platformand thej avacar d. f r anewor k. servi ce
API package.
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javarmi RemoteException
Declaration

javarmi

RemoteException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- -1 OExcepti ong
I

+--java.rm . Renot eException

Declaration
public class RenoteException extends | OExceptiong

Description

A Java Card runtime environment-owned instance of Renot eExcept i on isthrown to indicate that a
communication-related exception has occurred during the execution of a remote method call. Each method of a
remote interface, an interface that extendsj ava. r m . Renot e, must list Renot eExcepti on ora
superclassinitst hr ows clause.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Standard Edition (J2SETM) API Specification.

Member Summary

Constructors
Renot eExcept i ongzg()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5
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RemoteException javarmi
RemoteException()

Constructors

RemoteException()
publ i ¢ Renot eException()

Constructs a Renot eExcept i on.
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I.Dackage
Javacard.framework

Description

Provides aframework of classes and interfaces for building, communicating with and working with Java Card
technol ogy-based applets. These classes and interfaces provide the minimum required functionality for a Java
Card environment. If additional functionality is desired, for example to specialize the card for a particular
market, other frameworks would need to be added.

The key classes and interfaces in this package are:

Al D-encapsul ates the Application Identifier (AlID) associated with an applet.
APDU-provides methods for controlling card input and output.

Appl et -the base class for all Java Card technol ogy-based applets on the card. It provides methods for
working with applets to be loaded onto, installed into and executed on a Java Card technol ogy-compliant
smart card.

Car dExcepti on, Car dRunt i mneExcept i on-provide functionality similar to
java. | ang. Excepti onandj ava. | ang. Runt i meExcept i on inthe standard Java programming
language, but specialized for the card environment.

| SO7816-providesimportant constants for working with input and output data.

JCSyst emprovides methods for controlling system functions such as transaction management, transient
objects, object deletion mechanism, resource management, and inter-applet object sharing.

Mul t i Sel ect abl e-provides methods that support advanced programming techniques with logical
channels.

Shar eabl e-provides a mechanism that lets objects that implement thisinterface be shared across an
applet firewall.

Ut i | -provides convenient methods for working with arrays and array data.

Class Summary

I nterfaces

Appl et Event gg The Appl et Event interface provides a callback interface for the Java Card runtime
environment to inform the applet about life cycle events.

| SO7816,4 | SO7816 encapsulates constants related to 1SO 7816-3 and 1SO 7816-4.

Mul ti Sel ect abl egq TheMul ti Sel ect abl e interface identifies the implementing Applet subclass as
being capable of concurrent selections.

Pl Ng7 This interface representsa PIN.

Shar eabl eqp; The Sharesble interface serves to identify all shared objects.

Classes

Al Dsq This class encapsulates the Application Identifier (AlID) associated with an applet.
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javacar d.framework

javacard.framework

Class Summary

Class Summary

APDUy5

Appl et gp
JCSyst enyq

Oaner Pl Ng3

Exceptions
APDUExcept i ongg
Car dExcept i onyg

Car dRunt i meExcepti ony,

| SOEXcept i onyg

Pl NExcept i onqgg
Syst enExcepti onggs
Transacti onExcepti onqgg

User Excepti onqgg

Application Protocol Data Unit (APDU) isthe communication format between the card
and the off-card applications.

This abstract class defines an Java Card technol ogy-based applet.

The JCSy st emclassincludes a collection of methods to control applet execution,
resource management, atomic transaction management, object del etion mechanism and
inter-applet object sharing in the Java Card environment.

This class represents an Owner PIN, implements Personal |dentification Number
functionality as defined in the Pl Ninterface, and provides the ability to update the PIN
and thus owner functionality.

The Ut i | class contains common utility functions.

APDUEXcept i on represents an APDU related exception.

The Car dExcept i on classdefinesafieldr eason and two accessor methods
get Reason() andset Reason() .

The Car dRunt i meExcept i on classdefinesafield r eason and two accessor
methods get Reason() and set Reason().

| SCExcept i on class encapsulates an SO 7816-4 response status word as its
r eason code.

Pl NExcept i on representsa Oaner Pl N class access-related exception.
Syst enExcept i on representsaJCSyst emclass related exception.
Transact i onExcept i on represents an exception in the transaction subsystem.

User Except i on represents a User exception.
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javacard.framework AID
Declaration

javacard.framework

AID

bj ect 55
I

+--javacard. framewor k. Al D

Declaration
public class AID

Description
This class encapsulates the Application Identifier (AID) associated with an applet. An AID is defined in ISO
7816-5 to be a sequence of bytes between 5 and 16 bytesin length.

The Java Card runtime environment creates instances of Al D class to identify and manage every applet on the
card. Applets need not create instances of this class. An applet may request and use the Java Card runtime
environment-owned instances to identify itself and other applet instances.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment Entry
Point Objects and can be accessed from any applet context. References to these permanent objects can be stored
and re-used.

An applet instance can obtain a reference to Java Card runtime environment-owned instances of its own Al D
object by using the JCSyst em get Al D() method and another applet’s Al D object viathe
JCSyst em | ookupAl D() method.

An applet uses Al D instances to request to share another applet’s object or to control access to its own shared
object from another applet. See Runtime Environment Specification for the Java Card Platform, section 6.2 for
details.

See Also: JCSyst enyq, Syst enExcepti onqgs

Member Summary

Constructors
Al Dyo(byte[] bArray, short offset, byte |ength)

M ethods
bool ean equal s4o(byte[] bArray, short offset, byte |ength)
bool ean equal s4o( Obj ect o5 anObj ect)
byte getBytes,(byte[] dest, short offset)
byte getPartial Bytesy(short ai dOffset, byte[] dest, short oOffset,
byte olLengt h)
bool ean parti al Equal s4o(byte[] DbArray, short offset, byte |ength)
bool ean RI DEqual s45( Al D39 ot her Al D)
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AID javacard.framework
AlID(byte]] bArray, short offset, byte length)

Constructors

AID(byte[] bArray, short offset, byte length)

public AlD(byte[] bArray, short offset, byte |ength)
throws SystenException, Null Poi nterException, ArraylndexQutOf BoundsException, Sec
urityException

The Java Card runtime environment uses this constructor to create a new Al D instance encapsulating the
specified AID bytes.

Parameters:
bAr r ay - the byte array containing the AID bytes

of f set - thestart of AID bytesin bArray
| engt h - the length of the AID bytesin bArray

Throws:
SecurityExcepti on,g - if thebAr r ay array is not accessible in the caller’'s context

Syst enExcept i onqq3 - with the following reason code:

» Syst enExcepti on. | LLEGAL_VALUE if thel engt h parameter islessthan 5 or greater than
16

Nul | Poi nt er Except i on,g - if thebAr r ay parameter isnul |

Arrayl ndexQut Of BoundsExcepti onyz-if theof f set parameter or | engt h parameter is
negative or if of f set +| engt h is greater than the length of the bAr r ay parameter

M ethods

equals(Cbj ect ,5 anObject)

public final bool ean equal s(Object,s anoj ect)
throws SecurityException

Comparesthe AID bytesint hi s Al Dinstanceto the AID bytesin the specified object. Theresultist r ue
if and only if theargumentisnot nul | andisan Al D object that encapsul ates the same AID bytesast hi s
object.

This method does not throw Nul | Poi nt er Except i on.
Overrides. equal s,ginclassObj ect 55

Parameters:
anbj ect - the object to comparet hi s Al D against

Returns: true if the AID byte values are equal, f al se otherwise

Throws:
Securit yExcepti on,g - if anChj ect object isnot accessible in the caller’s context

equals(byte[] bArray, short offset, byte length)

public final boolean equal s(byte[] bArray, short offset, byte Iength)
throws Arrayl ndexCQut O BoundsException, SecurityException
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javacard.framework AID
getBytes(byte[] dest, short offset)

Checksif the specified AID bytesin bAr r ay are the same as those encapsulated int hi s Al Dobject. The
resultist r ue if and only if the bAr r ay argument isnot nul | and the AID bytes encapsulated int hi s
Al D object are equal to the specified AID bytesin bAr r ay.

This method does not throw Nul | Poi nt er Except i on.

Parameters:
bAr r ay - containing the AID bytes

of f set - within bArray to begin
| engt h - of AID bytesin bArray
Returns: true if equd, f al se otherwise

Throws:
Securit yExcepti on,g - if thebAr r ay array is not accessible in the caller’'s context

Arrayl ndexQut Of BoundsExcept i onyz-if theof f set parameter or | engt h parameter is
negative or if of f set +| engt h isgreater than the length of the bAr r ay parameter

getBytes(byte]] dest, short offset)

public final byte getBytes(byte[] dest, short offset)
throws Nul | Poi nt er Exception, Arrayl ndexQut Of BoundsException, SecurityException

Called to get all the AID bytes encapsulated within Al D object.

Parameters:
dest - bytearray to copy the AID bytes

of f set - within dest where the AID bytes begin
Returns: thelength of the AID bytes

Throws:
SecurityExcepti on,g - if thedest array isnot accessiblein the caller’s context

Nul | Poi nt er Excepti on,s - if thedest parameterisnul |

Arrayl ndexQut Of BoundsExcept i onqg - if theof f set parameter is negative or
of f set +length of AID bytesis greater than the length of the dest array

getPartialBytes(short aidOffset, byte[] dest, short oOffset, byte oL ength)

public final byte getPartial Bytes(short ai dOffset, byte[] dest, short oOfset, byte
oLengt h)
throws Nul | Poi nt er Exception, Arrayl ndexQut O BoundsException, SecurityException

Called to get part of the AID bytes encapsulated within the Al D object starting at the specified offset for the
specified length.

Parameters:
ai dO f set - offset within AID array to begin copying bytes

dest - the destination byte array to copy the AID bytesinto
o0 f set - offset within dest where the output bytes begin

oLengt h - the length of bytesrequested indest . 0 implies arequest to copy all remaining AID
bytes.

Returns: the actua length of the bytesreturned in dest
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AID

javacard.framework

parti

aEquals(byte[] bArray, short offset, byte length)

Throws:
SecurityExcepti on,g - if thedest array isnot accessible in the caller’s context
Nul | Poi nt er Excepti on,s - if thedest parameter isnul |

Arrayl ndexCQut O BoundsExcepti onqz - if theai dOf f set parameter is negative or greater
than the length of the encapsulated AID bytes or the oOf f set parameter is negative or
o f set +l engt h of bytes requested is greater than the length of the dest array

partialEquals(byte[] bArray, short offset, byte length)

public final boolean partial Equal s(byte[] bArray, short offset, byte |ength)
throws Arrayl ndexQut O BoundsExcepti on, SecurityException

Checksif the specified partial AID byte sequence matchesthefirst | engt h bytes of the encapsulated AID
byteswithint hi s Al Dobject. Theresultist r ue if and only if the bAr r ay argumentisnot nul | and
theinput| engt h islessthan or equal to the length of the encapsulated AID byteswithint hi s Al D object
and the specified bytes match.

This method does not throw Nul | Poi nt er Except i on.

Parameters:
bAr r ay - containing the partial AID byte sequence

of f set - within bArray to begin
| engt h - of partial AID bytesin bArray
Returns: true if equd, f al se otherwise

Throws:
Securit yExcepti on,g - if thebAr r ay array is not accessible in the caller’'s context

Arrayl ndexQut OF BoundsExcepti onqj - if theof f set parameter or | engt h parameter is
negative or if of f set +| engt h isgreater than the length of the bAr r ay parameter

RIDEquals(Al Dyg other AID)

42

public final bool ean RI DEqual s( Al Dyg ot her Al D)
throws SecurityException

Checksif the RID (National Registered Application provider identifier) portion of the encapsulated AID
bytes within the ot her Al D object matchesthat of t hi s Al D object. Thefirst 5 bytes of an AID byte
sequenceisthe RID. SeelSO 7816-5 for details. Theresultist r ue if and only if theargument isnot nul |
and isan Al D object that encapsulates the same RID bytesast hi s object.

This method does not throw Nul | Poi nt er Except i on.

Parameters:
ot her Al D- the Al Dto compare against

Returns: tr ue if the RID bytes match, f al se otherwise

Throws:
Securit yExcepti on,g - if the ot her Al D object is not accessiblein the caller’s context
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javacard.framework APDU
Declaration

javacard.framework

APDU

bj ect 55
I

+--javacard. f ranewor k. APDU

Declaration
public final class APDU

Description
Application Protocol Data Unit (APDU) is the communication format between the card and the off-card
applications. The format of the APDU is defined in 1SO specification 7816-4.

This class only supports messages which conform to the structure of command and response defined in 1SO
7816-4. The behavior of messages which use proprietary structure of messages is undefined. This class
optionally supports extended length fields but only when the currently selected applet implements the

j avacar dx. apdu. Ext endedLengt h interface.

The APDU object is owned by the Java Card runtime environment. The APDU class maintains abyte array buffer
which is used to transfer incoming APDU header and data bytes as well as outgoing data. The buffer length
must be at least 133 bytes ( 5 bytes of header and 128 bytes of data). The Java Card runtime environment must
zero out the APDU buffer before each new message received from the CAD.

The Java Card runtime environment designates the APDU object as atemporary Java Card runtime environment
Entry Point Object (See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for
details). A temporary Java Card runtime environment Entry Point Object can be accessed from any applet
context. References to these temporary objects cannot be stored in class variables or instance variables or array
components.

The Java Card runtime environment similarly marks the APDU buffer as a globa array (See Runtime
Environment Specification for the Java Card Platform, section 6.2.2 for details). A global array can be accessed
from any applet context. References to global arrays cannot be stored in class variables or instance variables or
array components.

The applet receives the APDU instance to process from the Java Card runtime environment in the

Appl et . process( APDU) method, and thefirst five header bytes[ CLA, INS, P1, P2, P3] are availablein
the APDU buffer. (The header format is the | SO7816-4 defined 7 byte extended APDU format with a3 byte Lc
field when the Lc field in the incoming APDU header is 3 bytes long).

The APDU class APl is designed to be transport protocol independent. In other words, applets can use the same
APDU methods regardless of whether the underlying protocol in useis T=0 or T=1 (as defined in |SO 7816-3).

The incoming APDU data size may be bigger than the APDU buffer size and may therefore need to be read in
portions by the applet. Similarly, the outgoing response APDU data size may be bigger than the APDU buffer
size and may need to be written in portions by the applet. The APDU class has methods to facilitate this.

For sending large byte arrays as response data, the APDU class provides aspecial method sendByt esLong()
which manages the APDU buffer.
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Description

/1 The purpose of this exanple is to show npst of the nethods
/1 in use and not to depict any particul ar APDU processing

cl ass MyAppl et extends javacard. franework. Appl et {
...
public void process(APDU apdu){

1.,

byte[] buffer = apdu.getBuffer();

byte cla = buffer[1SOr816. OFFSET_CLA];

byte ins = buffer[1S0Or816. OFFSET_I| NS] ;

/1 assunme this command has incom ng data

/1 Lc tells us the incom ng apdu command | ength

short bytesLeft = (short) (buffer[lSO7816. OFFSET_LC] & OxO0OFF);

if (bytesLeft < (short)55) |SCException.throwt( |S0O7816. SWWRONG LENGTH );

short readCount = apdu. setlncom ngAndRecei ve();
while ( bytesLeft > 0){
/'l process bytes in buffer[5] to buffer[readCount+4];

bytesLeft -= readCount;
readCount = apdu. recei veBytes ( |S07816. OFFSET_CDATA );
}
/11
/1.
/1
I/l Note that for a short response as in the case illustrated here
/1 the three APDU nethod calls shown : setQutgoing(), set Qutgoi ngLength() & sendBytes()
/1 could be replaced by one APDU nethod call : setQutgoi ngAndSend().

/1 construct the reply APDU

short | e = apdu. set Qut goi ng();

if (le < (short)2) |SCException.throwit( |1SO7816. SWWRONG LENGTH );
apdu. set Qut goi ngLengt h( (short)3 );

// build response data in apdu.buffer[ 0.. outCount-1 ];
buffer[0] = (byte)l; buffer[1] = (byte)2; buffer[3] = (byte)3;
apdu. sendBytes ( (short)0 , (short)3 );

/'l return good conplete status 90 00

}
1.

}

The APDU class also defines aset of STATE . . constants which represent the various processing states of the
APDU object based on the methods invoked and the state of the data transfers. The get Curr ent St at e()
method returns the current state.

Note that the state number assignments are ordered as follows: STATE_INITIAL <
STATE_PARTIAL_INCOMING < STATE_FULL_INCOMING < STATE_OUTGOING <
STATE_OUTGOING_LENGTH_KNOWN < STATE_PARTIAL_OUTGOING <
STATE_FULL_OUTGOING.

The following are processing error states and have negative state number assignments:
STATE_ERROR_NO_TO_GETRESPONSE, STATE_ERROR_T1_IFD_ABORT, STATE_ERROR_10 and
STATE_ERROR_NO_TO_REISSUE.

Note:

» The method descriptions use the |SO7816-4 notation for the various APDU /O cases of input and output
directions. For example - T=0 (Case 2S) protocol - refersto short length outbound only case using the T=0
protocol. The perspective of the notation used in the method descriptionsisthat of the card(ICC) as seen at
the transport layer (TPDU). External transformations of the APDU 1/O case may have occurred at the CAD
and therefore not visible to the card.
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APDU

See Also: APDUExcept i onsg, | SOExcept i on,g

Member Summary

Member Summary

Fields
static byte PROTOCOL_MEDI A CONTACTLESS TYPE_Ayq
static byte PROTOCOL_MEDI A CONTACTLESS TYPE_Byg
static byte PROTOCOL_MEDI A DEFAULT4q
static byte PROTOCOL_MEDI A MASK,q
static byte PROTOCOL_MEDI A USBy,g
static byte PROTOCOL_TO4q
static byte PROTOCOL_T1,4
static byte PROTOCOL_TYPE_NASK;g
static byte STATE _ERROR | Q47
static byte STATE_ERROR NO TO_GETRESPONSE,;
static byte STATE_ERROR NO TO_REI SSUE,7;
static byte STATE_ERROR T1_|FD ABORT,y;
static byte STATE_FULL_I NCOM NG,z
static byte STATE_FULL_QUTGO NG4;
static byte STATE_IN TI AL,
static byte STATE OUTGO NGy
static byte STATE OUTGO NG _LENGTH_KNOWN,,
static byte STATE_PARTI AL_I NCOM NG,g
static byte STATE_PARTI AL_OUTGO NGyg

M ethods

byte[] getBufferg()
static byte get CLAChannel 4g()
static APDU,3 get Current APDUsg()
static byte[] getCurrent APDUBUT T er 49()
byte getCurrent Stateyg()
static short getlnBl ockSi zesg()
short getlncom nglLengt hgg()
byte get NAD5q()
short get O f set Cdat agg()
static short getQutBl ockSi zegg()
static byte getProtocol 5()
bool ean i sCommandChai ni ngCLAs54()
bool ean islSO nterindustryCLAs()
bool ean i sSecureMessagi ngCLAs4()
short receiveBytesgy(short bOff)
voi d sendBytessgy(short bOf, short I|en)

short setlncom ngAndRecei vegy()
short set Qut goi ngss()
voi d set Qut goi ngAndSendsg(short bOFf, short
voi d set Qut goi ngLengt hg7(short | en)
short set Qut goi ngNoChai ni ngs7()
static void waitExtensiongg()

voi d sendBytesLongssz(byte[] outData, short bOif, short Ien)

I en)
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

Fields

PROTOCOL_MEDIA_CONTACTLESS TYPE_A
public static final byte PROTOCOL_MEDI A CONTACTLESS TYPE_A

Transport protocol Media - Contactless Type A

PROTOCOL_MEDIA_CONTACTLESS TYPE_B
public static final byte PROTOCOL_MEDI A CONTACTLESS TYPE B

Transport protocol Media - Contactless Type B

PROTOCOL_MEDIA_DEFAULT
public static final byte PROTOCO._MEDI A DEFAULT

Transport protocol Media - Contacted Asynchronous Half Duplex

PROTOCOL _MEDIA_MASK
public static final byte PROTOCO.L_MEDI A_MASK

Media nibble mask in protocol byte

PROTOCOL_MEDIA_USB
public static final byte PROTOCO._MEDI A USB

Transport protocol Media- USB

PROTOCOL _TO
public static final byte PROTOCOL_TO

I SO 7816 transport protocol type T=0.

PROTOCOL_T1
public static final byte PROTOCCOL_T1

I SO 7816 transport protocol type T=1. This constant is also used to denote the T=CL variant for contactless
cards defined in 1S014443-4.

PROTOCOL_TYPE _MASK
public static final byte PROTOCO._TYPE_MASK

Type nibble mask in protocol byte
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STATE_ERROR_IO

STATE_ERROR_|0O
public static final byte STATE_ERROR | O

This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUExcept i on. | O_ERROR has been thrown.

STATE_ERROR_NO_T0 GETRESPONSE
public static final byte STATE_ERROR _NO TO_ CETRESPONSE

This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUEXcept i on. NO_TO_CGETRESPONSE has been thrown.

STATE_ERROR_NO_TO0 REISSUE
public static final byte STATE ERROR _NO TO_REl SSUE

This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUEXxcept i on. NO_TO_REIl SSUE has been thrown.

STATE_ERROR_T1 IFD_ABORT
public static final byte STATE ERROR T1_| FD_ABORT

This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUExcept i on. T1_| FD_ABORT has been thrown.

STATE_FULL_INCOMING
public static final byte STATE_FULL_I NCOM NG

Thisisthe state of a APDU object when all the incoming data been received.

STATE_FULL_OUTGOING
public static final byte STATE FULL_OUTGO NG

Thisisthe state of a APDU object when all outbound data has been transferred.

STATE_INITIAL
public static final byte STATE_I N TI AL

Thisisthe state of a new APDU abject when only the command header is valid.

STATE_OUTGOING
public static final byte STATE_OUTGO NG

Thisisthe state of anew APDU object when data transfer mode is outbound but length is not yet known.

STATE_OUTGOING_LENGTH_KNOWN
public static final byte STATE OUTGO NG _LENGTH KNOMN

Thisisthe state of a APDU object when data transfer mode is outbound and outbound length is known.
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STATE_PARTIAL_INCOMING

STATE_PARTIAL_INCOMING
public static final byte STATE_PARTI AL_I NCOM NG
Thisisthe state of a APDU object when incoming data has partially been received.

STATE_PARTIAL_OUTGOING
public static final byte STATE PARTI AL_OUTGO NG

Thisisthe state of a APDU object when some outbound data has been transferred but not all.

M ethods

getBuffer()
public byte[] getBuffer()
Returns the APDU buffer byte array.
Note:

 References to the APDU buffer byte array may be stored in local variables or method parameters.

 References to the APDU buffer byte array cannot be stored in class variables or instance variables or
array components. See Runtime Environment Specification for the Java Card Platform, section 6.2.2
for details.

Returns: byte array containing the APDU buffer

getCLAChannel()
public static byte get CLAChannel ()

Returnsthe logical channel number associated with the current APDU command based on the CLA byte. A
number in the range 0-19 based on the CLA byte encoding is returned if the command contains logical
channel encoding. If the command does not contain logical channel information, O isreturned. See Runtime
Environment Specification for the Java Card Platform, section 4.3 for encoding details.

Returns: logical channel number, if present, within the CLA byte, O otherwise

getCurrentAPDU()

public static APDUs3 get Current APDU()
throws SecurityException

This method is called during the Appl et . pr ocess( APDU) method to obtain areference to the current
APDU object. This method can only be called in the context of the currently selected applet.

Note:

* Do not call thismethod directly or indirectly fromwithin a method invoked remotely via Java Card RMI
method invocation from the client. The APDU object and APDU buffer are reserved for use by
RMI Service. Remote method parameter data may become corrupted.

Returns: the current APDU object being processed

Throws:
Securit yExcepti onyg - if
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getCurrentAPDUBUffer()

« the current context is not the context of the currently selected applet instance or

« thismethod was not called, directly or indirectly, from the applet’s process method (called directly by
the Java Card runtime environment), or

* the method is called during applet installation or deletion.

getCurrentAPDUBUffer ()

public static byte[] getCurrent APDUBUffer ()
throws SecurityException

This method is called during the Appl et . pr ocess( APDU) method to obtain areference to the current
APDU buffer. This method can only be called in the context of the currently selected applet.

Note:

Do not call thismethod directly or indirectly fromwithin a method invoked remotely via Java Card RMI
method invocation from the client. The APDU object and APDU buffer are reserved for use by
RMI Service. Remote method parameter data may become corrupted.

Returns: the APDU buffer of the APDU object being processed

Throws:
Securi tyExcepti onyg - if

* the current context is not the context of the currently selected applet or

* thismethod was not called, directly or indirectly, from the applet’s process method (called directly by
the Java Card runtime environment), or

* the method is called during applet installation or deletion.

getCurrentState()
public byte getCurrentState()

This method returns the current processing state of the APDU object. It is used by the Basi cSer vi ce
class to help services collaborate in the processing of an incoming APDU command. Valid codes are listed
in STATE_* constants above. See STATE_| NI TI AL,47.

Returns: the current processing state of the APDU

SeeAlso: j avacard. f ramewor k. servi ce. Basi cServi cejqg

getInBlock Size()

public static short getlnBl ockSi ze()

Returns the configured incoming block size. In T=1 protocal, this correspondsto IFSC (information field
sizefor ICC), the maximum size of incoming data blocksinto the card. In T=0 protocol, this method returns
1. IFSCisdefined in SO 7816-3.

Thisinformation may be used to ensure that there is enough space remaining in the APDU buffer when
recei veByt es() isinvoked.

Note:

¢ Onrecei veByt es() thebOf f param should account for this potential blocksize.
Returns: incoming block size setting
See Also: recei veBytes(short) s,

APDU 49



APDU javacard.framework
getlncomingL ength()

getlncomingL ength()
public short getlncomi ngLength()

Returns the incoming data length(L c). This method can be invoked whenever inbound data processing
methods can be invoked during case 1, 3 or 4 processing. It is most useful for an extended length enabled
applet to avoid parsing the variable length Lc format in the APDU header.

Returns: the incoming byte length indicated by the Lc field in the APDU header. Return O if no incoming
data (Case 1)

Throws:
APDUEXcept i ongg - with the following reason codes:

* APDUException. | LLEGAL_USE if set | ncom ngAndRecei ve() not caled or if
set Qut goi ng() or set Qut goi ngNoChai ni ng() previously invoked.

Since: 2.2.2
See Also: get O f set Cdat a() 5q

getNAD()
public byte get NAX)

Returns the Node Address byte (NAD) in T=1 protocol, and 0 in T=0 protocol. This may be used as
additional information to maintain multiple contexts.

Returns: NAD transport byte as defined in 1SO 7816-3

getOffsetCdata()
public short get O fsetCdata()

Returns the offset within the APDU buffer for incoming command data. This method can be invoked
whenever inbound data processing methods can be invoked during case 1, 3 or 4 processing. It is most
useful for an extended length enabled applet to avoid parsing the variable length Lc format in the APDU
header.

Returns: the offset within the APDU buffer for incoming command data from the previous call to
set | ncom ngAndRecei ve() method. Thevaluereturned iseither 5 (Lcis1 byte), or 7 (when Lc
is 3 bytes)

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUException. | LLEGAL_USE if set | ncom ngAndRecei ve() not caled or if
set Qut goi ng() orset Qut goi ngNoChai ni ng() previously invoked.

Since: 2.2.2
See Also: get | nconi ngLengt h() 59

getOutBlock Size()
public static short getQutBl ockSi ze()

Returns the configured outgoing block size. In T=1 protocol, this corresponds to IFSD (information field
size for interface device), the maximum size of outgoing data blocks to the CAD. In T=0 protocol, this
method returns 258 (accounts for 2 status bytes). IFSD is defined in |SO 7816-3.
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getProtocol ()

Thisinformation may be used prior to invoking theset Qut goi ngLengt h() method, to limit the length
of outgoing messages when BLOCK CHAINING is not allowed.

Note:

¢ Onset Qut goi ngLengt h() thel en param should account for this potential blocksize.
Returns: outgoing block size setting
See Also: set Qut goi ngLengt h(short) 57

getProtocol ()

public static byte getProtocol ()

Returns the |SO 7816 transport protocol type, T=1 or T=0 in the low nibble and the transport mediain the
upper nibblein use.

Returns: the protocol mediaand typein progress Valid nibble codes are listed in PROTOCOL_* constants
above. See PROTOCOL_T0 6.

isCommandChainingCLA()
publ i ¢ bool ean i sCommandChai ni ngCLA()

Returns whether the current APDU command isthe first or part of acommand chain. Bit b5 of the CLA byte
if set, indicates that the APDU isthefirst or part of achain of commands. See Runtime Environment
Specification for the Java Card Platform, section 4.3 for encoding details.

Returns; t rue if this APDU isnot the last APDU of acommand chain, f al se otherwise.
Since: 2.2.2

islSOInterindustryCLA()
publ i c bool ean isl SO nterindustryCLA()

Returns whether the current APDU command CLA byte corresponds to an interindustry command as
defined in SO 7816-4:2005 specification. Bit b8 of the CLA byteif 0, indicates that the APDUis an
interindustry command.

Returns: true if this APDU CLA byte corresponds to an interindustry command, f al se otherwise.
Since: 2.2.2

isSecureM essagingCL A()
public bool ean i sSecur eMessagi ngCLA()

Returnst r ue if the encoding of the current APDU command based on the CLA byte indicates secure
messaging. The secure messaging informationisin bits (b4,b3) for commands with origin channel numbers
0-3, and in bit b6 for origin channel numbers 4-19. See Runtime Environment Specification for the Java
Card Platform, section 4.3 for encoding details.

Returns: t r ue if the secure messaging bit(s) is(are) nonzero, f al se otherwise

Since: 2.2.2
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receiveBytes(short bOff)

public short receiveBytes(short bOff)
t hrows APDUExcepti on

Gets as many data bytes aswill fit without APDU buffer overflow, at the specified offset bOf f . Getsall the
remaining bytes if they fit.

Notes:
 The space in the buffer must allow for incoming block size.

e InT=1 protocal, if all the remaining bytes do not fit in the buffer, this method may return less bytes than
the maximum incoming block size (IFSC).

» InT=0 protocoal, if all the remaining bytes do not fit in the buffer, this method may return lessthan a full
buffer of bytes to optimize and reduce protocol overhead.

¢ InT=1 protocal, if this method throws an APDUExcept i on withT1_| FD_ABORT reason code, the
Java Card runtime environment will restart APDU command processing using the newly received
command. No more input data can be received. No output data can be transmitted. No error status
response can be returned.

« This method sets the state of the APDU object to STATE_PARTIAL_INCOMING if all incoming bytes
are not received.

 This method sets the state of the APDU object to STATE_FULL_INCOMING if all incoming bytes are
received.

Parameters:
bOF f - the offset into APDU buffer

Returns: number of bytes read. Returns O if no bytes are available

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUException. | LLEGAL_USEif set | nconi ngAndRecei ve() not called or if
set Qut goi ng() or set Qut goi ngNoChai ni ng() previously invoked.

* APDUExcept i on. BUFFER_BOUNDS if not enough buffer space for incoming block size.
* APDUExcepti on. | O_ERRORONI/O error.

» APDUExcepti on. T1_| FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: get | nBl ockSi ze() 49

sendBytes(short bOff, short len)

public void sendBytes(short bOff, short |en)
t hrows APDUExcepti on

Sends| en more bytes from APDU buffer at specified offset bOf f .

If the last part of the response is being sent by the invocation of this method, the APDU buffer must not be
atered. If the datais altered, incorrect output may be sent to the CAD. Requiring that the buffer not be
altered allows the implementation to reduce protocol overhead by transmitting the last part of the response
along with the status bytes.

Notes:
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sendBytesL ong(byte]] outData, short bOff, short len)

« If set Qut goi ngNoChai ni ng() wasinvoked, output block chaining must not be used.

« InT=0protocal, if set Qut goi ngNoChai ni ng() wasinvoked, Le bytes must be transmitted before
(1S0Or816. SW BYTES_REMAI NI NG_00+r emai ni ng byt es) response statusis returned.

¢ In T=0 protocal, if this method throws an APDUExcept i on with NO_TO_GETRESPONSE or
NO_TO _REIl SSUE reason code, the Java Card runtime environment will restart APDU command
processing using the newly received command. No more output data can be transmitted. No error status
response can be returned.

« InT=1 protocol, if this method throws an APDUExcept i on with T1_| FD_ABORT reason code, the
Java Card runtime environment will restart APDU command processing using the newly received
command. No more output data can be transmitted. No error status response can be returned.

 This method sets the state of the APDU object to STATE_PARTIAL_OUTGOING if all outgoing bytes
have not been sent.

¢ Thismethod sets the state of the APDU object to STATE_FULL_OUTGOING if all outgoing bytes have
been sent.

Parameters:
bOf f - the offset into APDU buffer

| en - the length of the datain bytesto send

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUExcepti on. | LLEGAL_USEif set Qut goi ngLengt h() not caled or
set Qut goi ngAndSend() previously invoked or response byte count exceeded or if
APDUEXcept i on. NO TO_ GETRESPONSE or APDUExcept i on. NO _TO_REI SSUE or
APDUException. T1_| FD_ABORT previously thrown.

» APDUExcept i on. BUFFER_BOUNDS if bOf f isnegative or | en isnegative or bOf f +I en
exceeds the buffer size.

* APDUExcepti on. | O_ERRORoON /O eror.

» APDUExcepti on. NO_TO_GETRESPONSE if T=0 protocol isin use and the CAD does not
respondto (1 SO7816. SW BYTES_REMAI NI NG_00+count ) response status with GET
RESPONSE command on the same origin logical channel number as that of the current APDU
command.

» APDUExcepti on. NO _TO_REI SSUE if T=0 protocol isin use and the CAD does not respond to
(1S0Or816. SW CORRECT LENGTH _00+count) response status by re-issuing same APDU
command on the same origin logical channel number as that of the current APDU command with the
corrected length.

» APDUExcepti on. T1_| FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: set Qut goi ng() 55, set Qut goi ngNoChai ni ng() 57

sendBytesL ong(byte[] outData, short bOff, short len)

public void sendBytesLong(byte[] outData, short bOFf, short |en)
t hrows APDUException, SecurityException

Sends| en more bytes from out Dat a byte array starting at specified offset bOf f .
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setincomingAndReceive()

If the last of the response is being sent by the invocation of this method, the APDU buffer must not be
atered. If the datais altered, incorrect output may be sent to the CAD. Requiring that the buffer not be
altered allows the implementation to reduce protocol overhead by transmitting the last part of the response
along with the status bytes.

The Java Card runtime environment may use the APDU buffer to send datato the CAD.

Notes:

If set Qut goi ngNoChai ni ng() wasinvoked, output block chaining must not be used.

In T=0 protocal, if set Qut goi ngNoChai ni ng() wasinvoked, Le bytes must be transmitted before
(1S0Or816. SW BYTES _REMAI NI NG _00+r emai ni ng byt es) response statusis returned.

In T=0 protocal, if this method throws an APDUEXxcept i on with NO_TO_GETRESPONSE or
NO_TO_ REI SSUE reason code, the Java Card runtime environment will restart APDU command
processing using the newly received command. No more output data can be transmitted. No error status
response can be returned.

In T=1 protocal, if this method throws an APDUExcept i on withT1 | FD_ABORT reason code, the
Java Card runtime environment will restart APDU command processing using the newly received
command. No more output data can be transmitted. No error status response can be returned.

This method sets the state of the APDU object to STATE_PARTIAL_OUTGOING if all outgoing bytes
have not been sent.

This method sets the state of the APDU object to STATE_FULL_OUTGOING if all outgoing bytes have
been sent.

Parameters:

out Dat a - the source data byte array
bCOf f - the offset into OutData array
| en - the byte length of the datato send

Throws:

SecurityExcepti on,g - if theout Dat a array is not accessible in the caller’s context
APDUEXcept i ongg - with the following reason codes:

» APDUExcepti on. | LLEGAL USEif set Qut goi ngLengt h() not caled or
set Qut goi ngAndSend() previously invoked or response byte count exceeded or if
APDUExcept i on. NO_TO_GETRESPONSE or APDUExcept i on. NO_TO_REI SSUE or
APDUEXcept i on. NO_TO_REI SSUE previously thrown.

* APDUExcepti on. | O ERRORoN /O error.

» APDUExcepti on. NO_TO_GETRESPONSE if T=0 protocol isin use and CAD does not respond
to (1 SO7816. SW BYTES REMAI NI NG _00+count ) response status with GET RESPONSE
command on the same origin logical channel number as that of the current APDU command.

» APDUException. T1 | FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: set Qut goi ng() 55, set Qut goi ngNoChai ni ng() 57

setlncomingAndReceive()

public short setlncom ngAndRecei ve()

t hrows APDUException
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setOutgoing()

Thisisthe primary receive method. Calling this method indicates that this APDU has incoming data. This
method gets as many bytes as will fit without buffer overflow in the APDU buffer following the header. It
gets al the incoming bytesif they fit.

This method should only be called on a case 3 or case 4 command, otherwise erroneous behavior may
result.

Notes:

In T=0 ( Case 3&4 ) protocol, the P3 paramis assumed to be Lc.
Data isread into the buffer at offset 5 for normal APDU semantics.
Dataisread into the buffer at offset 7 for an extended length APDU (Case 3E/4E).

In T=1 protocoal, if all the incoming bytes do not fit in the buffer, this method may return less bytes than
the maximum incoming block size (IFSC).

In T=0 protocol, if all the incoming bytes do not fit in the buffer, this method may return less than a full
buffer of bytes to optimize and reduce protocol overhead.

This method sets the transfer direction to beinbound and callsr ecei veByt es(5) for normal
semanticsor r ecei veByt es(7) for extended semantics.

This method may only be called oncein a Appl et . process() method.

This method sets the state of the APDU object to STATE_PARTIAL_INCOMING if all incoming bytes
are not received.

This method sets the state of the APDU aobject to STATE_FULL_INCOMING if all incoming bytes are
received.

Returns. number of data bytesread. The Le byte, if any, is not included in the count. Returns O if no bytes

are available.

Throws:

APDUEXcept i ongg - with the following reason codes:

» APDUException. | LLEGAL_USEif set | ncom ngAndRecei ve() aready invoked or if
set Qut goi ng() or set Qut goi ngNoChai ni ng() previously invoked.

* APDUExcepti on. | O ERRORoONI/O error.

» APDUException. T1 | FD _ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: get | ncomi ngLengt h() 59, get O f set Cdat a() 59

setOutgoing()
public short setQutgoing()

t hrows APDUException

This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le). This method should only be called on a case 2 or case 4 command, otherwise erroneous
behavior may resuilt.

Notes.

On a case 4 command, theset | ncom ngAndRecei ve() must beinvoked prior to calling this
method. Otherwise, erroneous behavior may result in T=0 protocol.

Any remaining incoming data will be discarded.
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setOutgoingAndSend(short bOff, short len)

* In T=0 (Case 49) protocol, this method will return 256 with normal semantics.

* In T=0 (Case 2E, 4S) protocol, this method will return 32767 when the currently selected appl et
implementsthej avacar dx. apdu. Ext endedLengt h interface.

¢ InT=1 (Case 2E, 4E) protocol, this method will return 32767 when the Lefield in the APDU command
is 0x0000 and the currently selected applet implementsthej avacar dx. apdu. Ext endedLengt h
interface.

 This method sets the state of the APDU object to STATE_OUTGO NG
Returns: Le, the expected length of response

Throws:
APDUEXcept i onsg - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if this method, or set Qut goi ngNoChai ni ng() method
aready invoked.

» APDUExcepti on. | O ERRORoONI/O error.

setOutgoingAndSend(short bOff, short len)

public void setQutgoi ngAndSend(short bOFf, short |en)
throws APDUExcepti on

Thisisthe " convenience” send method. It provides for the most efficient way to send a short response
which fitsin the buffer and needs the least protocol overhead. This method is a combination of

set Qut goi ng(), setQutgoi ngLength( |en ) followedby sendBytes ( bOFf, len ).
In addition, once this method isinvoked, sendByt es() and sendByt esLong() methods cannot be
invoked and the APDU buffer must not be altered.

Sends| en byte response from the APDU buffer starting at the specified offset bOf f .
Notes:
* No other APDU send methods can be invoked.
« The APDU buffer must not be altered. If the data is altered, incorrect output may be sent to the CAD.
» The actual data transmission may only take place on return from Appl et . pr ocess()
« This method sets the state of the APDU object to STATE_FULL_OUTGOING.

Parameters:
bOF f - the offset into APDU buffer

| en - the bytelength of the datato send

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if set Qut goi ng() or set Qut goi ngAndSend()
previously invoked.

* APDUExcepti on. | O_ERRORoON I/O error.

» APDUExcepti on. BAD_LENGTHIf | en isnegative or greater than 256 and the currently selected
applet does not implement thej avacar dx. apdu. Ext endedLengt h interface.
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setOutgoinglL ength(short len)

setOutgoingL ength(short len)

public void set Qut goi ngLengt h(short | en)
t hrows APDUExcepti on

Sets the actual length of response data. If alength of O is specified, no data will be output.
Note:

« In T=0 (Case 2&4) protocol, the length is used by the Java Card runtime environment to prompt the
CAD for GET RESPONSE commands.

 This method sets the state of the APDU object to STATE_ OUTGOING_LENGTH_KNOWWN.

Parameters:
| en - the length of response data

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if set Qut goi ng() or set Qut goi ngNoChai ni ng()
not called or if set Qut goi ngAndSend( ) already invoked, or this method already invoked.

* APDUExcepti on. BAD_LENGTHf any one of the following istrue:

* | en isnegative.

* | en isgreater than 256 and the currently selected applet does not implement the
j avacar dx. apdu. Ext endedLengt h interface.

» T=0 protocol isin use, non BLOCK CHAINED datatransfer isrequested and | en isgreater than
256.

» T=1 protocol isin use, non BLOCK CHAINED datatransfer is requested and | en isgreater than
(IFSD-2), where IFSD is the Outgoing Block Size. The -2 accounts for the status bytesin T=1.

» APDUExcepti on. NO TO_GETRESPONSE if T=0 protocol isin use and the CAD does not
respondto (1 SO7816. SW BYTES REMAI NI NG _00+count ) response status with GET
RESPONSE command on the same origin logical channel number as that of the current APDU
command.

» APDUExcepti on. NO_TO_REI SSUE if T=0 protocol isin use and the CAD does not respond to
(1S0Or816. SW CORRECT_LENGTH_00+count) response status by re-issuing same APDU
command on the same origin logical channel number as that of the current APDU command with the
corrected length.

» APDUExcepti on. | O ERRORoN /O error.
See Also: get Qut Bl ockSi ze() 59

setOutgoingNoChaining()
public short set Qutgoi ngNoChai ni ng()
t hrows APDUExcepti on

This method is used to set the data transfer direction to outbound without using BLOCK CHAINING (See
I SO 7816-3/4) and to obtain the expected length of response (L€). This method should be used in place of
theset Qut goi ng() method by applets which need to be compatible with legacy CAD/terminals which
do not support 1 SO 7816-3/4 defined block chaining. See Runtime Environment Specification for the Java
Card Platform, section 9.4 for details.

Notes.
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waitExtension()

» On acase 4 command, theset | nconi ngAndRecei ve() must beinvoked prior to calling this
method. Otherwise, erroneous behavior may result in T=0 protocol.

« Any remaining incoming data will be discarded.
¢ In T=0 (Case 49) protocol, this method will return 256 with normal semantics.

* In T=0 (Case 2E, 4S) protocol, this method will return 256 when the currently selected applet
implementsthej avacar dx. apdu. Ext endedLengt h interface.

* When this method is used, thewai t Ext ensi on() method cannot be used.
 In T=1 protocol, retransmission on error may be restricted.

 In T=0 protocol, the outbound transfer must be performed without using
(1S0Or816. SW BYTES _REMAI NI NG_00+count ) response status chaining.

¢ In T=1 protocol, the outbound transfer must not set the More(M) Bit in the PCB of the | block. See 1SO
7816-3.

 This method sets the state of the APDU object to STATE_OUTGO NG
Returns: Le, the expected length of response data

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if thismethod, or set Qut goi ng() method already invoked.
» APDUExcepti on. | O ERRORon /O error

waitExtension()

public static void waitExtension()
throws APDUExcepti on

Reguests additional processing time from CAD. The implementation should ensure that this method needs
to be invoked only under unusual conditions requiring excessive processing times.

Notes:
« In T=0 protocol, a NULL procedure byte is sent to reset the work waiting time (see 1SO 7816-3).

« In T=1 protocol, the implementation needs to request the same T=0 protocol work waiting time
guantum by sending a T=1 protocol request for wait time extension(see | SO 7816-3).

« |f the implementation uses an automatic timer mechanism instead, this method may do nothing.

Throws:
APDUEXcept i ongg - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if set Qut goi ngNoChai ni ng() previously invoked.
» APDUExcepti on. | O ERRORoON /O error.
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Declaration

javacard.framework

APDUEXception

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. f ranewor k. APDUExcepti on

Declaration
public class APDUExcepti on extends CardRunti neException,,

Description
APDUEXcept i on represents an APDU related exception.
The APDU class throws Java Card runtime environment-owned instances of APDUExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

See Also: APDU,3

Member Summary
Fields

static short BAD_LENGTHgq

static short BUFFER_BOUNDSgq

static short | LLEGAL_USEgq

static short | O _ERRORyg

static short NO _TO_GETRESPONSEg,

static short NO_TO_RElI SSUEg,

static short TI1_|FD ABORTg,
Constructors

APDUExcepti ongy(short reason)
Methods
static void throwtg,(short reason)
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Inherited Member Summary

Inherited Member Summary

Methods inherited from interface Car dRunt i meExcepti on,,
get Reason() 73, set Reason(short) ;3
Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

BAD_LENGTH
public static final short BAD_LENGTH

This reason codeis used by the APDU. set Qut goi ngLengt h() method to indicate

APDUEXxcept i on. BAD_LENGTHIf | en isnegative, or greater than 256 and the currently selected applet
does not implement thej avacar dx. apdu. Ext endedLengt h interface, or if non BLOCK CHAINED
datatransfer isrequested and | en isgreater than (IFSD-2), where IFSD is the Outgoing Block Size. The -2
accounts for the status bytesin T=1.

BUFFER_BOUNDS
public static final short BUFFER_BOUNDS

This reason codeis used by the APDU. sendByt es() method to indicate that the sum of buffer offset
parameter and the byte length parameter exceeds the APDU buffer size.

ILLEGAL_USE
public static final short |LLEGAL_USE

This APDUEXception reason code indicates that the method should not be invoked based on the current
state of the APDU.

IO0_ERROR
public static final short 10O ERROR
This reason code indicates that an unrecoverable error occurred in the I/O transmission layer.

NO_TO GETRESPONSE
public static final short NO TO_GETRESPONSE

Thisreason code indicates that during T=0 protocol, the CAD did not return a GET RESPONSE command
in response to a<61xx> response status to send additional data. The outgoing transfer has been aborted. No
more data or status can be sent to the CAD in this Appl et . pr ocess() method.

NO_TO REISSUE
public static final short NO_TO_RElI SSUE

This reason code indicates that during T=0 protocol, the CAD did not reissue the same APDU command
with the corrected length in response to a <6Cxx> response status to request command reissue with the
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T1 IFD_ABORT

specified length. The outgoing transfer has been aborted. No more data or status can be sent to the CAD in
thisAppl et . process() method.

T1 IFD_ABORT
public static final short T1_IFD_ABORT

This reason code indicates that during T=1 protocol, the CAD returned an ABORT S-Block command and
aborted the data transfer. The incoming or outgoing transfer has been aborted. No more data can be received
from the CAD. No more data or status can be sent to the CAD inthis Appl et . process() method.

Constructors

APDUEXxception(short reason)
publ i ¢ APDUException(short reason)

Constructs an APDUEXxception. To conserve on resources uset hr owl t () to use the Java Card runtime
environment-owned instance of this class.

Parameters:
r eason - thereason for the exception.

M ethods

throwlt(short reason)

public static void throwt(short reason)

Throws the Java Card runtime environment-owned instance of APDUExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - thereason for the exception

Throws:
APDUEXcept i ongg - always
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Declaration

javacard.framework

Applet

bj ect 55
I

+--javacard. f ramewor k. Appl et

Declaration
public abstract class Applet

Description

This abstract class defines an Java Card technology-based applet.

The Appl et class must be extended by any applet that isintended to be loaded onto, installed into and
executed on a Java Card technol ogy-compliant smart card.

A compliant Java Card platform may optionally support the 1SO7816-4 defined extended length APDU
protocol. The applet subclass must implement thej avacar dx. apdu. Ext endedLengt h interfaceto
access this extended length APDU protocol capability of thej avacar d. f r amewor k. APDU object.

Example usage of Appl et
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Member Summary

public class M/Appl et extends javacard. framework. Appl et {
static byte someByteArray[];

public static void install( byte[] bArray, short bOrfset, byte bLength ) throws | SOExc
eption {

/1 make all mny allocations here, so | do not run

/1 out of nernory later

MyAppl et t heAppl et = new MyAppl et ();

/'l check incom ng paraneter data

byte iLen = bArray[bOffset]; // aid length

bOffset = (short) (bOffset+iLen+l);

byte cLen = bArray[bOfifset]; // info length

bOrfset = (short) (bOfset+cLen+l);

byte alLen = bArray[bOfifset]; // applet data |length

/1 read first applet data byte

byte bLen = bArray[(short)(bOfset+1)];

if ( bLen'=0 ) { soneByteArray = new byte[bLen]; theApplet.register(); return; }
el se | SCException.throw t (I SO07816. SW FUNC_NOT_SUPPORTED) ;
}

publ i c bool ean sel ect (){
/] selection initialization
soneByteArray[17] = 42; // set selection state
return true;

}

public void process(APDU apdu) throws | SOExcepti on{
byte[] buffer = apdu.getBuffer();
/1 .. process the incomng data and reply
if ( buffer[1SO7816. OFFSET_CLA] == (byte)0 ) {
switch ( buffer[1SOr816. OFFSET_INS] ) {
case | SO | NS_SELECT:

/1 send response data to sel ect command

short Le = apdu. set Qut goi ng();

/1 assume data containing response bytes in replyData[] array.
if ( Le <..) ISCException.throwt( |SO7816. SWWRONG LENGTH) ;
apdu. set Qut goi ngLengt h( (short)repl yData.length );

apdu. sendByt esLong(repl yData, (short) 0O, (short)replyData.length);
br eak;

See Also: Syst enExcepti onqgz, JCSyst eng,

Member Summary

Constructors
protected Appletg()
M ethods
voi d desel ect gq()
Shar eabl e;5, get Shar eabl el nt erfaceQbj ect g5( Al D3g client Al D, byte parameter)
static void installgs(byte[] bArray, short bOffset, byte bLength)
abstract void processgg( APDUy3 apdu)
protected void registergg()
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Inherited Member Summary

Member Summary

protected void registergy(byte[] bArray, short bOifset, byte bLength)
bool ean sel ect g7()
prot ected bool ean sel ecti ngAppl et gg()

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5

Constructors

Applet()
protected Applet()

Only thisclass'si nst al | () method should create the applet object.

M ethods

deselect()

public void desel ect()

Called by the Java Card runtime environment to inform that this currently selected applet is being
deselected on thislogical channel and no applet from the same package is still active on any other logical
channel. After deselection, thislogical channel will be closed or another applet (or the same applet) will be
selected on thislogical channel. It is called when a SELECT APDU command or aMANAGE CHANNEL
CLOSE APDU command is received by the Java Card runtime environment. This method is invoked prior
to another applet’s or this very applet’'ssel ect () method being invoked.

A subclass of Appl et should override this method if it has any cleanup or bookkeeping work to be
performed before another applet is selected.

The default implementation of this method provided by Appl et class does nothing.
Notes:
« Thejavacard.framewor k. Multi Selectable.desel ect() method is not called if this method is invoked.

« Unchecked exceptions thrown by this method are caught by the Java Card runtime environment but the
applet is deselected.

Transient objectsof JCSyst em CLEAR_ON_DESELECT clear event type are cleared to their default
value by the Java Card runtime environment after this method.

This method is NOT called on reset or power |oss.
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getShareabl el nterfaceObject(Al Dsg clientAlD, byte parameter)

getShar eablel nterfaceObj ect(Al Dsq clientAlD, byte parameter)
publ i c Shareabl e;5, get Shareabl el nterfaceCbj ect (Al D39 clientAlD, byte paraneter)

Called by the Java Card runtime environment to obtain a shareable interface object from this server applet,
on behaf of arequest from aclient applet. This method executesin the applet context of t hi s applet
instance. The client applet initiated this request by calling the

JCSyst em get Appl et Shar eabl el nt erf aceObj ect () method. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.4 for details.

Note:

* Thecl i ent Al D parameter isa Java Card runtime environment-owned Al D instance. Java Card
runtime environment-owned instances of AlD are permanent Java Card runtime environment Entry
Point Objects and can be accessed from any appl et context. References to these permanent objects can
be stored and re-used.

Parameters:
cl i ent Al D- the Al D object of the client applet

par anet er - optional parameter byte. The parameter byte may be used by the client to specify which
shareable interface object is being requested.

Returns: the shareable interface object or nul |
See Also: JCSyst em get Appl et Shar eabl el nterfaceObj ect (Al D, byte)g,

install(byte]] bArray, short bOffset, byte bL ength)

public static void install (byte[] bArray, short bOfset, byte blLength)
throws | SOExcepti on

To create an instance of the Appl et subclass, the Java Card runtime environment will call this static
method first.

The applet should perform any necessary initializations and must call one of ther egi st er () methods.
Only one Applet instance can be successfully registered from within thisinstall. Theinstallation is
considered successful when the call tor egi st er () completes without an exception. Theinstallation is
deemed unsuccessful if thei nst al | method does not call ar egi st er () method, or if an exceptionis
thrown from withinthei nst al I method prior tothe call toar egi st er () method, or if every call to
ther egi st er () method resultsin an exception. If theinstallation is unsuccessful, the Java Card runtime
environment must perform all the necessary clean up when it receives control. Successful installation
makes the applet instance capable of being selected viaa SELECT APDU command.

Installation parameters are supplied in the byte array parameter and must be in aformat using length-value
(LV) pairs as defined below:

bArray[bOFfset] = length(Li) of instance AID, bArray[bOifset+1..bOfset+Li] = instance
Al D bytes,

bArray[ bOfF f set +Li +1] = | engt h(Lc) of control info, bArray[bOfset +Li +2. . bOf f set +Li +Lc+1]

= control info,

bArray[ bOf f set +Li +Lc+2] = |l ength(La) of applet data, bArray[bOfset+Li +Lc+3.. bOf f set +Li
+Lc+La+2] = applet data

In the above format, any of the lengths:  Li, Lc or Lamay be zero. The control informationis
implementation dependent.

ThebAr r ay object isaglobal array. If the applet desires to preserve any of this data, it should copy the
datainto its own object.

bAr r ay iszeroed by the Java Card runtime environment after the return from thei nst al | () method.
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process(APDU,3 apdu)

Referencesto the bAr r ay object cannot be stored in class variables or instance variables or array
components. See Runtime Environment Specification for the Java Card Platform, section 6.2.2 for details.

The implementation of this method provided by Appl et classthrowsan | SOExcept i on with reason
code=1S07816. SW FUNC_NOT_SUPPCRTED.

Note:

» Exceptions thrown by this method after successful installation are caught by the Java Card runtime
environment and processed by the Installer.

Parameters:
bAr r ay - the array containing installation parameters

bCOf f set - the starting offset in bArray
bLengt h - thelength in bytes of the parameter datain bArray The maximum value of bLength is 127.

Throws:
| SOEXcept i onyg - if theinstall method failed

process(APDU, 5 apdu)
public abstract void process(APDUy3 apdu)

t hrows | SOExcepti on

Called by the Java Card runtime environment to process an incoming APDU command. An appletis
expected to perform the action requested and return response data if any to the terminal.

Upon normal return from this method the Java Card runtime environment sends the | SO 7816-4 defined
success status (90 00) in APDU response. If this method throwsan | SOExcept i on the JavaCard runtime
environment sends the associated reason code as the response status instead.

The Java Card runtime environment zeroes out the APDU buffer before receiving anew APDU command
from the CAD. The five header bytes (or optionally the 7 extended header bytes) of the APDU command
are availablein APDU buffer at the time this method is called.

The APDU object parameter is atemporary Java Card runtime environment Entry Point Object. A
temporary Java Card runtime environment Entry Point Object can be accessed from any applet context.
References to these temporary objects cannot be stored in class variables or instance variables or array
components.

Notes:

« APDU buffer[5..] should not be written prior to invoking the APDU. set | ncom ngAndRecei ve()
method if incoming data is expected. Altering the APDU buffer[5..] could corrupt incoming data.

Parameters:
apdu - theincoming APDU object

Throws:
| SOEXcept i on,g - with the response bytes per 1SO 7816-4

See Also: pr43

register()
protected final void register()
throws SystenException
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register(byte[] bArray, short bOffset, byte bLength)

Thismethod is used by the applet to register t hi s applet instance with the Java Card runtime environment
and to assign the Java Card platform name of the applet asits instance AID bytes. One of the

regi st er () methods must be called from withini nstal | () to be registered with the Java Card
runtime environment. See Runtime Environment Specification for the Java Card Platform, section 3.1 for
details.

Note:

» The phrase“ Java Card platform name of the applet” isa referencetothe Al D[ Al D _| engt h] item
intheappl et s[] itemof theappl et _conponent , as documented in Section 6.5 Applet
Component in the Virtual Machine Specification for the Java Card Platform.

Throws:
Syst enExcept i onqq3 - with the following reason codes:

» SystenException. | LLEGAL_AIl Dif the Appl et subclassAlID bytesarein useor if the applet
instance has previously successfully registered with the Java Card runtime environment via one of
ther egi st er () methods or if aJava Card runtime environment initiated i nst al | () method
execution is not in progress.

register (byte[] bArray, short bOffset, byte bL ength)

protected final void register(byte[] bArray, short bOffset, byte bLength)
throws SystenException

Thismethod is used by the applet to register t hi s applet instance with the Java Card runtime environment
and assign the specified AID bytes asitsinstance AID bytes. One of ther egi st er () methods must be
called fromwithini nstal | () to be registered with the Java Card runtime environment. See Runtime
Environment Specification for the Java Card Platform, section 3.1 for details.

Note:

« The implementation may require that the instance AID bytes specified are the same as that supplied in
theinstall parameter data. An ILLEGAL_AID exception may be thrown otherwise.

Parameters:
bAr r ay - the byte array containing the AID bytes

bOf f set - thestart of AID bytesin bArray
bLengt h - the length of the AID bytesin bArray

Throws:
Syst enExcept i onqg3 - with the following reason code:

» Syst enException. | LLEGAL_VALUE if thebLengt h parameter islessthan 5 or greater than
16.

» Syst enExcepti on. | LLEGAL_Al Dif the specified instance AID bytesarein use or if the applet
instance has previously successfully registered with the Java Card runtime environment via one of
ther egi st er () methods or if aJava Card runtime environment-initiated i nst al | () method
execution is not in progress.

SeeAlso: install (byte[], short, byte)gs

select()

publ i ¢ bool ean sel ect ()
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selectingApplet()

Called by the Java Card runtime environment to inform this applet that it has been selected when no applet
from the same package is active on any other logical channel.

Itiscalled when a SELECT APDU command or MANAGE CHANNEL OPEN APDU command is
received and before the applet is selected. SELECT APDU commands use instance AlD bytes for applet
selection. See Runtime Environment Specification for the Java Card Platform, section 4.5 for details.

A subclass of Appl et should override this method if it should perform any initialization that may be
required to process APDU commands that may follow. This method returns a boolean to indicate that it is
ready to accept incoming APDU commands viaits pr ocess() method. If this method returns false, it
indicatesto the Java Card runtime environment that this Applet declines to be selected.

Note:

» The javacard.framework.Multi Selectable.select() method is not called if this method is invoked.
The implementation of this method provided by Appl et classreturnst r ue.
Returns: tr ue toindicate success, f al se otherwise

selectingApplet()

protected final bool ean sel ecti ngAppl et ()

This method is used by the applet pr ocess() method to distinguish the SELECT APDU command
which selected t hi s applet, from all other SELECT APDU commands which may relate to file or internal
applet state selection.

Returns: trueift hi s appletisbeing selected
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Declaration

javacard.framework

AppletEvent

Declaration
public interface AppletEvent

Description

The Appl et Event interface provides a callback interface for the Java Card runtime environment to inform
the applet about life cycle events. An applet instance - subclass of Appl et - should implement thisinterface if
it needs to be informed about supported life cycle events.

See Runtime Environment Specification for the Java Card Platform for details.

Member Summary
Methods

void uninstall gg()

M ethods

uninstall()

public void uninstall ()

Called by the Java Card runtime environment to inform this applet instance that the Applet Deletion
Manager has been requested to delete it. This method is invoked by the Applet Deletion Manager before
any dependency checks are performed. The Applet Deletion Manager will perform dependency checks
upon return from this method. If the dependency check rules disallow it, the applet instance will not be
deleted.

See Runtime Environment Specification for the Java Card Platform, section 11.3.4 for details.

This method executesin the context of the applet instance and as the currently selected applet. This method
should make changes to state in a consistent manner using the transaction API to ensure atomicity and
proper behavior in the event of atear or reset.

A subclass of Appl et should, within this method, perform any cleanup required for deletion such as
release resources, backup data, or notify other dependent applets.

Note:
 Exceptions thrown by this method are caught by the Java Card runtime environment and ignored.
« The Java Card runtime environment will not rollback state automatically if applet deletion fails.

 Thismethod may be called by the Java Card runtime environment multiple times, once for each attempt
to delete this applet instance.
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Declaration

javacard.framework

CardException

bj ect 55

+- - Thr owabl ez

+- - Exceptiongg

+--javacard. f ranewor k. Car dExcepti on

Direct Known Subclasses. User Except i onqgg

Declaration
public class CardException extends Exception;g

Description

The Car dExcept i on classdefinesafieldr eason and two accessor methods get Reason() and

set Reason() . Ther eason field encapsulates an exception cause identifier in the Java Card platform. All
Java Card platform checked Exception classes should extend Car dExcept i on. Thisclass aso provides a
resource-saving mechanism (t hr owl t () method) for using a Java Card runtime environment-owned instance
of this class.

Even if atransaction isin progress, the update of the interna r eason field shall not participate in the
transaction. The value of the interna r eason field of Java Card runtime environment-owned instance is reset
to O on atear or reset.

Member Summary

Constructors
Car dExcepti on;q(short reason)

Methods
short get Reason;q()
void setReasonyi(short reason)
static void throw t,q(short reason)

Inherited Member Summary

M ethodsinherited from class Qbj ect 55

equal s(Obj ect) »5
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CardException(short reason)

Constructors

CardException(short reason)
publi ¢ CardException(short reason)

Construct a CardException instance with the specified reason. To conserve on resources, use the
t hrowl t () method to use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

getReason()

public short getReason()
Get reason code

Returns: the reason for the exception

setReason(short reason)
public void set Reason(short reason)
Set reason code

Parameters:
r eason - thereason for the exception

throwlt(short reason)
public static void throwt(short reason)
throws CardException

Throw the Java Card runtime environment-owned instance of Car dExcept i on class with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
Car dExcepti on;q - dways
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Declaration

javacard.framework

CardRuntimeException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

+--javacard. f ramewor k. Car dRunt i mreExcepti on

Direct Known Subclasses. APDUExcept i onsg, Bi o0Except i on,s3, Crypt oExcept i ongss,
Ext er nal Excepti ony7g, | SOEXCept i onsg, Pl NExcept i onqgg, Ser vi ceExcepti onqus,
Syst emExcepti onqgs, TLVEXCepti ongz7, Transact i onExcepti onqgg,

Uti | Exceptiongsg

Declaration
public class CardRuntimeException extends RuntimeException,;

Description

The Car dRunt i neExcept i on classdefinesafieldr eason and two accessor methods get Reason()
and set Reason() . Ther eason field encapsulates an exception cause identifier in the Java Card platform.
All Java Card platform unchecked Exception classes should extend Car dRunt i neExcept i on. Thisclass
also provides aresource-saving mechanism (t hr owl t () method) for using a Java Card runtime environment-
owned instance of this class.

Even if atransaction isin progress, the update of the internal r eason field shall not participate in the
transaction. The value of the internal r eason field of Java Card runtime environment-owned instance is reset
to 0 on atear or reset.

Member Summary

Constructors
Car dRunt i neExcept i on;3(short reason)

M ethods
short get Reason,3()
voi d set Reason,z(short reason)
static void throwt,z(short reason)

Inherited Member Summary

Methodsinherited from class bj ect 55
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CardRuntimeException(short reason)

Inherited Member Summary

equal s(Obj ect) »5

Constructors

CardRuntimeException(short reason)
public CardRunti neException(short reason)

Constructs a CardRuntimeException instance with the specified reason. To conserve on resources, use the
t hrowl t () method to employ the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - thereason for the exception

M ethods

getReason()
public short getReason()
Gets the reason code
Returns: the reason for the exception

setReason(short reason)
public void set Reason(short reason)

Sets the reason code. Even if atransaction isin progress, the update of theinterna r eason field shall not
participate in the transaction.

Parameters:
r eason - the reason for the exception

throwlt(short reason)

public static void throwt(short reason)
throws CardRunti meException

Throws the Java Card runtime environment-owned instance of the Car dRunt i meExcept i on classwith
the specified reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - thereason for the exception

Throws:
Car dRunt i neExcepti on,, - dways
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Declaration

javacard.framework

1SO /7816

Declaration
public interface | SO7816

Description
| SO7816 encapsulates constants related to SO 7816-3 and I SO 7816-4. | SO7816 interface contains only
static fields.

The static fields with SW._ prefixes define constants for the SO 7816-4 defined response status word. The fields
which usethe _00 suffix reguire the low order byte to be customized appropriately e.g
(1SO7816.SW_CORRECT_LENGTH_Q00 + (0x0025 & OxFF)).

The static fields with OFFSET __ prefixes define constants to be used to index into the APDU buffer byte array to
access | SO 7816-4 defined header information.

Member Summary

Fields
static byte CLA |S0r816+5
static byte | NS_EXTERNAL_AUTHENTI CATE;5
static byte |INS SELECT,5
static byte OFFSET_CDATA;5
static byte OFFSET_CLA;5
static byte OFFSET_EXT_CDATA;5
static byte OFFSET_I NS5
static byte OFFSET_LC;5
static byte OFFSET_Pl,g
static byte OFFSET_P2.,4

static short SWAPPLET_SELECT_FAI LED;g
static short SWBYTES REMAI NI NG 0074

static short SWCLA NOT_SUPPORTED;q

static short SW COMVAND CHAI NI NG _NOT_SUPPORTED;¢
static short SW COWAND NOT_ALLOWED;q

static short SW CONDI TI ONS_NOT_SATI SFI ED;g
static short SW CORRECT_LENGTH 004

static short SWDATA | NVALI Dyg

static short SWFILE FULL,,

static short SWFILE | NVALI Dy

static short SWFILE _NOT_FOUND;;

static short SW FUNC_NOT_SUPPORTED;-,

static short SW.INCORRECT_P1P2,;

static short SW.INS_NOT_SUPPORTED;;

static short SWLAST_COWAND EXPECTED,,

static short SWLOG CAL_CHANNEL_NOT_SUPPORTED;-,
static short SWNO ERROR;;

static short SW RECORD_NOT_FOUND;;

static short SW SECURE _MESSAG NG NOT_SUPPORTED;g
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CLA_1S07816

Member Summary

static short SW SECURI TY_STATUS NOT_SATI SFI ED;g
static short SW UNKNOWN,g

static short SWWARNI NG STATE_UNCHANGED;g
static short SWWRONG DATA7g

static short SWWRONG LENGTH;g

static short SWWRONG P1P2,4

Fields

CLA _1S0O7816
public static final byte CLA | SO7816

APDU command CLA : 1SO 7816 = 0x00

INS EXTERNAL_AUTHENTICATE
public static final byte |INS_EXTERNAL_AUTHENTI CATE

APDU command INS: EXTERNAL AUTHENTICATE = 0x82

INS SELECT
public static final byte INS_SELECT

APDU command INS: SELECT =0xA4

OFFSET_CDATA
public static final byte OFFSET_CDATA

APDU command dataoffset;: CDATA =5

OFFSET_CLA
public static final byte OFFSET_CLA

APDU header offset: CLA =0

OFFSET_EXT_CDATA
public static final byte OFFSET_EXT_CDATA

APDU command data offset with extended length input data: EXT_CDATA =7

OFFSET_INS
public static final byte OFFSET_I NS
APDU header offset: INS=1

OFFSET_LC
public static final byte OFFSET_LC

APDU header offset: LC=4
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OFFSET_P1

OFFSET_P1
public static final byte OFFSET_P1
APDU header offset: P1=2

OFFSET_P2
public static final byte OFFSET_P2
APDU header offset: P2=3

SW_APPLET _SELECT_FAILED
public static final short SWAPPLET_SELECT FAI LED

Response status:  Applet selection failed = 0x6999;

SW_BYTES REMAINING_00
public static final short SWBYTES_REMAI Nl NG 00

Response status:  Response bytes remaining = 0x6100

SW_CLA_NOT_SUPPORTED
public static final short SWCLA NOT_SUPPORTED

Response status: CLA value not supported = 0x6EQ0

SW_COMMAND_CHAINING_NOT_SUPPORTED
public static final short SW COMMAND CHAI NIl NG_NOT_SUPPORTED

Response status:  Command chaining not supported = 0x6884

SW_COMMAND_NOT_ALLOWED
public static final short SW COWAND NOT_ALLOWED
Response status:  Command not allowed (no current EF) = 0x6986

SW_CONDITIONS NOT_SATISFIED
public static final short SW CONDI TI ONS_NOT_SATI SFI ED

Response status:  Conditions of use not satisfied = 0x6985

SW_CORRECT_LENGTH_00
public static final short SW CORRECT_LENGTH 00

Response status:  Correct Expected Length (Le) = 0x6C00

SW_DATA INVALID
public static final short SWDATA | NVALID

Response status: Datainvalid = 0x6984
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SW_FILE_FULL
public static final short SWFILE FULL

Response status:  Not enough memory space in the file = 0x6A84

SW_FILE_INVALID
public static final short SWFILE | NVALID

Response status:  Fileinvalid = 0x6983

SW_FILE_NOT_FOUND
public static final short SWFILE NOT_FOUND

Response status:  File not found = Ox6A 82

SW_FUNC_NOT_SUPPORTED
public static final short SW FUNC _NOT_SUPPORTED

Response status:  Function not supported = Ox6A81

SW_INCORRECT_P1P2
public static final short SW.I|NCORRECT P1P2

Response status:  Incorrect parameters (P1,P2) = 0x6A86

SW_INS NOT_SUPPORTED
public static final short SWINS_NOT_SUPPORTED

Response status:  INS value not supported = 0x6D00

SW_LAST COMMAND_EXPECTED
public static final short SWLAST_COWMVAND EXPECTED

Response status:  Last command in chain expected = 0x6883

SW_LOGICAL_CHANNEL_NOT_SUPPORTED
public static final short SWLOG CAL_CHANNEL NOT_SUPPORTED

1SO7816

SW_FILE_FULL

Response status:  Card does not support the operation on the specified logical channel = 0x6881

SW_NO_ERROR
public static final short SWNO ERROR

Response status:  No Error = (short)0x9000

SW_RECORD_NOT_FOUND
public static final short SW RECORD NOT_FOUND

Response status:  Record not found = Ox6A83
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SW_SECURE_MESSAGING_NOT_SUPPORTED

SW_SECURE_MESSAGING_NOT_SUPPORTED
public static final short SW SECURE_MESSAG NG_NOT_SUPPORTED

Response status:  Card does not support secure messaging = 0x6882

SW_SECURITY_STATUS NOT_SATISFIED
public static final short SW SECURI TY_STATUS NOT_SATI SFI ED

Response status:  Security condition not satisfied = 0x6982

SW_UNKNOWN
public static final short SW UNKNOAN

Response status:  No precise diagnosis = 0x6F00

SW_WARNING_STATE_UNCHANGED
public static final short SWWARN NG _STATE_UNCHANGED

Response status:  Warning, card state unchanged = 0x6200

SW_WRONG_DATA
public static final short SWWRONG DATA

Response status:  Wrong data = 0x6A 80

SW_WRONG_LENGTH
public static final short SWWRONG LENGTH

Response status:  Wrong length = 0x6700

SW_WRONG_P1P2
public static final short SWWRONG P1P2
Response status:  Incorrect parameters (P1,P2) = 0x6B00
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Declaration

javacard.framework

| SOEXception

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. f ramewor k. | SOExcepti on

Declaration
public class | SOException extends CardRunti neException,,

Description
| SOEXcept i on class encapsulates an | SO 7816-4 response status word asitsr eason code.

The APDU class throws Java Card runtime environment-owned instances of | SOExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

Member Summary

Constructors
| SCExcepti ongg(short sw)

M ethods

static void throwtgg(short sw)

Inherited Member Summary

Methodsinherited from interface Car dRunt i meExcepti ony,
get Reason() 73, set Reason(short) ;3
Methods inherited from class Cbj ect ,5

equal s(Obj ect) »5
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| SOException(short sw)

Constructors

| SOException(short sw)
public | SOException(short sw)

Constructs an | SOException instance with the specified status word. To conserve on resources use
throw t () toemploy the Java Card runtime environment-owned instance of this class.

Parameters:
sw- the |SO 7816-4 defined status word

M ethods

throwlt(short sw)
public static void throwt(short sw)

Throws the Java Card runtime environment-owned instance of the | SOException class with the specified
status word.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
sw- SO 7816-4 defined status word

Throws:
| SOEXcept i on,g - always
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Declaration

javacard.framework

JCSystem

bj ect 55
I

+--javacard. franewor k. JCSyst em

Declaration
public final class JCSystem

Description

The JCSyst emclass includes a collection of methods to control applet execution, resource management,
atomic transaction management, object deletion mechanism and inter-applet object sharing in the Java Card
environment. All methodsin JCSy st emclass are static methods.

This class aso includes methods to control the persistence and transience of objects. The term persistent means
that objects and their values persist from one CAD session to the next, indefinitely. Persistent object values are
updated atomically using transactions.

ThenmakeTr ansi ent. .. Array() methods can be used to create transient arrays. Transient array datais
lost (in an undefined state, but the real datais unavailable) immediately upon power loss, and is reset to the
default value at the occurrence of certain events such as card reset or deselect. Updates to the values of transient
arrays are not atomic and are not affected by transactions.

The Java Card runtime environment maintains an atomic transaction commit buffer which isinitialized on card
reset (or power on). When atransaction isin progress, the Java Card runtime environment journals all updatesto
persistent data space into this buffer so that it can always guarantee, at commit time, that everything in the buffer
iswritten or nothing at all iswritten. The JCSy st emincludes methods to control an atomic transaction. See
Runtime Environment Specification for the Java Card Platform for details.

See Also: Syst enExcepti onqgs, Transacti onExcepti onggg, Appl et g,

Member Summary
Fields

static byte CLEAR ON DESELECTg,

static byte CLEAR ON RESETg,

static byte MEMORY_TYPE_PERSI STENTg3

static byte MEMORY_TYPE_TRANSI ENT_DESELECTg3
static byte MEMORY_TYPE_TRANSI ENT_RESETg3
static byte NOT_A TRANS| ENT_OBJECTg;

M ethods
static void abortTransactiongs()
static void beginTransactiongs()
static void conmmitTransacti ongs()
static Al Dyg getAl Dgy()
static Shareabl e;g, get Appl et Shar eabl el nt er f aceCbj ect g4( Al D3g server Al D, byte
par amet er)
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javacard.framework

Inherited Member Summary

Member Summary

static byte
static short
static short
static Al Dz
static byte
static short
static short
static bool ean
static bool ean
static byte
static Al Dzyg
static bool ean[]
static byte[]
static Qoject y5[]
static short[]
static void

get Assi gnedChannel gs()

get Avai | abl eMenor ygs( byt e nmenoryType)
get MaxConmi t Capaci t ygg()

get Previ ousCont ext Al Dgg()

get Transact i onDept hgg()

get UnusedConmi t Capaci tygg()

get Ver si ong7()

i SAppl et Acti vegz( Al D3g t heAppl et)
i sQoj ect Del eti onSupportedg;()

i sTransi ent g;( Qbj ect ,5 t heCbj)

| ookupAl Dg7(byte[] buffer, short
makeTr ansi ent Bool eanArraygg(short |ength, byte event)
makeTr ansi ent Byt eArraygg(short |ength, byte event)
makeTr ansi ent Cbj ect Arraygg(short |ength, byte event)
makeTr ansi ent Short Arraygg(short I ength, byte event)
request Obj ect Del et i ongg()

of fset, byte Iength)

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5

Fields

CLEAR_ON_DESELECT

public static final

byte CLEAR ON DESELECT

This event code indicates that the contents of the transient object are cleared to the default value on applet
deselection event or in CLEAR_ON_RESET cases.

Notes:

« CLEAR_ON_DESELECT transient objects can be accessed only when the applet which created the
object isin the same context as the currently selected applet.

» The Java Card runtime environment will throw a Securi t yExcepti onifa
CLEAR_ON_DESELECT transient object is accessed when the currently selected applet is not in the
same context as the applet which created the object.

CLEAR_ON_RESET

public static final byte CLEAR_ON RESET

This event code indicates that the contents of the transient object are cleared to the default value on card
reset (or power on) event.
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MEMORY_TYPE_PERSISTENT

MEMORY_TYPE_PERSISTENT
public static final byte MEMORY_TYPE_PERSI STENT
Constant to indicate persistent memory type.

MEMORY_TYPE_TRANSIENT_DESELECT
public static final byte MEMORY_TYPE_TRANSI ENT_DESELECT
Constant to indicate transient memory of CLEAR_ON_DESEL ECT type.

MEMORY_TYPE _TRANSIENT_RESET
public static final byte MEMORY_TYPE_TRANSI ENT_RESET

Constant to indicate transient memory of CLEAR_ON_RESET type.

NOT_A_TRANSIENT_OBJECT
public static final byte NOT_A TRANSI ENT_OBJECT
This event code indicates that the object is not transient.

M ethods

abortTransaction()

public static void abortTransaction()
throws Transacti onException

Aborts the atomic transaction. The contents of the commit buffer is discarded.
Note:

 This method may do nothing if the Applet.register() method has not yet been invoked. In case of tear or
failure prior to successful registration, the Java Card runtime environment will roll back all atomically
updated persistent state.

Do not call this method from within a transaction which creates new objects because the Java Card
runtime environment may not recover the heap space used by the new object instances.

« Do not call this method from within a transaction which creates new objects because the Java Card
runtime environment may, to ensure the security of the card and to avoid heap space loss, lock up the
card session to force tear/reset processing.

¢ The Java Card runtime environment ensures that any variable of reference type which references an
object instantiated from within this aborted transaction is equivalent to anul | reference.

Throws:
Transact i onExcept i onqgg - With the following reason codes:

* Transacti onExcepti on. NOT_I N_PROGRESS if atransaction is not in progress.
See Also: begi nTransacti on() g3, conmi t Transacti on() g4

beginTransaction()

public static void begi nTransacti on()
throws Transacti onExcepti on
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commitTransaction()

Begins an atomic transaction. If atransaction is already in progress (transaction nesting depth level '=0), a
TransactionException is thrown.

Note:

 This method may do nothing if the Applet.register() method has not yet been invoked. In case of tear or
failure prior to successful registration, the Java Card runtime environment will roll back all atomically
updated persistent state.

Throws:
Transact i onExcept i onqgg - With the following reason codes:

* Transacti onExcepti on. | N_PROGRESS if atransaction is already in progress.
See Also: conmi t Transact i on() g4, abort Transacti on() g3

commitTransaction()

public static void comtTransaction()
throws Transacti onExcepti on

Commits an atomic transaction. The contents of commit buffer is atomically committed. If atransaction is
not in progress (transaction nesting depth level == 0) then a TransactionException is thrown.

Note:

* This method may do nothing if the Applet.register () method has not yet been invoked. In case of tear or
failure prior to successful registration, the Java Card runtime environment will roll back all atomically
updated persistent state.

Throws:
Transact i onExcept i onqgg - With the following reason codes:

» Transacti onExcepti on. NOT_I N_PROGRESS if atransaction is not in progress.
See Also: begi nTransacti on() g3, abort Transacti on() g3

getAlD()
public static Al Dyg getAl D)

Returns the Java Card runtime environment-owned instance of the Al D object associated with the current
applet context, or nul | if the Appl et . regi st er () method has not yet been invoked.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment
Entry Point Objects and can be accessed from any applet context. References to these permanent objects
can be stored and re-used.

See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.
Returns: the Al D object

getAppletShareablel nterfaceObject(Al Dsg server AlD, byte parameter)

public static Shareabl ejg, get Appl et Shar eabl el nt er f aceCbj ect (Al D3g serverAlD, byte
par anet er)

Called by aclient applet to get a server applet’s shareable interface object.
This method returns nul | if:
* the Appl et . regi st er () hasnot yet been invoked
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getAssignedChannel ()

« the server applet does not exist
« the server applet returns nul |
* the server applet throws an uncaught exception

Parameters:
server Al D-the AID of the server applet

par anet er - optional parameter data
Returns: the shareable interface object or nul |

Throws:
Securit yExcepti on,g - if the server applet is not multiselectable and is currently active on
another logical channel

See Also: Appl et . get Shar eabl el nt er f aceCbj ect (Al D, byte)gs

getAssignedChannel()
public static byte getAssignedChannel ()

This method is called to obtain the logical channel number assigned to the currently selected applet
instance. The assigned logical channel isthelogical channel on which the currently selected appl et instance
isor will be the active applet instance. Thislogical channel number is always equal to the origin logical
channel number returned by the APDU.getCL AChannel () method except during selection and deselection
viathe MANAGE CHANNEL APDU command. If this method is called from the Appl et . sel ect (),
Appl et . desel ect (), Mul ti Sel ect abl e. sel ect (bool ean) and

Mul ti Sel ect abl e. desel ect ( bool ean) methods during MANAGE CHANNEL APDU
command processing, the logical channel number returned may be different.

Returns: thelogical channel number in the range 0-19 assigned to the currently selected appl et instance

getAvailableM emory(byte memoryType)

public static short getAvail abl eMenory(byte nenoryType)
throws SystenException

Obtains the amount of memory of the specified type that is available to the applet. Note that
implementati on-dependent memory overhead structures may also use the same memory pool.

Notes:

« The number of bytes returned is only an upper bound on the amount of memory available dueto
overhead requirements.

* Allocation of CLEAR_ON_RESET transient objects may affect the amount of CLEAR_ON_DESELECT
transient memory available.

* Allocation of CLEAR_ON_DESELECT transient objects may affect the amount of CLEAR ON_RESET
transient memory available.

* |If the number of available bytesis greater than 32767, then this method returns 32767.

» The returned count is not an indicator of the size of object which may be created since memory
fragmentation is possible.

Parameters:
menor yType - the type of memory being queried. One of the MVEMORY_TYPE_* constants defined
above. See MEMORY_TYPE_PERSI STENTg3.
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getMaxCommitCapacity()

Returns: the upper bound on available bytes of memory for the specified type

Throws:
Syst enExcept i onqq3 - with the following reason codes:

» Syst enException. | LLEGAL_VALUE if menor y Type isnot avalid memory type.

getM axCommitCapacity()
public static short getMaxConmit Capacity()

Returns the total number of bytesin the commit buffer. Thisis approximately the maximum number of
bytes of persistent data which can be modified during a transaction. However, the transaction subsystem
requires additional bytes of overhead data to be included in the commit buffer, and this depends on the
number of fields modified and the implementation of the transaction subsystem. The application cannot
determine the actual maximum amount of data which can be modified during a transaction without taking
these overhead bytes into consideration.

Note:

« |f the total number of bytesin the commit buffer is greater than 32767, then this method returns 32767.
Returns: thetotal number of bytesin the commit buffer
See Also: get UnusedConmi t Capaci ty() gg

getPreviousContextAl D()
public static Al Dyg getPrevi ousContext Al D()

Obtains the Java Card runtime environment-owned instance of the Al D object associated with the
previously active applet context. This method is typically used by a server applet, while executing a
shareable interface method to determine the identity of its client and thereby control access privileges.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment
Entry Point Objects and can be accessed from any applet context. References to these permanent objects
can be stored and re-used.

See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Returns: the Al D object of the previous context, or nul | if Java Card runtime environment

getTransactionDepth()
public static byte getTransacti onDepth()

Returns the current transaction nesting depth level. At present, only 1 transaction can bein progress at a
time.

Returns: 1if transaction in progress, O if not

getUnusedCommitCapacity()
public static short getUnusedConm t Capacity()
Returns the number of bytes |eft in the commit buffer.
Note:
« |If the number of bytes left in the commit buffer is greater than 32767, then this method returns 32767.
Returns: the number of bytes left in the commit buffer
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getVersion()

See Also: get MaxConmi t Capaci ty() gg

getVersion()
public static short getVersion()
Returns the current major and minor version of the Java Card API.

Returns: version number as byte.byte (major.minor)

isAppletActive(Al Dyg theApplet)
public static bool ean isAppletActive(Al D39 theApplet)
This method is used to determine if the specified applet is active on the card.
Note:
¢ This method returns false if the specified applet is not active, even if its context is active.

Parameters:
t heAppl et -the AID of the applet object being queried

Returns: true if and only if the applet specified by the AID parameter is currently active on this or
another logical channel

See Also: | ookupAl D( byte[] buffer, short offset, byte length )g;

isObjectDeletionSupported()

public static bool ean i sCbjectDel eti onSupported()

This method is used to determine if the implementation for the Java Card platform supports the object
deletion mechanism.

Returns: t r ue if the object deletion mechanism is supported, f al se otherwise

isTransient(Cbj ect ,5 theObj)
public static byte isTransient(Cbject,s theCbj)
Checks if the specified object istransient.
Note:

This method returns NOT_A TRANSI ENT_OBJECT if the specified object is null or isnot an array
type.

Parameters:
t heQbj - the object being queried

Returns: NOT_A TRANSI ENT_OBJECT, CLEAR_ON_RESET, or CLEAR_ON_DESELECT

See Also: makeTr ansi ent Bool eanArray(short, byte)gsg,
makeTr ansi ent Byt eArray(short, byte)gg, makeTransi ent Short Array(short,
byt e) g9, MakeTr ansi ent Obj ect Array(short, byte)gg,
javacardx. framework. util.intx.JC nt.makeTransi entlnt Array(short,
byt e) 353

lookupAlD(byte[] buffer, short offset, byte length)
public static Al Dyg | ookupAl D(byte[] buffer, short offset, byte |ength)
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Returns the Java Card runtime environment-owned instance of the Al D object, if any, encapsulating the
specified AID bytesin the buf f er parameter if there exists a successfully installed applet on the card
whose instance AlD exactly matches that of the specified AID bytes.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment
Entry Point Objects and can be accessed from any applet context. References to these permanent objects
can be stored and re-used.

See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
buf f er - bytearray containing the AID bytes

of f set - offset within buffer where AID bytes begin
| engt h - length of AID bytesin buffer

Returns: the Al Dobject, if any; nul | otherwise. A VM exception isthrown if buf f er isnul I , or if
of f set orl engt h areout of range.

makeTransientBooleanArray(short length, byte event)

public static bool ean[] nakeTransi ent Bool eanArray(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenmException

Creates atransient boolean array with the specified array length.

Parameters:
| engt h - thelength of the boolean array

event -the CLEAR ON. .. event which causesthe array elementsto be cleared
Returns: the new transient boolean array

Throws:
Negati veArraySi zeExcepti on,, - if thel engt h parameter is negative

Syst enExcept i onqq3 - with the following reason codes:
» SystenException. | LLEGAL_VALUE if event isnot avalid event code.
» Syst enExcepti on. NO_TRANSI ENT_SPACE if sufficient transient space is not available.

» SystenException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR_ON_DESELECT is specified.

makeTransientByteArray(short length, byte event)

public static byte[] makeTransi entByteArray(short |ength, byte event)
throws NegativeArraySi zeException, SystenException

Creates atransient byte array with the specified array length.

Parameters:
| engt h - the length of the byte array

event -the CLEAR _ON. .. event which causesthe array elementsto be cleared
Returns: the new transient byte array

Throws:
Negat i veArraySi zeExcepti on,, - if thel engt h parameter is negative

Syst enExcept i onqq3 - with the following reason codes:
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» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» Syst enException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR _ON_DESELECT is specified.

makeTransientObjectArray(short length, byte event)

public static Objectys[] makeTransi ent Obj ect Array(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Createsatransient array of Cbj ect with the specified array length.

Parameters:
| engt h - thelength of the Obj ect array

event -the CLEAR ON. .. event which causesthe array elementsto be cleared
Returns: the new transient Object array

Throws:
Negati veArraySi zeExcepti on,, - if thel engt h parameter is negative

Syst enExcept i onqq3 - with the following reason codes:
» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» SysteneException. | LLEGAL TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR_ON_DESELECT is specified.

makeTransientShortArray(short length, byte event)

public static short[] makeTransi ent Short Array(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Creates atransient short array with the specified array length.

Parameters:
| engt h - the length of the short array

event -the CLEAR ON. .. event which causesthe array elementsto be cleared
Returns: the new transient short array

Throws:
Negati veArraySi zeExcepti on,, - if thel engt h parameter is negative

Syst enExcept i onqq3 - with the following reason codes:
» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» SystenException. | LLEGAL _TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR_ON_DESELECT is specified.

requestObjectDeletion()

public static void request ObjectDel etion()
t hrows SystenException
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This method isinvoked by the applet to trigger the object deletion service of the Java Card runtime
environment. If the Java Card runtime environment implements the object deletion mechanism, the request
ismerely logged at thistime. The Java Card runtime environment must schedule the object deletion service

prior to the next invocation of the Appl et . process() method. The object deletion mechanism must
ensure that :

« Any unreferenced persistent object owned by the current applet context is deleted and the associated
space is recovered for reuse prior to the next invocation of the Appl et . pr ocess() method.

« Any unreferenced CLEAR_ON_DESELECT or CLEAR_ON_RESET transient object owned by the

current applet context is deleted and the associated space is recovered for reuse before the next card
reset session.

Throws:
Syst emExcept i onqq3 - with the following reason codes:

» SystenExcepti on. | LLEGAL_USE if the object deletion mechanism is not implemented.
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Declaration

javacard.framework

Multi Sel ectable

Declaration
public interface Milti Sel ectabl e

Description

TheMul ti Sel ect abl e interface identifies the implementing Applet subclass as being capable of concurrent
selections. A multiselectable applet isasubclass of j avacar d. f r amewor k. Appl et which directly or
indirectly implements this interface. All of the applets within an applet package must be multiselectable. If they
are not, then none of the appl ets can be multiselectable.

An instance of a multiselectable applet can be selected on onelogical channel while the same applet instance or
another applet instance from within the same package is active on another logical channel.

The methods of thisinterface are invoked by the Java Card runtime environment only when:
« the same applet instance is till active on another logical channel, or

« another applet instance from the same package is till active on another logical channel.

See Runtime Environment Specification for the Java Card Platform for details.

Member Summary

M ethods
voi d desel ect g;(bool ean applnstStillActive)
bool ean sel ect g,( bool ean appl nst Al readyActi ve)

M ethods

deselect(boolean appl nstStill Active)
public voi d desel ect (bool ean applnstStill Active)

Called by the Java Card runtime environment to inform that this currently selected applet instance is being
deselected on thislogical channel while the same applet instance or another applet instance from the same
package is still active on another logical channel. After deselection, thislogical channel will be closed or
another applet instance (or the same applet instance) will be selected on thislogical channel. It iscalled
when a SELECT APDU command or a MANAGE CHANNEL (close) command is received by the Java
Card runtime environment. This method is called prior to invoking either another applet instance’s or this
applet instance’'ssel ect () method.

A subclass of Appl et should, within this method, perform any cleanup or bookkeeping work before
another applet instance is selected or the logical channel is closed.

Notes:
» Thejavacard.framework.Applet.deselect() method is not called if this method is invoked.
 Unchecked exceptions thrown by this method are caught and ignored by the Java Card runtime
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environment but the appl et instance is desel ected.

» The Java Card runtime environment does NOT clear any transient objects of
JCSyst em CLEAR ON DESELECT clear event type owned by this applet instance since at |east one
applet instance from the same package is still active.

» Thismethod is NOT called on reset or power |oss.

Parameters:
applnstStill Acti ve - booleanflagist r ue when the same applet instance is still active on
another logical channel and f al se otherwise

select(boolean appl nstAlreadyActive)

publi ¢ bool ean sel ect (bool ean appl nst Al readyActi ve)

Called by the Java Card runtime environment to inform that this appl et instance has been selected while the
same appl et instance or another appl et instance from the same package is active on another logical channel.

Itiscalled either when the MANAGE CHANNEL APDU (open) command or the SELECT APDU
command is received and before the applet instance is selected. SELECT APDU commands use instance
AID bytes for applet selection. See Runtime Environment Specification for the Java Card Platform, section
4.5 for details.

A subclass of Appl et should, within this method, perform any initialization that may be required to
process APDU commands that may follow. This method returns a boolean to indicate that it is ready to
accept incoming APDU commands viaitspr ocess() method. If this method returnsfalse, it indicatesto
the Java Card runtime environment that this applet instance declines to be selected.

Note:
» Thejavacard.framework.Applet.select() method is not called if this method is invoked.

Parameters:
appl nst Al r eadyAct i ve - boolean flag ist r ue when the same applet instance is already active
on another logical channel and f al se otherwise

Returns: t r ue if the applet instance accepts selection, f al se otherwise
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Declaration

javacard.framework

OwnerPIN

bj ect 55
I

+--javacard. f ramewor k. Omer Pl N

All Implemented Interfaces. Pl Ny,

Declaration
public class OamerPI N inplements Pl Ny,

Description
This class represents an Owner PIN, implements Personal | dentification Number functionality as defined in the
Pl Ninterface, and provides the ability to update the PIN and thus owner functionality.

The implementation of this class must protect against attacks based on program flow prediction. In addition,
even if atransaction isin progress, update of internal state, such as the try counter, the validated flag, and the
blocking state, shall not participate in the transaction during PIN presentation.

If an implementation of this class creates transient arrays, it must ensure that they are CLEAR_ON_RESET
transient objects.

The protected methods get Val i dat edFl ag and set Val i dat edFl ag allow asubclass of this classto
optimize the storage for the validated boolean state.

Some methods of instances of this class are only suitable for sharing when there exists a trust relationship
among the applets. A typical shared usage would use a proxy PIN interface which extends both the PI N
interface and the Shar eabl e interface and re-declares the methods of the PIN interface.

Any of the methods of the Oaner PI N may be called with atransaction in progress. None of the methods of
Owner Pl Nclassinitiate or ater the state of the transaction if oneisin progress.

See Also: PI NExcept i onqgq, Pl Ng7, Shar eabl ey, JCSyst enmgy

Member Summary

Constructors
Omner Pl Ngs(byte tryLinmit, byte naxPl NSize)
M ethods
bool ean checkgy(byte[] pin, short offset, byte |ength)
byte getTriesRenai ni nggs()
protected bool ean get Vali dat edFl aggs()
bool ean i sVal i datedgs()
void resetgs()
voi d reset AndUnbl ockgs()
protected void setValidatedFl agge(bool ean val ue)
voi d updategg(byte[] pin, short offset, byte |ength)
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from class bj ect 55

equal s(Obj ect) 55

Constructors

Owner PIN(byte tryLimit, byte maxPI NSize)

public OmerPI N(byte tryLimt, byte maxPI NSize)
throws Pl NException

Constructor. Allocates anew Pl Ninstance with validated flag setto f al se.

Parameters:
tryLi m t - the maximum number of times an incorrect PIN can be presented. t r yLi mi t must be
>=]1

maxPl NSi ze - the maximum allowed PIN size. maxPl NSi ze must be >=1

Throws:
PI NExcept i onqqq - with the following reason codes:

* PI NException. | LLEGAL VALUEIftryLi m t parameterislessthan 1.
* PI NException. | LLEGAL VALUE if maxPl NSi ze parameter islessthan 1.

M ethods

check (byte[] pin, short offset, byte length)

publi c bool ean check(byte[] pin, short offset, byte |ength)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Pointer Excepti on

Compares pi n against the PIN value. If they match and the Pl Nis not blocked, it sets the validated flag
and resets the try counter to its maximum. If it does not match, it decrements the try counter and, if the
counter has reached zero, blocks the PI N. Even if atransaction isin progress, update of internal state - the
try counter, the validated flag, and the blocking state, shall not participate in the transaction.

Note:

* If Nul | Poi nt er Excepti on or Arrayl ndexQut Of BoundsExcept i on isthrown, the
validated flag must be set to false, the try counter must be decremented and, the PIN blocked if the
counter reaches zero.

o Ifof f set or | engt h parameter isnegativean Ar r ayl ndexQOut OF BoundsExcept i on
exception is thrown.

 If of f set +l engt h isgreater than pi n. | engt h, the length of the pi n array, an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

 If pi n parameter isnul | aNul | Poi nt er Except i on exception isthrown.
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getTriesRemaining()

Specified By: checkgg ininterface Pl Ng7

Parameters:
pi n - the byte array containing the PIN value being checked

of f set - the starting offset in the pi n array
| engt h - thelength of pi n
Returns: true if the PIN value matches; f al se otherwise

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if the check operation would cause access of data
outside array bounds.

Nul | Poi nt er Excepti onys -if pi nisnul |

getTriesRemaining()
public byte getTriesRenai ni ng()
Returns the number of times remaining that an incorrect PIN can be presented before the Pl Nis blocked.
Specified By: get Tri esRenmai ni nggg ininterface Pl Ny

Returns: the number of times remaining

getValidatedFlag()
protected bool ean get Val i dat edFl ag()

This protected method returns the validated flag. This method isintended for subclass of thisOaner Pl Nto
access or override the internal PIN state of the Oaner Pl N.

Returns: the boolean state of the PIN validated flag

isValidated()
public bool ean isValidated()
Returnst r ue if avalid PIN has been presented since the last card reset or last call tor eset () .
Specified By: i sVal i dat edgg ininterface Pl Ny7

Returns: true if validated; f al se otherwise

reset()

public void reset()

If the validated flag is set, this method resets the validated flag and resets the Pl N try counter to the value of
the PI Ntry limit. Even if atransaction isin progress, update of internal state - the try counter, the validated
flag, and the blocking state, shall not participate in the transaction. If the validated flag is not set, this
method does nothing.

Specified By: r eset gg ininterface Pl Ng7

resetAndUnblock()
public void reset AndUnbl ock()

This method resets the validated flag and resets the Pl N try counter to the value of the Pl Ntry limit. Even
if atransaction isin progress, update of internal state - the try counter, the validated flag, and the blocking
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setValidatedFlag(boolean value)

state, shall not participate in the transaction. This method is used by the owner to re-enable the blocked
Pl N.

setValidatedFlag(boolean value)
protected void setValidatedFl ag(bool ean val ue)

This protected method sets the value of the validated flag. This method isintended for subclass of this
Ownner PI Nto control or override theinternal PIN state of the Oawner Pl N.

Parameters:
val ue - the new value for the validated flag

update(byte[] pin, short offset, byte length)

public void update(byte[] pin, short offset, byte |ength)
throws Pl NException

This method sets a new value for the PIN and resets the Pl Ntry counter to the value of the Pl Ntry limit. It

also resets the validated flag.

This method copies the input pin parameter into an internal representation. If atransaction isin progress,
the new pin and try counter update must be conditional i.e the copy operation must use the transaction
facility.

Parameters:
pi n - the byte array containing the new PIN value

of f set - the starting offset in the pin array
| engt h - the length of the new PIN

Throws:
Pl NExcept i onygq - with the following reason codes:

* PI NException. | LLEGAL_VALUE if length is greater than configured maximum PIN size.
See Also: JCSyst em begi nTransacti on() g3

96 JavaCard APl Specificationv2.2.2 « March 2006



javacard.framework PIN
Declaration

javacard.framework

PIN

All Known Implementing Classes: Oaner Pl Ng3

Declaration
public interface PIN

Description
This interface represents a PIN. An implementation must maintain these internal values:

* PIN value.

Try limit - the maximum number of times an incorrect PIN can be presented before the PIN is blocked.
When the PIN is blocked, it cannot be validated even on valid PIN presentation.

¢ Max PIN size - the maximum length of PIN allowed.

« Try counter - the remaining number of times an incorrect PIN presentation is permitted before the PI N
becomes blocked.

Validated flag - true if avalid PIN has been presented. Thisflag is reset on every card reset.

This interface does not make any assumptions about where the data for the PIN value comparison is stored.

An owner implementation of this interface must provide away to initialize/update the PIN value. The owner
implementation of the interface must protect against attacks based on program flow prediction. In addition, even
if atransaction isin progress, update of internal state such asthetry counter, the validated flag, and the blocking
state, shall not participate in the transaction during PIN presentation.

A typical card global PIN usage will combine an instance of Oamer Pl N class and aaProxy PIN interface
which extends both the Pl N and the Shar eabl e interfaces and re-declares the methods of the PIN interface.
The Oaner PI Ninstance would be manipulated only by the owner who has update privilege. All others would
access the global PIN functionality viathe proxy PIN interface.

See Also: Oaner Pl Ngg, Shar eabl e,

Member Summary

M ethods
bool ean checkgg(byte[] pin, short offset, byte |ength)
byte getTriesRenai ni nggg()
bool ean isVal i dat edgg()
voi d resetgg()
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check(byte[] pin, short offset, byte length)

M ethods

check(byte[] pin, short offset, byte length)

publi ¢ bool ean check(byte[] pin, short offset, byte |ength)
throws Arrayl ndexQut Of BoundsException, Nul | Poi nter Excepti on

Compares pi n against the PIN value. If they match and the Pl Nis not blocked, it sets the validated flag
and resets the try counter to its maximum. If it does not match, it decrements the try counter and, if the
counter has reached zero, blocks the PI N. Even if atransaction isin progress, update of internal state - the
try counter, the validated flag, and the blocking state, shall not participate in the transaction.

Note:

e If Nul | Poi nt er Excepti onor Arrayl ndexCQut Of BoundsExcept i on isthrown, the
validated flag must be set to false, the try counter must be decremented and, the PIN blocked if the
counter reaches zero.

« Ifof f set or | engt h parameter isnegativean Ar r ayl ndexQOut Of BoundsExcept i on
exception is thrown.

 Ifof f set +| engt h isgreater than pi n. | engt h, the length of the pi n array, an
Arrayl ndexQut O BoundsExcept i on exception isthrown.

o If pi n parameter isnul | aNul | Poi nt er Except i on exception is thrown.

Parameters:
pi n - the byte array containing the PIN value being checked

of f set - the starting offset in the pi n array
| engt h - thelength of pi n
Returns. true if the PIN value matches; f al se otherwise

Throws:
Arrayl ndexQut Of BoundsExcept i onqg - if the check operation would cause access of data
outside array bounds.

Nul | Poi nt er Excepti onys -if pi nisnul |

getTriesRemaining()
public byte getTri esRenai ning()
Returns the number of times remaining that an incorrect PIN can be presented before the Pl Nis blocked.

Returns: the number of times remaining

isvalidated()

publ i c bool ean isValidated()
Returnst r ue if avalid PIN value has been presented since the last card reset or last call tor eset () .

Returns: t rue if validated; f al se otherwise

reset()

public void reset()
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reset()

If the validated flag is set, this method resets the validated flag and resets the Pl N try counter to the value of
the PI Ntry limit. If the validated flag is not set, this method does nothing.
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Declaration

javacard.framework

PINEXception

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. f ramewor k. Pl NExcepti on

Declaration
public class PlINException extends CardRunti neException,,

Description
Pl NExcept i on represents a Oaner Pl N class access-related exception.
The Omner PI N class throws Java Card runtime environment-owned instances of Pl NExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

See Also: Oaner Pl Ngg

Member Summary
Fields
static short |LLEGAL_VALUEq,
Constructors
Pl NExcepti onqg(short reason)
M ethods
static void throwt,p;(short reason)

Inherited Member Summary

Methodsinherited from interface Car dRunt i meExcepti on,
get Reason() 73, set Reason(short) +3

Methods inherited from class Cbj ect ,5
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ILLEGAL_VALUE

Inherited Member Summary

equal s(Obj ect) »5

Fields

ILLEGAL_VALUE
public static final short |LLEGAL_VALUE

This reason code is used to indicate that one or more input parametersis out of alowed bounds.

Constructors

PINEXxception(short reason)
publi c Pl NException(short reason)

Constructs a PINException. To conserve on resourcesuset hr owl t () to employ the Java Card runtime
environment-owned instance of this class.

Parameters:
r eason - thereason for the exception

M ethods

throwlt(short reason)
public static void throwt(short reason)
Throws the Java Card runtime environment-owned instance of Pl NExcept i on with the specified reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
Pl NExcept i onqqq - always
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Declaration

javacard.framework

Shareable

All Known Subinterfaces: Shar edBi oTenpl at e543

Declaration
public interface Shareable

Description

The Shareable interface servesto identify all shared objects. Any object that needs to be shared through the
applet firewall must directly or indirectly implement thisinterface. Only those methods specified in a shareable
interface are avail able through the firewall. Implementation classes can implement any number of shareable
interfaces and can extend other shareable implementation classes.
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Declaration

javacard.framework

SystemException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. f ranmewor k. Syst enExcepti on

Declaration
public class SystenkException extends CardRuntineException,,

Description
Syst emExcept i on represents aJCSy st emclass related exception. It is also thrown by the
j avacard. f ramewor k. Appl et . r egi st er () methods and by the Al D class constructor.

These API classes throw Java Card runtime environment-owned instances of Syst enExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

See Also: JCSyst enyq, Appl et g2, Al Dag

Member Summary
Fields

static short |LLEGAL_AI Djg4

static short |LLEGAL_TRANSI ENT g4

static short | LLEGAL_USE g,

static short |LLEGAL_VALUE,g,

static short NO RESOURCE; g,

static short NO_TRANSI ENT_SPACE;y,
Constructors

Syst emExcepti onygs(short reason)
M ethods
static void throwtgs(short reason)
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Inherited Member Summary

Inherited Member Summary

Methods inherited from interface Car dRunt i meExcepti on,,
get Reason() 73, set Reason(short) ;3
Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

ILLEGAL_AID
public static final short |ILLEGAL_AID

Thisreason codeis used by thej avacar d. f r amewor k. Appl et . r egi st er () method to indicate
that the input AID parameter isnot alegal AID value.

ILLEGAL _TRANSIENT
public static final short |LLEGAL_TRANSI ENT

Thisreason codeis used to indicate that the request to create atransient object is not alowed in the current
applet context. See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

ILLEGAL_USE
public static final short |LLEGAL_USE

This reason code is used to indicate that the requested function is not allowed. For example,
JCSyst em r equest Obj ect Del eti on() method throws this exception if the object deletion
mechanism is not implemented.

ILLEGAL_VALUE
public static final short |LLEGAL_VALUE

This reason code is used to indicate that one or more input parametersis out of alowed bounds.

NO_RESOURCE
public static final short NO _RESOURCE
This reason codeis used to indicate that there is insufficient resource in the Card for the request.

For example, the Java Card Virtual Machine may t hr ow this exception reason when there is insufficient
heap space to create a new instance.

NO_TRANSIENT_SPACE
public static final short NO TRANSI ENT_SPACE

Thisreason codeis used by themakeTr ansi ent . . () methods to indicate that no room isavailablein
volatile memory for the requested object.
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SystemException(short reason)

Constructors

SystemException(short reason)

publi c SystenException(short reason)

Constructs a SystemException. To conserve on resources uset hr owl t () to use the Java Card runtime
environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short reason)

public static void throwt(short reason)
throws SystenException

Throws the Java Card runtime environment-owned instance of Syst emExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - thereason for the exception

Throws:
Syst enExcepti onqgs - always
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Declaration

javacard.framework

TransactionException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. framewor k. Transact i onExcepti on

Declaration
public class Transacti onException extends CardRunti meExceptiony,

Description
Transact i onExcept i on represents an exception in the transaction subsystem. The methods referred toin
thisclassarein the JCSy st emclass.

The JCSyst emclass and the transaction facility throw Java Card runtime environment-owned instances of
Transact i onExcepti on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

See Also: JCSyst enyy

Member Summary
Fields

static short BUFFER _FULL g7

static short | N _PROGRESS;q7

static short | NTERNAL_FAI LURE;q7

static short NOT_I N PROGRESS; g7
Constructors

Transact i onExceptionygz(short reason)
M ethods
static void throwtg7(short reason)
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Inherited Member Summary

Inherited Member Summary

Methods inherited from interface Car dRunt i meExcepti on,,
get Reason() 73, set Reason(short) ;3

Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

BUFFER_FULL
public static final short BUFFER_FULL

This reason codeis used during a transaction to indicate that the commit buffer is full.

IN_ PROGRESS
public static final short |I N _PROGRESS

Thisreason code is used by thebegi nTr ansact i on method to indicate atransaction isalready in
progress.

INTERNAL_FAILURE
public static final short | NTERNAL_FAI LURE

This reason code is used during a transaction to indicate an internal Java Card runtime environment
problem (fatal error).

NOT_IN_PROGRESS
public static final short NOT_I N PROGRESS

Thisreason codeis used by theabor t Transacti on and comri t Tr ansact i on methodswhen a
transaction is not in progress.

Constructors

TransactionException(short reason)
public Transacti onException(short reason)

Constructs a TransactionException with the specified reason. To conserve on resourcesuset hr owl t () to
use the Java Card runtime environment-owned instance of this class.

M ethods

throwlt(short reason)

public static void throwt(short reason)
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throwlt(short reason)

Throws the Java Card runtime environment-owned instance of Tr ansact i onExcept i on with the
specified reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Throws:
Transact i onExcepti onqgg - aways
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Declaration

javacard.framework

UserException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Car dExcept i onsg
I

+--javacard. f ramewor k. User Excepti on

Declaration
public class UserException extends CardExceptionsg

Description
User Except i on represents a User exception. This class aso provides a resource-saving mechanism (the
t hrow t () method) for user exceptions by using a Java Card runtime environment-owned instance.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

Member Summary

Constructors
User Excepti ongqg()
User Excepti onqig(short reason)

M ethods

static void throwtqg(short reason)

Inherited Member Summary

Methodsinherited from interface Car dExcept i on;g
get Reason() 71, setReason(short) ;¢
Methodsinherited from class bj ect 55

equal s(Obj ect) 55
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UserException()

Constructors

User Exception()
public User Exception()

ConstructsaUser Except i on with reason = 0. To conserve on resources uset hr owm t () to usethe
Java Card runtime environment-owned instance of this class.

User Exception(short reason)

public User Exception(short reason)

Constructsa User Except i on with the specified reason. To conserve on resourcesuset hrowi t () to
use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - thereason for the exception

M ethods

throwlt(short reason)

public static void throwt(short reason)
throws User Exception

Throws the Java Card runtime environment-owned instance of User Except i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
User Excepti onggg - lways
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Declaration

javacard.framework

Util

bj ect 55
I

+--javacard. framewor k. Uti |

Declaration
public class Uil

Description
TheUti | class contains common utility functions. Some of the methods may be implemented as native
functions for performance reasons. All methodsin Ut i | , class are static methods.

Some methods of Ut i | , namely ar r ayCopy() , ar rayCopyNonAt oni c(),

arrayFi | | NonAt om c() andset Short (), refer to the persistence of array objects. The term persistent
means that arrays and their values persist from one CAD session to the next, indefinitely. The JCSy st emclass
is used to control the persistence and transience of objects.

See Also: JCSyst enyy

Member Summary

Methods

static byte arrayConpareqio(byte[] src, short srcOf, byte[] dest, short
dest O f, short |ength)

static short arrayCopyjio(byte[] src, short srcOf, byte[] dest, short
dest O f, short |ength)

static short arrayCopyNonAtom cqi3(byte[] src, short srcOff, byte[] dest,
short destOff, short |ength)

static short arrayFill NonAtomni cqii4(byte[] bArray, short bOFf, short bLen,
byt e bVal ue)

static short getShortq;5(byte[] bArray, short bCOff)

static short makeShort;5(byte bl, byte b2)

static short setShortq;5(byte[] bArray, short bOf, short sVal ue)

Inherited Member Summary

M ethods inherited from class bj ect 55

equal s(Obj ect) »5
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arrayCompare(byte[] src, short srcOff, byte[] dest, short destOff, short length)

M ethods

arrayCompar e(byte[] src, short srcOff, byte[] dest, short destOff, short length)

public static final byte arrayConpare(byte[] src, short srcOf, byte[] dest, short
dest O f, short Iength)
throws Arrayl ndexQut Of BoundsException, Nul | Poi nter Excepti on

Compares an array from the specified source array, beginning at the specified position, with the specified
position of the destination array from left to right. Returns the ternary result of the comparison: less
than(-1), equal(0) or greater than(1).

Note:

e IfsrcOf ordest O f orl engt h parameter is negative an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

e IfsrcO f +l engt hisgreater than sr c. | engt h, the length of thesr c array a
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

o Ifdest OF f +] engt h isgreater than dest . | engt h, thelength of thedest array an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

Parameters:
ST C - source byte array

srcOF f - offset within source byte array to start compare
dest - destination byte array
dest O f - offset within destination byte array to start compare
| engt h - byte length to be compared
Returns: the result of the comparison as follows:
e Oif identical
- 1 if the first miscomparing byte in source array is less than that in destination array
« 1 if thefirst miscomparing byte in source array is greater that that in destination array

Throws:
Arrayl ndexQut Of BoundsExcept i onq3 - if comparing all bytes would cause access of data
outside array bounds

Nul | Poi nt er Excepti on,s - if either src or dest isnul |

arrayCopy(byte]] src, short srcOff, byte]] dest, short destOff, short length)

public static final short arrayCopy(byte[] src, short srcOf, byte[] dest, short destOff,
short | ength)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nter Excepti on, Transacti onException

Copiesan array from the specified source array, beginning at the specified position, to the specified position
of the destination array.

Note:
e IfsrcOf ordest O f or| engt h parameter is negative an
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arrayCopyNonAtomic(byte[] src, short srcOff, byte[] dest, short destOff, short length)

Arrayl ndexQut Of BoundsExcept i on exception is thrown.

e IfsrcO f +l engt hisgreater thansr c. | engt h, thelength of thesr c array a
Arrayl ndexQut O BoundsExcept i on exception isthrown and no copy is performed.

e Ifdest O f +| engt h isgreater than dest . | engt h, the length of thedest array an
Arrayl ndexQut O BoundsExcept i on exception isthrown and no copy is performed.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

« |f the src and dest arguments refer to the same array object, then the copying is performed asif the
components at positionssr cOf f through sr cOf f + engt h- 1 were first copied to a temporary
array with | engt h components and then the contents of the temporary array were copied into
positionsdest O f through dest O f +| engt h- 1 of the argument array.

« |f the destination array is persistent, the entire copy is performed atomically.

» The copy operation is subject to atomic commit capacity limitations. If the commit capacity is
exceeded, no copy isperformed and a Tr ansact i onExcept i on exception is thrown.

Parameters:
ST C - source byte array

srcOf f - offset within source byte array to start copy from
dest - destination byte array
dest OF f - offset within destination byte array to start copy into
| engt h - byte length to be copied

Returns. dest O f +l engt h

Throws:

Arrayl ndexCQut Of BoundsExcept i onq3 - if copying would cause access of data outside array
bounds

Nul | Poi nt er Excepti on,g - if either src or dest isnul |
Transact i onExcept i onqgg - if copying would cause the commit capacity to be exceeded
See Also: JCSyst em get UnusedConmi t Capaci ty() gg

arrayCopyNonAtomic(bytel] src, short srcOff, byte[] dest, short destOff, short length)

public static final short arrayCopyNonAtom c(byte[] src, short srcOff, byte[] dest, short
dest O f, short Iength)
throws Arrayl ndexQut Of BoundsException, Nul | Pointer Excepti on
Copies an array from the specified source array, beginning at the specified position, to the specified position
of the destination array (non-atomically).
This method does not use the transaction facility during the copy operation even if atransactionisin
progress. Thus, this method is suitable for use only when the contents of the destination array can be left in
apartially modified state in the event of a power loss in the middle of the copy operation.

Note:

e IfsrcOf ordest O f or| engt h parameter is negative an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

e IfsrcO f +l engt h isgreater than sr c. | engt h, the length of thesr ¢ array a
Arrayl ndexQut Of BoundsExcept i on exception isthrown and no copy is performed.
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javacard.framework

arrayFillINonAtomic(byte[] bArray, short bOff, short bLen, byte bValue)

« [fdest OF f +| engt h isgreater thandest . | engt h, thelength of thedest array an
Arrayl ndexQut O BoundsExcept i on exception isthrown and no copy is performed.

e Ifsrc or dest parameter isnul | aNul | Poi nt er Except i on exception isthrown.

« If the src and dest arguments refer to the same array object, then the copying is performed asif the
components at positionssr cOfF f throughsr cOF f + engt h- 1 werefirst copied to a temporary
array with | engt h components and then the contents of the temporary array were copied into
positionsdest O f through dest O f +| engt h- 1 of the argument array.

« |f power islost during the copy operation and the destination array is persistent, a partially changed
destination array could result.

« Thecopy | engt h parameter is not constrained by the atomic commit capacity limitations.

Parameters:
Sr ¢ - source byte array

srcOf f - offset within source byte array to start copy from
dest - destination byte array
dest OF f - offset within destination byte array to start copy into
| engt h - byte length to be copied

Returns: dest OF f +| engt h

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if copying would cause access of data outside array
bounds

Nul | Poi nt er Excepti on,s - if either src or dest isnul |
See Also: JCSyst em get UnusedConmi t Capaci ty() gg

arrayFilINonAtomic(byte[] bArray, short bOff, short bLen, byte bValue)
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public static final short arrayFill NonAtom c(byte[] bArray, short bOFf, short bLen, byte
bVal ue)
throws Arrayl ndexQut Of BoundsException, Nul | Pointer Excepti on

Fills the byte array (non-atomically) beginning at the specified position, for the specified length with the
specified byte value.

This method does not use the transaction facility during the fill operation even if atransactionisin progress.
Thus, this method is suitable for use only when the contents of the byte array can be left in apartialy filled
state in the event of apower lossin the middle of the fill operation.

Note:

e IfbOF f or bLen parameter isnegative an Ar r ayl ndexQut Of BoundsExcept i on exceptionis
thrown.

o IfbOF f +bLen isgreater than bArr ay. | engt h, the length of the bAr r ay array an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

e IfbArray parameter isnul I aNul | Poi nt er Except i on exception isthrown.

« |f power islost during the copy operation and the byte array is persistent, a partially changed byte
array could result.

* ThebLen parameter is not constrained by the atomic commit capacity limitations.
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getShort(byte[] bArray, short bOff)

Parameters:
bAr r ay - the byte array

bOf f - offset within byte array to start filling bValue into
bLen - byte length to be filled
bVal ue - thevalueto fill the byte array with

Returns: bOF f +blLen

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if thefill operation would cause access of data
outside array bounds

Nul | Poi nt er Except i on,g - if bArray isnul |
See Also: JCSyst em get UnusedConmi t Capaci ty() gg

getShort(byte[] bArray, short bOff)

public static final short getShort(byte[] bArray, short bOf)
throws Nul | Poi nt er Excepti on, Arrayl ndexQut Of BoundsExcepti on

Concatenates two bytes in a byte array to form a short value.

Parameters:
bAr r ay - byte array

bOf f - offset within byte array containing first byte (the high order byte)
Returns: the short value the concatenated result

Throws:
Nul | Poi nt er Except i on,s - if thebAr r ay parameter isnul |

Arrayl ndexQut OFf BoundsExcept i ony3 - if thebOf f parameter is negative or if bOf f +2 is
greater than the length of bAr r ay

makeShort(byte b1, byte b2)
public static final short nakeShort(byte bl, byte b2)
Concatenates the two parameter bytes to form a short value.

Parameters:
b1 - thefirst byte ( high order byte)

b2 - the second byte ( low order byte)

Returns; the short value the concatenated result

setShort(byte[] bArray, short bOff, short sValue)

public static final short setShort(byte[] bArray, short bOf, short sVal ue)
throws Transacti onException, Null PointerException, ArraylndexQutOf BoundsException

Deposits the short value as two successive bytes at the specified offset in the byte array.

Parameters:
bAr ray - bytearray

bOf f - offset within byte array to deposit the first byte (the high order byte)
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setShort(byte[] bArray, short bOff, short sValue)

sVal ue - the short value to set into array.
Returns: bOf f +2
Note:

« |fthe byte array is persistent, this operation is performed atomically. If the commit capacity is
exceeded, no operation is performed and a Tr ansact i onExcept i on exception is thrown.

Throws:
Transact i onExcept i onqqg - if the operation would cause the commit capacity to be exceeded

Arrayl ndexQut Of BoundsExcepti onqs - if thebCf f parameter isnegative or if bOF f +2 is
greater than the length of bAr r ay

Nul | Poi nt er Except i on,g - if thebAr r ay parameter isnul |
See Also: JCSyst em get UnusedConmi t Capaci ty() gg
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javacard.framework.service

Description

Provides a service framework of classes and interfaces that allow a Java Card technol ogy-based applet to be
designed as an aggregation of service components. The package contains an aggregator class called

Di spat cher which includes methods to add services to its registry, dispatch APDU commands to registered
services, and remove services fromits registry.

The package also containsthe Ser vi ce interface which contains methods to process APDU commands, and
alow the dispatcher to be aware of multiple services. Subinterfaces alow an implementation services with
added functionality:
» Renot eSer vi ce-use this subinterface to define services that allow remote processes to access the
services present on a card that supports the Java Card platform.

e SecurityServi ce-usethis subinterface to define services that provide methods to query the current
Security status.

TheclassBasi cSer vi ce providesthe basic functionality of aservice, and all services are built as subclasses
of thisclass. Basi cSer vi ce provides a default implementation for the methods defined in the Ser vi ce
interface, and defines a set of hel per methods that allow the APDU buffer to enable cooperation among different
services.

RMI Classesfor the Java Card Platform

The Car dRenpt eObj ect and RM Ser vi ce classes alow a Java programming language program running
on avirtual machine on the client platform to invoke methods on remote objects in a Java Card technology-
based applet. These classes contain the minimum required functionality to implement Remote Method
Invocation for the Java Card platform (RMI for the Java Card platform).

Class Summary

I nterfaces

Renot eSer vi ceq33 This interface defines the generic API for remote object access services, which allow
remote processes to access the services present on a Java Card technol ogy-enabled
smart card.

SecurityServiceqsg Thisinterface describes the functions of a generic security service.

Serviceqsq Thisisthe base interface for the service framework on the Java Card platform.

Classes

Basi cServi ceqqg This class should be used as the base class for implementing services.

Car dRenpt ebj ect 157 A convenient base class for remote objects for the Java Card platform.

Di spat cher 1,9 A Di spat cher isused to build an application by aggregating several services.

RM Ser vi ceqzy Animplementation of aservicethat isused to process Java Card platform RMI requests
for remotely accessible objects.
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Class Summary

Class Summary

Exceptions

Servi ceExcepti onqus Ser vi ceExcept i on represents a service framework-related exception.
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Declaration

javacard.framework.service

BasicService

bj ect 55
I

+--javacard. franewor k. servi ce. Basi cServi ce

All Implemented Interfaces. Serviceqyq
Direct Known Subclasses: RM Ser vi ceqzg

Declaration
public class BasicService inplements Servicejs

Description

This class should be used as the base class for implementing services. It provides a default implementation for
the methods defined in the Ser vi ce interface, and defines a set of hel per methods that manage the APDU
buffer to enable co-operation among different Services.

TheBasi cSer vi ce class uses the state of APDU processing to enforce the validity of the various hel per
operations. It expects and maintains the following Common Service Format (CSF) of datain the APDU Buffer
corresponding to the various APDU processing states (See APDU, 3 ):

Init State format of APDU Buffer. This format corresponds to the
APDU processing state - STATE_IN TIAL :
0 1 2 3 4 5 <- offset

I nput Ready format of APDU Buffer. This format corresponds
to the APDU processing state - STATE _FULL_I NCOM NG
0 1 2 3 4 5 <- offset

Qut put Ready format of APDU Buffer. This format corresponds
to the APDU processing status - STATE_OUTGO NG .. STATE_FULL_OUTGO NG
0 1 2 3 4 5 <- offset

| CLA| INS| SW | SW | La | Qutgoing Data( La bytes ) |

When the APDU buffer isin the Init and Input Ready formats, the hel per methods allow input access methods
but flag errorsif output access is attempted. Conversely, when the APDU buffer isin the Output format, input
access methods result in exceptions.

The Common Service Format (CSF) of the APDU Buffer isonly defined for APDUs using the short length
(normal semantics) of the 1SO7816 protocol. When an implementation supports extended length APDU format
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Member Summary

(see Ext endedLengt h,,g) and an APDU with more than 255 input or output data bytes is being processed,
the behavior of Basi cSer vi ce classis undefined.

If the header areas maintained by the Basi cSer vi ce helper methods are modified directly in the APDU
buffer and the format of the APDU buffer described above is not maintained, unexpected behavior might result.

In addition, both La=0 and La=256 are represented in the CSF format as La=0. The distinction is
implementation dependent. The get Qut put Lengt h method must be used to avoid ambiguity.

Many of the hel per methods also throw exceptionsif the APDU object isin an error state ( processing status
code<0).

See Also: APDU,3,j avacar dx. apdu. Ext endedLengt h,yg

Member Summary

Constructors
Basi cSer vi ceqyg()

M ethods
bool ean fail 151( APDUy3 apdu, short sw)
byte get CLAj,1(APDU,3 apdu)
byte getl NS;,,(APDU,3 apdu)
short get Qut put Lengt hy,,( APDU,3 apdu)
byte getP1l,,,( APDUy3 apdu)
byte getP2;,,,( APDU,y3 apdu)
short get Stat usWor d,,,( APDU,3 apdu)
bool ean i sProcessed;,3( APDUs3 apdu)
bool ean processConmmand;,3( APDU,3 apdu)
bool ean processDat al ny,3( APDU,3 apdu)
bool ean processDat aCut 1,3( APDU,3 apdu)
short receivel nDat a;o4( APDU,3 apdu)
bool ean sel ecti ngAppl et 154()
voi d set Qut put Lengt hyo4( APDUs3 apdu, short | ength)
voi d setProcessed;,4( APDU,3 apdu)
void setStatusWrd;,s(APDU43 apdu, short sw)
bool ean succeed;,5( APDU,3 apdu)
bool ean succeedW t hSt at usWr d;,5( APDUs3 apdu, short sw)

Inherited Member Summary

Methodsinherited from class Qbj ect 55

equal s(Obj ect) 55

Constructors

BasicService()

publ i c BasicService()

120 JavaCard APl Specification v2.2.2 « March 2006



javacard.framework.service BasicService
fail (APDU,3 apdu, short sw)

Creates new Basi cSer vi ce.

M ethods

fail(APDU, 3 apdu, short sw)

public bool ean fail (APDU,;3 apdu, short sw)
throws Servi ceException

Sets the processing state for the command in the APDU object to processed, and indicates that the
processing has failed. Sets the output length to 0 and the status word of the response to the specified value.

Parameters:
apdu - the APDU object containing the command being processed

sw - the status word response for this command
Returns: true

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT _ACCESS OUT_COVMAND if the APDU object is nhot accessible
(APDU object in STATE_ERROR _..)

See Also: j avacard. f ramewor k. APDU. get Current St at e() 49

getCLA(APDU,3 apdu)
public byte get CLA(APDU,3 apdu)

Returns the class byte for the command in the APDU object. This method can be called regardless of the
APDU processing state of the current command.

Parameters:
apdu - the APDU object containing the command being processed

Returns: thevalue of the CLA byte

getl NS(APDU, 53 apdu)
public byte get! NS(APDU,3 apdu)

Returns the instruction byte for the command in the APDU object. This method can be called regardless of
the APDU processing state of the current command.

Parameters:
apdu - the APDU object containing the command being processed

Returns: the value of the INS byte

getOutputL ength(APDU, 5 apdu)

public short get CutputLength( APDU,3 apdu)
throws Servi ceException

Returns the output length for the command in the APDU object. This method can only be called if the
APDU processing state indicates that the command has been processed.
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getP1(APDU,3 apdu)

Parameters:
apdu - the APDU abject containing the command being processed

Returns: avalueintherange: 0 to 256(inclusive), that represents the number of bytes to be returned for
this command

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS_OUT_COMVAND if the command is not processed or if
the APDU object is not accessible (APDU object in STATE_ERROR _..)

See Also: j avacard. f ramewor k. APDU. get Current St at e() 49

public byte get P1( APDU,3 apdu)
throws Servi ceException

Returnsthe first parameter byte for the command in the APDU object. When invoked, the APDU object must
bein STATE | NI TI AL or STATE_FULL_| NCOM NG

Parameters:
apdu - the APDU abject containing the command being processed

Returns: the value of the P1 byte

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS | N_COVMAND if the APDU object isnot in
STATE_INITIAL or in STATE_FULL_INCOMING.

public byte get P2( APDU,3 apdu)
throws Servi ceException

Returns the second parameter byte for the command in the APDU object. When invoked, the APDU object
must bein STATE | NI TI AL or STATE_FULL_| NCOM NG

Parameters:
apdu - the APDU abject containing the command being processed

Returns: the value of the P2 byte

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS | N_COVMAND if the APDU object isnot in
STATE_INITIAL or in STATE_FULL_INCOMING.

getStatusWor d(APDU, 3 apdu)

public short get StatusWrd(APDU,3 apdu)
throws Servi ceException

Returns the response status word for the command in the APDU object. This method can only be called if
the APDU processing state indicates that the command has been processed.

Parameters:
apdu - the APDU abject containing the command being processed
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isProcessed(APDU,3 apdu)

Returns: the status word response for this command

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVAND if the command is not processed or if
the APDU object is not accessible (APDU object in STATE_ERROR _..)

See Also: j avacard. f ramewor k. APDU. get Current St at e() 49

isProcessed(APDU, 3 apdu)
publi c bool ean i sProcessed( APDUy3 apdu)

Checks if the command in the APDU object has already been processed. Thisis done by checking whether
or not the APDU object has been set in outgoing mode via a previous invocation of the
APDU. set Qut goi hg method.

Note:
« This method returns true if the APDU object is nhot accessible (APDU object in STATE_ERROR ..).

Parameters:
apdu - the APDU abject containing the command being processed

Returns: t r ue if the command has been processed, f al se otherwise

processCommand(APDU, 3 apdu)
publ i c bool ean processCommand( APDU,3 apdu)

ThisBasi cSer vi ce method is adefault implementation and simply returns false without performing
any processing.

Specified By: processComrand,; ininterface Ser vi ceq4q

Parameters:
apdu - the APDU abject containing the command being processed

Returns; f al se

processDatal n(APDU, 3 apdu)
publ i c bool ean processbDat al n( APDU,3 apdu)

ThisBasi cSer vi ce method is adefault implementation and simply returns false without performing
any processing.

Specified By: processDat al ny45 ininterface Ser vi ceq41

Parameters:
apdu - the APDU object containing the command being processed

Returns; f al se

processDataOut(APDU,3 apdu)
public bool ean processDat aCut (APDU,3 apdu)

ThisBasi cSer vi ce method is adefault implementation and simply returns false without performing
any processing.

Specified By: processDat aCut 145 ininterface Ser vi ceq4q
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receivelnData(APDU 3 apdu)

Parameters:
apdu - the APDU abject containing the command being processed

Returns; f al se

receivel nData(APDU, 3 apdu)

public short receivel nData( APDUy3 apdu)
throws Servi ceException

Receives the input data for the command in the APDU abject if the input has not aready been received. The
entire input data must fit in the APDU buffer starting at offset 5. When invoked, the APDU object must
either bein STATE_| NI Tl AL with the APDU buffer in the Init format or in STATE_FULL_| NCOM NG
with the APDU buffer in the Input Ready format

Parameters:
apdu - the APDU object containing the apdu being processed

Returns: thelength of input data received and present in the APDU Buffer

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS | N_COVMAND if the APDU object isnot in
STATE_INITIAL or in STATE_FULL_INCOMING or,

» Servi ceExcepti on. COVWWAND_DATA TOO_LONGIf the input data does not fit in the APDU
buffer starting at offset 5.

selectingApplet()
publ i ¢ bool ean sel ecti ngAppl et ()

This method is used to determineif the command in the APDU object isthe applet SELECT FILE command
which selected the currently selected appl et.

Returns: true if applet SELECT FILE command is being processed

setOutputL ength(APDU, 5 apdu, short length)

public void setQutput Lengt h(APDUs3 apdu, short | ength)
throws Servi ceException

Sets the output length of the outgoing response for the command in the APDU object. This method can be
called regardless of the current state of the APDU processing.

Parameters:
apdu - the APDU object containing the command being processed

| engt h - the number of bytesin the response to the command

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

* Servi ceExcepti on. | LLEGAL_PARAMIf thel engt h parameter is greater than 256 or if the
outgoing response will not fit within the APDU Buffer.

setProcessed(APDU, 3 apdu)

public void set Processed(APDU;3 apdu)
throws Servi ceException
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setStatuswWord(APDU,3 apdu, short sw)

Sets the processing state of the command in the APDU object to processed. Thisis done by setting the APDU
object in outgoing mode by invoking the APDU. set Qut goi ng method. If the APDU isalready in
outgoing mode, this method does nothing (allowing the method to be called several times).

Parameters:
apdu - the APDU abject containing the command being processed

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS _OUT_COMVAND if the APDU object is not accessible
(APDU object in STATE_ERROR ..)

See Also: j avacard. f ranmewor k. APDU. get Current St at e() 49

setStatuswWor d(APDU, 3 apdu, short sw)
public void set StatusWrd(APDU,3 apdu, short sw)

Sets the response status word for the command in the APDU object. This method can be called regardless of
the APDU processing state of the current command.

Parameters:
apdu - the APDU abject containing the command being processed

sw - the status word response for this command

succeed(APDU, 3 apdu)

publ i c bool ean succeed( APDUy3 apdu)
throws Servi ceException

Sets the processing state for the command in the APDU object to processed, and indicates that the
processing has succeeded. Sets the status word of the response to 0x9000. The output length of the
response must be set separately.

Parameters:
apdu - the APDU abject containing the command being processed.

Returns. true

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVAND if the APDU object is not accessible
(APDU object in STATE_ERROR ..)

See Also: j avacard. f ranewor k. APDU. get Current St at e() 49

succeedWithStatusWor d(APDU, 5 apdu, short sw)

publ i c bool ean succeedW t hStat usWrd( APDU;3 apdu, short sw)
throws Servi ceException

Sets the processing state for the command in the APDU object to processed, and indicates that the
processing has partially succeeded. Sets the the status word of the response to the specified value. The
output length of the response must be set separately.

Parameters:
apdu - the APDU abject containing the command being processed
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succeedWithStatusWord(APDU,3 apdu, short sw)

sw - the status word to be returned for this command
Returns: true

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVAND if the APDU aobject is not accessible
(APDU object in STATE_ERROR _..)

See Also: j avacard. f ramewor k. APDU. get Current St at e() 49

126 JavaCard APl Specification v2.2.2 « March 2006



javacard.framework.service CardRemoteObject
Declaration

javacard.framework.service

CardRemoteObject

bj ect 55
I

+--javacard. f ramewor k. servi ce. Car dRenot eObj ect

All Implemented Interfaces. Renot egy

Declaration
public class CardRenoteCbject inplenments Renptegy

Description
A convenient base class for remote objects for the Java Card platform. An instance of a subclass of this
Car dRenpt eQbj ect classwill be exported automatically upon construction.

Member Summary

Constructors
Car dRenpt eObj ect 157()
M ethods
static void export,g(Renotesg, obj)
static void unexport,5( Renotes, obj)

Inherited Member Summary

Methodsinherited from class Cbj ect ,5

equal s(Obj ect) »5

Constructors

CardRemoteObject()

publi ¢ Car dRenot eObj ect ()
Createsanew Car dRenot eCbj ect and automatically exports it. When exported, the object is enabled
for remote access from outside the card until unexported. Only when the object is enabled for remote access

can it be returned as the initial reference during selection or returned by a remote method. In addition,
remote methods can be invoked only on objects enabled for remote access.
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export(Renot ez, obj)

M ethods

export(Renot ez, obj)

public static void export(Renptez, obj)
throws SecurityException

Exports the specified remote object. The object is now enabled for remote access from outside the card until
unexported. In order to remotely access the remote object from the terminal client, it must either be set as
theinitial reference or be returned by a remote method.

Parameters:
obj - the remotely accessible object

Throws:
Securit yExcepti on,g - if the specified obj parameter is not owned by the caller context

Syst enExcept i onqq3 - with the following reason codes:

» Syst enExcepti on. NO_RESOURCE if too many exported remote abjects. All implementations
must support a minimum of 16 exported remote objects.

unexpor t(Renot ez, obj)

public static void unexport (Renoteg, obj)
throws SecurityException

Unexports the specified remote object. After applying this method, the object cannot be remotely accessed
from outside the card until it is exported again.

Note:

« If thismethod is called during the session in which the specified remote object parameter isthe initial
reference object or has been returned by a remote method, the specified remote object will continue to
be remotely accessible until the end of the associated selection session(s).

Parameters:
obj - the remotely accessible object

Throws:
Securit yExcepti on,g - if the specified obj parameter is not owned by the caller context
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javacard.framework.service

Dispatcher

bj ect 55
I

+--javacard. franewor k. servi ce. Di spat cher

Declaration
public class Dispatcher

Description

A Di spat cher isused to build an application by aggregating several services.

Dispatcher

Declaration

The dispatcher maintains aregistry of Ser vi ce objects. A Ser vi ce iscategorized by the type of processing

it performs:

» A pre-processing service pre-processes input data for the command being processed. It is associated with

the PROCESS_INPUT_DATA phase.

« A command processing service processes the input data and generates output data. It is associated with the

PROCESS_ COMMAND phase.

A post-processing service post-processes the generated output data. It is associated with the

PROCESS OUTPUT DATA phase.

The dispatcher simply dispatches incoming APDU object containing the command being processed to the

registered services.

Member Summary

Fields
static byte PROCESS_COMVAND,3q
static byte PROCESS | NPUT_DATA; 3
static byte PROCESS_NONE;3q
static byte PROCESS_OUTPUT_DATA;30

Constructors

M ethods

voi d process;z,( APDUy3 conmmand)

Di spat cher 13p(short maxServi ces)

voi d addServi cejzg( Serviceqyq service,
Exceptionyg dispatchyz;( APDUs3 command, byte phase)

byt e phase)

voi d renoveServi cejzo(Serviceqy; service, byte phase)

Inherited Member Summary

Methodsinherited from class Cbj ect 55
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PROCESS_COMMAND

Inherited Member Summary

equal s(Obj ect) »5

Fields

PROCESS COMMAND
public static final byte PROCESS COVMAND

| dentifies the main command processing phase.

PROCESS INPUT_DATA
public static final byte PROCESS | NPUT_DATA
| dentifies the input data processing phase.

PROCESS NONE
public static final byte PROCESS NONE

Identifies the null processing phase.

PROCESS OUTPUT_DATA
public static final byte PROCESS COUTPUT_DATA
| dentifies the output data processing phase.

Constructors

Dispatcher (short maxServices)

publi c Di spatcher(short maxServices)
throws ServiceException

CreatesaDi spat cher with a designated maximum number of services.

Parameters:
maxSer vi ces - the maximum number of services that can be registered to this dispatcher

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the maxServices parameter is negative.

M ethods

addService(Ser vi ceq44 service, byte phase)

public void addServi ce(Serviceqs, service, byte phase)
throws ServiceException
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dispatch(APDU,3 command, byte phase)

Atomically adds the specified service to the dispatcher registry for the specified processing phase. Services
are invoked in the order in which they are added to the registry during the processing of that phase. If the
requested serviceis already registered for the specified processing phase, this method does nothing.

Parameters:
servi ce - the Serviceto be added to the dispatcher

phase - the processing phase associated with this service

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. DI SPATCH TABLE_FULL if the maximum number of registered services
is exceeded.

» Servi ceExcepti on. | LLEGAL_PARAMIf the phase parameter is undefined or if the service
parameter is null.

dispatch(APDU,3 command, byte phase)

public Exception;g di spatch(APDUs3 conmand, byte phase)
throws ServiceException

Manages the processing of the command in the APDU object. This method is called when only partial
processing using the registered servicesis required or when the APDU response following an error during
the processing needs to be controlled.

It sequences through the registered services by calling the appropriate processing methods. Processing
starts with the phase indicated in the input parameter. Services registered for that processing phase are
called in the sequence in which they were registered until all the services for the processing phase have
been called or a service indicates that processing for that phase is complete by returning t r ue from its
processing method. The dispatcher then processes the next phasesin asimilar manner until al the phases
have been processed. The PROCESS _OUTPUT _DATA processing phase is performed only if the command
processing has completed normally (APDU abject state is APDU. STATE_OUTGO NG).

The processing sequence is PROCESS | NPUT _DATA phase, followed by the PROCESS  COVIVAND phase
and lastly the PROCESS COUTPUT_DATA. The processing is performed as follows:

« PROCESS | NPUT_DATA phase invokes the Ser vi ce. pr ocessDat al n( APDU) method
» PROCESS COVMAND phaseinvokesthe Ser vi ce. pr ocessCommand( APDU) method
« PROCESS QUTPUT _DATA phase invokesthe Ser vi ce. pr ocessDat aCut ( APDU) method

If the command processing compl etes normally, the output data, assumed to be in the APDU buffer in the
Common Service Format (CSF) defined in Basi cSer vi ce, issent using APDU. sendByt es and the
response status is generated by throwing an | SOExcept i on exception. If the command could not be
processed, nul | isreturned. If any exception isthrown by a Service during the processing, that exception
is returned.

Parameters:
command - the APDU object containing the command to be processed

phase - the processing phase to perform first

Returns: an exception that occurred during the processing of the command, or nul | if the command
could not be processed

Throws:
Ser vi ceExcept i onq43 - with the following reason code:
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process(APDU,3 command)

» Servi ceExcepti on. | LLEGAL_PARAMIf the phase parameter is PROCESS _NONE or an
undefined value.

See Also: Basi cServi ceqqg

process(APDU, 3 command)

public void process(APDU;3 conmand)
t hrows | SOExcepti on

Manages the entire processing of the command in the APDU object input parameter. This method is called
to delegate the complete processing of the incoming APDU command to the configured services.

Thismethod usesthe di spat ch( APDU, byt e) 131 method with PROCESS_| NPUT_DATA as the input
phase parameter to sequence through the services registered for all three phases
PROCESS | NPUT_DATA followed by PROCESS _COMVAND and lastly PROCESS _OUTPUT_DATA.

If the command processing completes normally, the output datais sent using APDU. sendByt es and the
response status is generated by throwing an | SOExcept i on exception or by simply returning (for status
= 0x9000). If an exception isthrown by any Service during the processing, | SO7816. SW UNKNOVW
response status code is generated by throwing an | SCExcept i on. If the command could not be processed
| SO7816. SW I NS_NOT _SUPPORTED response statusis generated by throwing an | SOExcept i on.

Note:

« |f additional command processing is required following a call to this method, the caller should catch
and process exceptions thrown by this method.

Parameters:
command - the APDU object containing command to be processed

Throws:
| SOEXcept i on,g - with the response bytes per 1SO 7816-4

removeService(Ser vi ceq4q Service, byte phase)

public void renmoveService(Servicejy, service, byte phase)
throws Servi ceException

Atomically removes the specified service for the specified processing phase from the dispatcher registry.
Upon removal, the slot used by the specified service in the dispatcher registry is available for re-use. If the
specified service is not registered for the specified processing phase, this method does nothing.

Parameters:
servi ce - the Ser vi ce to be deleted from the dispatcher

phase - the processing phase associated with this service

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the phase parameter is unknown or if the service
parameter is null.
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javacard.framework.service

RemoteService

All Superinterfaces. Serviceqsq
All Known Implementing Classes: RM Ser vi ceqgq

Declaration
public interface RenoteService extends Serviceqs,

Description

RemoteService

Declaration

Thisinterface defines the generic API for remote object access services, which allow remote processes to access

the services present on a Java Card technol ogy-enabled smart card.

Inherited Member Summary

Methodsinherited from interface Ser vi ceq4;

processConmand( APDU) 141, processDat al n( APDU) 145, processDat aCut ( APDU) 14,
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Declaration

javacard.framework.service

RMIService

Obj ect 55
I

+--Basi cServicegqg

+--javacard. framewor k. servi ce. RM Servi ce

All Implemented Interfaces. Renot eSer vi ceq3s3, Servi ceqyq

Declaration
public class RM Service extends Basi cServicegg i npl ements RenoteService;ss

Description
An implementation of aservicethat is used to process Java Card platform RMI requests for remotely accessible
objects.

Member Summary

Fields
static byte DEFAULT_RM _I NVOKE_| NSTRUCTI ONj 35
Constructors
RM Ser vi ce 35( Renot eg4 i nitial Cbj ect)
Methods

bool ean processConmmand;35( APDU,3 apdu)
voi d setlnvokel nstructionByteqzg(byte ins)

Inherited Member Summary

Methodsinherited from classBasi cSer vi ceqqg

fai |l (APDU, short) o7, get CLACAPDU) 121, getl NS(APDU) 151, get QutputLength(APDU) 151,

get P1( APDU) 1,5, get P2( APDU) 155, get St at usWor d( APDU) 155, i sProcessed(APDU) 153,

processDat al n( APDU) 1,3, processDat aQut (APDU) 1,3, recei vel nDat a( APDU) 124,

sel ectingAppl et () 104, set Qut put Lengt h(APDU, short) io4, setProcessed(APDU) 124,

set St at usWor d( APDU, short) 1,5, succeed(APDU) 155, succeedW t hSt at usWor d( APDU, short) ;o5

M ethodsinherited from class Qbj ect 55
equal s(Obj ect) »5
Methodsinherited from interface Ser vi ceq41

processDat al n( APDU) 145, processDat aQut ( APDU) 145
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DEFAULT_RMI_INVOKE_INSTRUCTION

Fields

DEFAULT_RMI_INVOKE_INSTRUCTION
public static final byte DEFAULT_RM _| NVOKE_ | NSTRUCTI ON

The default INS value (0x38) used for the remote method invocation command (INVOKE) in the Java Card
platform RMI protocol.

Constructors

RM 1 Service(Renot e3, initialObject)
public RM Service(Renotes, initial Object)
throws Nul | Poi nt er Excepti on

Createsanew RM Ser vi ce and sets the specified remote object astheinitia reference for the applet. The
initial reference will be published to the client in response to the SELECT APDU command processed by
this object.

The RM Ser vi ce instance may create session data to manage exported remote objects for the current
applet sessionin CLEAR_ON_DESELECT transient space.

Parameters:
i nitial Object -theremotely accessible initial object

Throws:
Nul | Poi nt er Excepti on,s - if thei ni ti al Obj ect parameterisnul |

M ethods

processCommand(APDU, 3 apdu)

publ i c bool ean processConmmand( APDU,3 apdu)

Processes the command within the APDU abject. When invoked, the APDU object should either bein
STATE | NI TI AL with the APDU buffer in the Init format or in STATE_FULL_| NCOM NGwith the
APDU buffer in the Input Ready format defined in Basi cSer vi ce.

This method first checks if the command in the APDU object is a Java Card platform RMI access command.
The Java Card platform RMI access commands currently defined are: Applet SELECT and INVOKE. If it
is not a Java Card platform RMI access command, this method does nothing and returns false.

If the command is a Java Card platform RMI access command, this method processes the command and
generates the response to be returned to the terminal. For a detailed description of the APDU protocol used
in Java Card platform RMI access commands please see the Remote Method Invocation Service chapter of
Runtime Environment Specification for the Java Card Platform.

Java Card platform RMI access commands are processed as follows:

« Anapplet SELECT command resultsin a Java Card platform RMI information structure in FCI format
containing the initial reference object as the response to be returned to the terminal.

« AnINVOKE command results in the following sequence -
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setlnvokel nstructionByte(byte ins)

1. The remote object islocated. A remote object is accessible only if it was returned by this RMIService
instance and since that time some appl et instance or the other from within the applet package has been
an active applet instance.

2. The method of the abject isidentified

3. Primitive input parameters are unmarshalled onto the stack. Array type input parameters are created
asglobal arrays(See Runtime Environment Specification for the Java Card Platform) and references to
these are pushed onto the stack.

4. An INVOKEVIRTUAL bytecode to the remote method is simulated

5. Upon return from the method, method return or exception information is marshalled from the stack as
the response to be returned to the terminal

After normal completion, this method returnst r ue and the APDU object isin STATE_OUTGO NGand
the output response isin the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

Specified By: processComrandi,; ininterface Servi ceq4q
Overrides; processCommand;,3inclassBasi cServi ceqqg

Parameters:
apdu - the APDU object containing the command being processed.

Returns: t r ue if the command has been processed, f al se otherwise

Throws:
Ser vi ceExcept i onq43 - with the following reason codes:

e Servi ceExcepti on. CANNOT_ACCESS | N COMWAND if thisis a Java Card platform RMI
access command and the APDU object isnot in STATE_INITIAL or in STATE_FULL_INCOMING

» Servi ceExcepti on. REMOTE_OBJECT_NOT_EXPORTED if the remote method returned a
remote object which has not been exported.

Transact i onExcept i onqgg - With the following reason code:

* Transacti onExcepti on. | N_PROGRESS if thisisa Java Card platform RMI INVOKE
command and the remote method returned a remote object which has been exported within a
transaction which is still in progress or if thisis an applet SELECT command and the response
information in the APDU buffer includes an initial reference object which has been exported within a
transaction which is still in progress.

Securit yExcepti on,g - if oneof the following conditions is met:

* if thisisaJava Card platform RMI INVOKE command and afirewall security violation occurred
while trying to simulate an INVOKEVIRTUAL bytecode on the remote object.

« if internal storagein CLEAR_ON_DESELECT transient space is accessed when the currently active
context is not the context of the currently selected applet.

« if thisisaJava Card platform RMI INVOKE command and the invoked remote method returns an
object or throws an exception object which is not accessible in the context of the currently selected

applet.
See Also: Car dRenpt ebj ect 57

setl nvokel nstructionByte(byte ins)

public void setlnvokel nstructionByte(byte ins)
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setlnvokel nstructionByte(byte ins)

Defines the instruction byte to be used in place of DEFAULT_RM _| NVOKE | NSTRUCTI ONin the Java
Card platform RMI protocol for the INVOKE commands used to accessthe RM Ser vi ce for remote
method invocations.

Note:

« The new instruction byte goes into effect next time this RMI Service instance processes an appl et
SELECT command. The Java Card platform RMI protocol until then is unchanged.

Parameters:
i ns - theinstruction byte
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Declaration

javacard.framework.service

SecurityService

All Superinterfaces. Serviceqsq

Declaration
public interface SecurityService extends Servicequ;

Description

This interface describes the functions of a generic security service. It extends the base Ser vi ce interface and
defines methods to query the current security status. Note that this interface is generic and does not include
methods to initialize and change the security status of the service; initialization is assumed to be performed
through APDU commands that the service is able to process.

A security service implementation class should extend Basi cSer vi ce and implement this interface.

Member Summary
Fields
static short PRI NCl PAL_APP_PROVI DER; 35
static short PRI NCl PAL_CARD | SSUER; 39
static short PRI NCl PAL_CARDHOLDER; 39
static byte PROPERTY_| NPUT_CONFI DENTI ALI TY;39
static byte PROPERTY_| NPUT_I NTEGRI TY;39
static byte PROPERTY_QOUTPUT_CONFI DENTI ALI TY;39
static byte PROPERTY_OUTPUT_| NTEGRI TY 39
M ethods
bool ean i sAuthenti cated;3zg(short principal)
bool ean i sChannel Secur ey o(byte properties)
bool ean i sConmandSecur e ,o(byte properties)

Inherited Member Summary

Methodsinherited from interface Ser vi ceq41

processConmmand( APDU) 141, processbDat al n( APDU) 14, processDat aCut ( APDU) 142

Fields

PRINCIPAL_APP_PROVIDER
public static final short PRI NCH PAL_APP_PROVI DER

The principal identifier for the application provider.
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PRINCIPAL_CARD_ISSUER

PRINCIPAL_CARD_ISSUER
public static final short PRI NCH PAL_CARD | SSUER

The principal identifier for the card issuer.

PRINCIPAL_CARDHOLDER
public static final short PRI NCl PAL_CARDHOLDER
The principal identifier for the cardholder.

PROPERTY_INPUT_CONFIDENTIALITY
public static final byte PROPERTY_I NPUT_CONFI DENTI ALI TY

This security property provides input confidentiality through encryption of the incoming command. Note
that thisis a bit mask and security properties can be combined by simply adding them together.

PROPERTY_INPUT_INTEGRITY
public static final byte PROPERTY_I NPUT_I NTEGRI TY

This security property providesinput integrity through MAC signature checking of the incoming command.
Note that thisis abit mask and security properties can be combined by simply adding them together.

PROPERTY_OUTPUT_CONFIDENTIALITY
public static final byte PROPERTY_OUTPUT CONFI DENTI ALI TY

This security property provides output confidentiality through encryption of the outgoing response. Note
that thisis a bit mask and security properties can be combined by simply adding them together.

PROPERTY_OUTPUT _INTEGRITY
public static final byte PROPERTY_OUTPUT | NTEGRI TY
This security property provides output integrity through MAC signature generation for the outgoing

response. Note that thisis a bit mask and security properties can be combined by simply adding them
together.

M ethods

isAuthenticated(short principal)

public bool ean i sAut henti cated(short principal)
throws ServiceException

Checks whether or not the specified principal is currently authenticated. The validity timeframe (selection
or reset) and authentication method as well as the exact interpretation of the specified principal parameter

needs to be detailed by the implementation class. The only generic guarantee is that the authentication has
been performed in the current card session.

Parameters:
princi pal -anidentifier of the principal that needs to be authenticated

Returns: trueif the expected principal is authenticated
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isChannel Secure(byte properties)

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the specified principal is unknown.

isChannel Secur e(byte properties)

publi ¢ bool ean i sChannel Secure(byte properties)
throws Servi ceException

Checks whether a secure channel is established between the card and the host for the ongoing session that
guarantees the indicated properties.

Parameters:
properti es -therequired properties
Returns: trueif the required properties are true, false otherwise

Throws:
Ser vi ceExcept i onq,3 - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the specified property is unknown.

isCommandSecure(byte properties)

publi ¢ bool ean i sConmandSecur e(byte properties)
throws Servi ceException

Checks whether a secure channel isin use between the card and the host for the ongoing command that
guarantees the indicated properties. The result is only correct after pre-processing the command (for
instance during the processing of the command). For properties on incoming data, the result is guaranteed
to be correct; for outgoing data, the result reflects the expectations of the client software, with no other
guarantee.

Parameters:
properti es - therequired properties

Returns: trueif therequired propertiesaret r ue, f al se otherwise

Throws:
Ser vi ceExcept i onq43 - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the specified property is unknown.
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javacard.framework.service Service
Declaration

javacard.framework.service

Service

All Known Subinterfaces: Renot eSer vi ce;33, SecurityServi ceqag
All Known Implementing Classes. Basi cServi ceqq9, RM Servi ceqay

Declaration
public interface Service

Description
Thisisthe base interface for the service framework on the Java Card platform. A Ser vi ce isan object that is
able to perform partial or complete processing on a set of incoming commands encapsulated in an APDU.

Services collaborate in pre-processing, command processing and post-processing of incoming APDU
commands. They share the same APDU object by using the communication framework and the Common
Service Format (CSF) defined in Basi cSer vi ce. An application is built by combining pre-built and newly
defined ServiceswithinaDi spat cher object.

See Also: Basi cServiceqqg

Member Summary

M ethods
bool ean processConmand,q( APDU,z apdu)
bool ean processDat al ny45( APDU,3 apdu)
bool ean processDat aCut 14,( APDU,3 apdu)
Methods

processCommand(APDU,3 apdu)

publ i c bool ean processConmmand( APDU,3 apdu)

Processes the command in the APDU object. When invoked, the APDU object should normally bein
STATE | NI TI AL with the APDU buffer in the Init format or in STATE_FULL | NCOM NGwith the
APDU buffer in the Input Ready format defined in Basi cSer vi ce. However, in some cases, if apre-
processing service has processed the command entirely, the APDU object may bein STATE_OUTGO NG
with the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

The method must returnt r ue if no more command processing is required, and f al se otherwise. In
particular, it should return f al se if it has not performed any processing on the command.

After normal completion, the APDU object must bein STATE_OUTGO NGand the output response must be
in the APDU buffer in the Output Ready format defined in Basi cSer vi ce.
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processDatal n(APDU,3 apdu)

Parameters:
apdu - the APDU abject containing the command being processed

Returns: t r ue if the command has been processed, f al se otherwise

processDatal n(APDU, 3 apdu)
publi c bool ean processbDat al n( APDU,3 apdu)

Pre-processes the input data for the command in the APDU object. When invoked, the APDU object should
either bein STATE | NI Tl AL with the APDU buffer in the Init format or in STATE_FULL_| NCOM NG
with the APDU buffer in the Input Ready format defined in Basi cSer vi ce.

The method must returnt r ue if no more pre-processing should be performed, and f al se otherwise. In
particular, it must return f al se if it has not performed any processing on the command.

After normal completion, the APDU object isusually in STATE_FULL_ I NCOM NGwith the APDU buffer
inthe Input Ready format defined in Basi cSer vi ce. However, in some casesif the Service processesthe
command entirely, the APDU object may bein STATE_OUTGO NGwith the APDU buffer in the Output
Ready format defined in Basi cSer vi ce.

Parameters:
apdu - the APDU object containing the command being processed

Returns: true if input processing isfinished, f al se otherwise

processDataOut(APDU,3 apdu)
publ i c bool ean processDat aCut (APDU,3 apdu)

Post-processes the output data for the command in the APDU object. When invoked, the APDU object
should bein STATE_OUTGO NGwith the APDU buffer in the Output Ready format defined in
Basi cSer vi ce.

The method should return t r ue if no more post-processing is required, and f al se otherwise. In
particular, it should return f al se if it has not performed any processing on the command.

After normal completion, the APDU object should must bein STATE _OUTGO NG and the output response
must be in the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

Parameters:
apdu - the APDU object containing the command being processed

Returns: t r ue if output processing isfinished, f al se otherwise
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javacard.framework.service ServiceException
Declaration

javacard.framework.service

ServiceException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. f ramewor k. servi ce. Servi ceExcepti on

Declaration
public class ServiceException extends CardRuntinmeExceptions,

Description
Servi ceExcept i on represents a service framework-rel ated exception.

The service framework classes throw Java Card runtime environment-owned instances of
Servi ceExcepti on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

Member Summary
Fields

static short CANNOT_ACCESS | N _COVMNVAND, 4,

static short CANNOT_ACCESS OUT_COWNVAND; 4,4

static short COVMAND DATA TOO LONG 44

static short COVWWAND IS FI NI SHED, 4,

static short DI SPATCH TABLE FULL,,,

static short | LLEGAL_PARAM 44

static short REMOTE_OBJECT_NOT_EXPORTED 44
Constructors

Ser vi ceExcepti onqus(short reason)
Methods
static void throwt4s(short reason)
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Inherited Member Summary

Inherited Member Summary

Methods inherited from interface Car dRunt i meExcepti on,,
get Reason() 73, set Reason(short) ;3
Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

CANNOT_ACCESS IN_COMMAND
public static final short CANNOT_ACCESS_ | N COVMAND

This reason code is used to indicate that the command in the APDU object cannot be accessed for input
processing.

CANNOT_ACCESS OUT_COMMAND
public static final short CANNOT_ACCESS OUT_COWAND

This reason code is used to indicate that the command in the APDU object cannot be accessed for output
processing.

COMMAND_DATA_TOO LONG
public static final short COMVAND DATA TOO LONG

Thisreason codeis used to indicate that the incoming data for acommand in the APDU object does not fit in
the APDU buffer.

COMMAND_IS FINISHED
public static final short COMAND IS FI Nl SHED
This reason codeis used to indicate that the command in the APDU object has been compl etely processed.

DISPATCH _TABLE FULL
public static final short DI SPATCH TABLE FULL

This reason codeis used to indicate that a dispatch tableisfull.

ILLEGAL_PARAM
public static final short |LLEGAL_PARAM

This reason code is used to indicate that an input parameter is not allowed.

REMOTE_OBJECT_NOT_EXPORTED
public static final short REMOTE_OBJECT_NOT_EXPORTED

Thisreason code is used by RMIService to indicate that the remote method returned a remote object which
has not been exported.

144 JavaCard APl Specification v2.2.2 « March 2006
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ServiceException(short reason)

Constructors

ServiceException(short reason)

public ServiceException(short reason)

Constructsa Ser vi ceExcept i on. To conserve on resources uset hr owl t () to use the Java Card
runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short reason)

public static void throwt(short reason)
throws Servi ceException

Throws the Java Card runtime environment-owned instance of Ser vi ceExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - thereason for the exception

Throws:
Ser vi ceExcepti onqj - aways

ServiceException 145



ServiceException javacard.framework.service
throwlt(short reason)
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Package

javacard.security

Description

Provides classes and interfaces that contain publicly-available functionality for implementing a security and
cryptography framework on the Java Card platform. Classes which contain security and cryptography
functionality which may be subject to export controls are contained in the optional package

j avacar dx. crypt ogs.

Classesinthej avacar d. securi ty package provide the definitions of algorithms that perform these
security and cryptography functions:

 Implementations for avariety of different cryptographic keys

* Factory for building keys (see KeyBui | der ;gg)

Data hashing (see MessageDi gest 5(3)
Random data generation (see RandonDat a4 )

* Signing using cryptographic keys (see Si gnat ur e,,¢)

* Session key exchanges (see Key Agr eenent 1g¢)

Class Summary

Interfaces
AESKey 149

DESKey 158

DSAKey 160

DSAPr i vat eKey 164
DSAPubl i cKey g6

ECKey 168

ECPri vat eKeyq75

ECPubl i cKeyi77

HVACKey 179

Keyiga

Kor eanSEEDKey 541

AESKey contains a 16/24/32 byte key for AES computations based on the Rijndael
agorithm.

DESKey contains an 8/16/24-byte key for single/2 key triple DES/3 key triple DES
operations.

The DSAKey interface is the base interface for the DSA algorithm’s private and public
key implementations.

The DSAPr i vat eKey interfaceis used to sign data using the DSA algorithm.

The DSAPubl i cKey interfaceis used to verify signatures on signed data using the
DSA agorithm.

The ECKey interface isthe base interface for the EC algorithm'’s private and public key
implementations.

The ECPr i vat eKey interfaceis used to generate signatures on data using the
ECDSA (Elliptic Curve Digital Signature Algorithm) and to generate shared secrets
using the ECDH (Elliptic Curve Diffie-Hellman) algorithm.

The ECPubl i cKey interface is used to verify signatures on signed data using the
ECDSA algorithm and to generate shared secrets using the ECDH agorithm.

HMACKey contains a key for HMAC operations.
The Key interface is the base interface for all keys.

Kor eanSEEDKey contains an 16-byte key for Korean Seed Algorithm operations.
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javacard.security

javacard.security

Class Summary

Class Summary

Pri vat eKeys,og

Publ i cKey,qgg

RSAPri vat eCrt Key,q3

RSAPr i vat eKeyZlg

RSAPubl i CKey222

Secr et Keyyyg

Si gnat ur eMessageRecove
Y239

Classes

Checksum g,

InitializedMessageDi ge
St 181

KeyAgr eenment ;gg

KeyBui | der 1g9
KeyPai r 197
MessageDi gest g3
RandonDat a,qq

Si gnat ur ey

Exceptions

Crypt oExcepti ongss

ThePri vat eKey interface isthe base interface for private keys used in asymmetric
agorithms.

ThePubl i cKey interfaceis the base interface for public keys used in asymmetric
algorithms.

The RSAPr i vat eCr t Key interface is used to sign data using the RSA algorithmin
its Chinese Remainder Theorem form.

The RSAPr i vat eKey classis used to sign data using the RSA agorithmin its
modulus/exponent form.

The RSAPubl i cKey isused to verify signatures on signed data using the RSA
agorithm.

The Secr et Key classisthe base interface for keys used in symmetric algorithms
(DES, for example).

A subclass of the abstract Si gnat ur e class must implement this
Si gnat ur eMessageRecover y interface to provide message recovery
functionality.

The Checksumclassis the base class for CRC (cyclic redundancy check) checksum
agorithms.

Thel ni ti al i zedMessageDi gest classisa subclass of the base class
MessageDi gest .

The KeyAgr eenent classisthe base class for key agreement algorithms such as
Diffie-Hellman and EC Diffie-Hellman [IEEE P1363].

The KeyBui | der classisakey object factory.

Thisclassis acontainer for akey pair (a public key and a private key).

The MessageDi gest classisthe base class for hashing agorithms.

The RandonDat a abstract classis the base class for random number generation.

The Si gnat ur e classisthe base class for Signature algorithms.

Crypt oExcept i on represents a cryptography-related exception.
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javacard.security AESKey
Declaration

javacard.security

AESK ey

All Superinterfaces. Keyqga, Secr et Key,ss

Declaration
public interface AESKey extends SecretKeys,s

Description
AESKey contains a 16/24/32 byte key for AES computations based on the Rijndael algorithm.

When the key datais set, the key isinitialized and ready for use.
Since: JavaCard 2.2

See Also: KeyBui | der 159, Si gnat ur e,og, j avacar dx. crypt o. G pher 546,
j avacar dx. crypt o. KeyEncrypti onyss

Member Summary
Methods

byte getKeyq49(byte[] keyData, short kOff)
voi d setKey;so(byte[] keyData, short kOff)

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs

M ethods

getKey(byte[] keyData, short kKOff)

public byte getKey(byte[] keyData, short kO f)
throws CryptoException

Returns the Key datain plain text. The length of output key datais 16/24/32 bytes. The data format is big-
endian and right-aligned (the least significant bit is the least significant bit of last byte).

Parameters:
keyDat a - byte array to return key data

kOf f - offset within keyDat a to start
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setKey(byte]] keyData, short kOff)

Returns: the byte length of the key data returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

e Crypt oExcepti on. UNI NI TI ALI ZED KEY if the key data has not been successfully initialized
since thetime theinitialized state of the key was set to false.

See Also: Keyga

setK ey(byte[] keyData, short kOff)

public void setKey(byte[] keyData, short kOf)
throws CryptoException, Null Poi nterException, ArraylndexQutOf BoundsException

Setsthe Key data. The plaintext length of input key datais 16/24/32 bytes. The dataformat is big-endian
and right-aligned (the least significant bit isthe least significant bit of last byte). Input key datais copied
into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , keyDat a isdecrypted using the
Ci pher object.

Parameters:
keyDat a - byte array containing key initialization data

kO f - offset within keyData to start

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. | LLEGAL_VALUE if input data decryption is required and fails.

Arrayl ndexCQut O BoundsExcepti onqj - if KOf f isnegative or the keyDat a array istoo
short.

Nul | Poi nt er Excepti on,s - if thekeyDat a parameterisnul | .
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javacard.security

Checksum

bj ect 55
I

javacard.security Checksum
Declaration

+--javacard. security. Checksum

Declaration

public abstract class Checksum

Description

The Checksumclassis the base class for CRC (cyclic redundancy check) checksum algorithms.
Implementations of Checksum algorithms must extend this class and implement all the abstract methods.

A tear or card reset event resets a Checksumobject to the initia state (state upon construction).
Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not

participate in the transaction.

Member Summary

Fields
static byte
static byte
Constructors
pr ot ect ed

M ethods
abstract short

abstract byte
static Checksumg,
abstract void
abstract void

ALG | S0B309_CRC165,
ALG | S0B309_CRC32;:,

Checksums,()

doFi nal 153(byte[] inBuff, short inOifset, short inLength,
byte[] outBuff, short outOfset)

get Al gorithmss()

get |l nstance;s3(byte al gorithm bool ean external Access)
initiss(byte[] bArray, short bOf, short bLen)

updat eqg54(byte[] inBuff, short inOfset, short inLength)

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5
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ALG_1SO3309_CRC16

Fields

ALG_ISO3309 CRC16
public static final byte ALG | SO8309_CRC16

I SO/IEC 3309 compliant 16 bit CRC agorithm. This algorithm uses the generator polynomial
XN16+x712+x75+1. The default initial checksum value used by this algorithm is 0. Thisagorithmis

also compliant with the frame checking sequence as specified in section 4.2.5.2 of the ISO/IEC 13239
specification.
To obtain the commonly used CCITT behavior:

« Initidize with OXFFFF viathei ni t () method

« One's complement the resullt.
Algorithm specifics:

* Theinput datais not reversed (reflected)

* The SO 3309 agorithm is used with the polynomial value 0x1021

» Theresulting 16 bit FCSis not reversed (reflected)

* The 16 hit FCSisxor'd with Ox FFFF. Thisis the CRC16 resullt.

ALG_ISO3309 CRC32
public static final byte ALG | SO8309 CRC32

I SO/IEC 3309 compliant 32 bit CRC algorithm. This algorithm uses the generator polynomial :  X*32
+XA26 +XN23 +XN22 +XN16 +XM12 +XAL1 +XA10 +XA8 +XAT +XAE +XNA +XN2 +X +1.
The default initial checksum value used by this algorithm is 0. This algorithm is also compliant with the
frame checking segquence as specified in section 4.2.5.3 of the | SO/IEC 13239 specification.

To obtain the PKZIP (also JDK ™ java.util.zip.CRC32 class) behavior:
« Initiaize with OXFFFFFFFF viathei ni t () method
Algorithm specifics:
* Theinput datais reversed (reflected)
» The SO 3309 agorithm is used with the polynomial value 0x04C11DB7
» Theresulting 32 bit FCSis reversed (reflected)
» Thereversed 32 bit FCSis xor'd with OxFFFFFFFF. Thisisthe CRC32 result.

Constructors

Checksum()
protected Checksun()
Protected Constructor
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doFinal (byte]] inBuff, short inOffset, short inLength, byte[] outBuff, short outOffset)

M ethods

doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short outOffset)

public abstract short doFinal (byte[] inBuff, short inOfset, short inLength, byte[]
out Buf f, short outOffset)

Generates a CRC checksum of al/last input data. The CRC engine processes input data starting with the
byte at offset i NnOF f set and continuing on until the byteat (i NnOf f set +i nLengt h- 1) of the
i nBuf f array. Within each byte the processing proceeds from the least significant bit to the most.

Completes and returns the checksum computation. The Checksumobject isreset to the initial state(state
upon construction) when this method completes.

Note:

e The ALG_ISO3309_CRC16 and ALG_IS03309_CRC32 algorithms reset the initial checksum value to
0. Theinitial checksumvalue can bere-initialized usingthe i ni t (byte[], short, short) 154

method.
The input and output buffer data may overlap.

Parameters:
i nBuf f - the input buffer of datato be checksummed

i nOF f set - the offset into the input buffer at which to begin checksum generation

i nLengt h - the byte length to checksum

out Buf f - the output buffer, may be the same as the input buffer

out O f set - the offset into the output buffer where the resulting checksum value begins
Returns: number of bytes of checksum output in out Buf f

getAlgorithm()
public abstract byte getAl gorithm()

Gets the Checksum algorithm. Valid codeslisted in ALG_* constants above, for example,
ALG_| SO3309_CRC16155.

Returns: the algorithm code defined above

getl nstance(byte algorithm, boolean exter nal Access)

public static final Checksums; getlnstance(byte al gorithm bool ean external Access)
throws CryptoException

Creates a Checksumobject instance of the selected algorithm.

Parameters:
al gori t hm- the desired checksum algorithm. Valid codeslisted in ALG_* constants above, for
example, ALG_| SGB309_CRC16455.

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the Check suminstance will also be accessed (viaa Shar eabl e. interface) when the owner
of the Checksuminstanceis not the currently selected applet. If t r ue the implementation must not
allocate CLEAR_ON_DESELECT transient space for internal data

Returns: the Checksumobject instance of the requested a gorithm.
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init(byte[] bArray, short bOff, short bLen)

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

init(byte[] bArray, short bOff, short bLen)

public abstract void init(byte[] bArray, short bOif, short bLen)
throws CryptoException

Resets and initializes the Check s umobject with the algorithm specific parameters.
Note:

e The ALG_1S03309 CRC16 algorithm expects 2 bytes of parameter informationin bAr r ay
representing the initial checksum value.

» The ALG_ISO3309_CRC32 algorithm expects 4 bytes of parameter informationin bAr r ay
representing the initial checksum value.

Parameters:
bAr r ay - byte array containing algorithm specific initialization information

bOF f - offset within bAr r ay where the algorithm specific data begins
bLen - byte length of algorithm specific parameter data

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if abyte array parameter option is not supported by the
agorithm or if the bLen isan incorrect byte length for the algorithm specific data.

update(byte[] inBuff, short inOffset, short inLength)
public abstract void update(byte[] inBuff, short inCifset, short inLength)

Accumulates a partial checksum of the input data. The CRC engine processes input data starting with the
byte at offset i NOF f set and continuing on until the byteat (i nCOf f set +i nLengt h- 1) of the
i nBuf f array. Within each byte the processing proceeds from the least significant bit to the most.

This method requires temporary storage of intermediate results. This may result in additional resource
consumption and/or slow performance. This method should only be used if al the input data required for
the checksum is not availablein one byte array. ThedoFi nal (byte[], short, short,
byte[], short) ;53 methodisrecommended whenever possible.

Note:
« IfinLength is O this method does nothing.

Parameters:
i nBuf f - theinput buffer of datato be checksummed

i nOF f set - the offset into the input buffer at which to begin checksum generation
i nLengt h - the byte length to checksum
See Also: doFi nal 153
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javacard.security CryptoException
Declaration

javacard.security

CryptoException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacard. security. Crypt oException

Declaration
public class CryptoException extends CardRuntineException,,

Description
Crypt oExcept i on represents a cryptography-related exception.
The API classes throw Java Card runtime environment-owned instances of Cr ypt oExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components.

See Also: KeyBui | der 1g9, MessageDi gest 5g3, Si gnat ur e,,6, RandonDat a,4,
javacar dx. crypt o. G pher 566

Member Summary
Fields

static short |LLEGAL_USE;5¢

static short |LLEGAL_VALUE,gg

static short [INVALID I N Ty56

static short NO _SUCH ALGORI THV 54

static short UNI N TIALI ZED KEY;s5¢
Constructors

Crypt oExcepti on;sg( Short reason)
M ethods
static void throwt,s7(short reason)

Inherited Member Summary

Methodsinherited from interface Car dRunt i mneExcepti on,
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ILLEGAL_USE

Inherited Member Summary

get Reason() 73, set Reason(short) ;3

Methods inherited from class Cbj ect ,5

equal s(Obj ect) »5

Fields

ILLEGAL_USE
public static final short |LLEGAL_USE

This reason code is used to indicate that the signature or cipher algorithm does not pad the incoming
message and the input message is not block aligned.

ILLEGAL _VALUE
public static final short |LLEGAL_VALUE

This reason code is used to indicate that one or more input parametersis out of alowed bounds.

INVALID_INIT
public static final short INVALID INIT

This reason code is used to indicate that the signature or cipher object has not been correctly initialized for
the requested operation.

NO_SUCH_ALGORITHM
public static final short NO SUCH ALGORI THM

This reason codeis used to indicate that the requested algorithm or key typeis not supported.

UNINITIALIZED_KEY
public static final short UNI N TIALI ZED KEY

This reason code is used to indicate that the key is uninitialized.

Constructors

CryptoException(short reason)
public CryptoException(short reason)

Constructs aCr ypt oExcept i on with the specified reason. To conserve on resources uset hr ow t ()
to use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception
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javacard.security CryptoException
throwlt(short reason)

M ethods

throwlt(short reason)

public static void throwt(short reason)

Throws the Java Card runtime environment-owned instance of Cr ypt oExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
Crypt oExcepti onqgg - always
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Declaration

javacard.security

DESKey

All Superinterfaces. Keyqga, Secr et Key,ss

Declaration
public interface DESKey extends SecretKeys,s

Description
DESKey contains an 8/16/24-byte key for single/2 key triple DES/3 key triple DES operations.

When the key datais set, the key isinitialized and ready for use.

See Also: KeyBui | der 159, Si gnat ur e,og, j avacar dx. crypt o. G pher 546,
j avacar dx. crypt o. KeyEncrypti onyss

Member Summary

Methods
byte getKey,sg(byte[] keyData, short kOff)
voi d setKey;sq(byte[] keyData, short kOff)

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs

M ethods

getKey(byte[] keyData, short kKOff)
public byte getKey(byte[] keyData, short kO f)

Returns the Key datain plain text. The length of output key datais 8 bytesfor DES, 16 bytes for 2-key
triple DES and 24 bytes for 3-key triple DES. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
keyDat a - byte array to return key data

kO f - offset within keyDat a to start
Returns: the byte length of the key data returned
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setKey(byte[] keyData, short kOff)

Throws:
Crypt oExcept i onqgg - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the key data has not been successfully initialized
since thetime theinitialized state of the key was set to false.

See Also: Keyga

setK ey(byte]] keyData, short kOff)

public void setKey(byte[] keyData, short kOf)
throws CryptoException, Null Poi nterException, ArraylndexQutOf BoundsException

Setsthe Key data. The plain text length of input key datais 8 bytesfor DES, 16 bytes for 2-key triple DES
and 24 bytes for 3-key triple DES. The dataformat is big-endian and right-aligned (the least significant bit
isthe least significant bit of last byte). Input key datais copied into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , keyDat a is decrypted using the
Ci pher object.

Parameters:
keyDat a - byte array containing key initialization data

kO f - offset within keyData to start

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. | LLEGAL_VALUE if input data decryption is required and fails.

Arrayl ndexCQut O BoundsExcepti onqj - if KOf f isnegative or the keyDat a array istoo
short

Nul | Poi nt er Except i on,s - if thekeyDat a parameter isnul |
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Declaration

javacard.security

DSAKey

All Known Subinterfaces: DSAPri vat eKey g4, DSAPUbI i cKey g6

Declaration
public interface DSAKey

Description

The DSAKey interface is the base interface for the DSA algorithm’s private and public key implementations. A
DSA private key implementation must also implement the DSAPr i vat eKey interface methods. A DSA public
key implementation must also implement the DSAPubl i cKey interface methods.

When all four components of the key (X or Y,RQ,G) are set, the key isinitialized and ready for use.

See Also: DSAPubl i cKey g6, DSAPri vat eKey g4, KeyBui | der 159, Si gnat ur e55g,
javacardx. crypt o. KeyEncrypti ony7s

Member Summary
Methods
short getGgo(byte[] buffer, short offset)
short getP.g(byte[] buffer, short offset)
short getQg(byte[] buffer, short offset)
voi d setGg(byte[] buffer, short offset, short |ength)
voi d setPigo(byte[] buffer, short offset, short |ength)
voi d set Qgo(byte[] buffer, short offset, short |ength)
Methods

getG(byte[] buffer, short offset)
public short getQ byte[] buffer, short offset)

Returns the base parameter value of the key in plain text. The dataformat is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the base parameter value begins
Returns: the byte length of the base parameter value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the base parameter has not been successfully
initialized since the time the initialized state of the key was set to false.
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getP(byte[] buffer, short offset)

See Also: Keyqga

getP(byte[] buffer, short offset)
public short getP(byte[] buffer, short offset)

Returns the prime parameter value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the prime parameter value starts
Returns: the byte length of the prime parameter val ue returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oExcepti on. UNI NI TI ALI ZED_KEY if the prime parameter has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Keyqga

getQ(byte]] buffer, short offset)
public short getQbyte[] buffer, short offset)

Returns the subprime parameter value of the key in plain text. The dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the subprime parameter value begins
Returns: the byte length of the subprime parameter value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the subprime parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyga

setG(byte]] buffer, short offset, short length)

public void set byte[] buffer, short offset, short |ength)
throws CryptoException

Setsthe base parameter value of the key. The plain text dataformat is big-endian and right-aligned (the | east
significant bit isthe least significant bit of last byte). Input base parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the base parameter value is decrypted
using the G pher object.
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setP(byte[] buffer, short offset, short length)

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the base parameter value begins
| engt h - the length of the base parameter value

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. | LLEGAL_VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setP(byte[] buffer, short offset, short length)

public void setP(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the prime parameter value of the key. The plain text data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input prime parameter datais copied into the
internal representation.

Note:

« If the key object implementsthej avacar dx. crypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the prime parameter valueis
decrypted using the Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the prime parameter value begins
| engt h - the length of the prime parameter value

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setQ(bytel] buffer, short offset, short length)

public void set(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the subprime parameter value of the key. The plain text dataformat is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input subprime parameter data is copied into the
internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the subprime parameter value is
decrypted using the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the subprime parameter value begins
| engt h - the length of the subprime parameter value
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setQ(byte[] buffer, short offset, short length)

Throws:
Crypt oExcept i onqgg - with the following reason code:

e Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.
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Declaration

javacard.security

DSAPrivateKey

All Superinterfaces. DSAKey 160, Key1ga, Pri vat eKeyopg

Declaration
public interface DSAPrivateKey extends PrivateKey,sg, DSAKeyqgq

Description
The DSAPr i vat eKey interface is used to sign data using the DSA algorithm. An implementation of
DSAPr i vat eKey interface must also implement the DSAKey interface methods.

When all four components of the key (X,PQ,G) are set, the key isinitialized and ready for use.

See Also: DSAPubl i cKey g6, KeyBui | der 159, Si gnat ur e,g,
j avacar dx. crypt o. KeyEncrypti ony;s

Member Summary

M ethods
short get Xqg4(byte[] buffer, short offset)
voi d setX;g5(byte[] buffer, short offset, short |ength)

Inherited Member Summary

M ethods inherited from interface DSAKey 1 g0

get X(byte[], short)ig9, getP(byte[], short) 51, getQ byte[], short)q,s;, set byte[],
short, short) 61, setP(byte[], short, short)q5,, setQbyte[], short, short) 4

Methodsinherited from interface Key g4

cl earKey() 1g4. 9etSize()1g4, getType()igs, islnitialized()gs

M ethods

getX(byte[] buffer, short offset)
public short getX(byte[] buffer, short offset)

Returns the value of the key in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer
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setX (byte[] buffer, short offset, short length)

of f set - the offset into the output buffer at which the key value starts
Returns: the byte length of the key value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the value of the key has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Keyga

setX(byte[] buffer, short offset, short length)

public void setX(byte[] buffer, short offset, short |ength)
throws CryptoException

Setsthe value of the key. When the base, prime and subprime parameters are initialized and the key valueis
set, the key isready for use. The plain text dataformat is big-endian and right-aligned (the least significant
bit is the least significant bit of last byte). Input key datais copied into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the modulus value begins
| engt h - the length of the modulus

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL_VALUE if theinput key data length is inconsistent with the
implementation or if input data decryption is required and fails.
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Declaration

javacard.security

DSAPublicKey

All Supe”nterfaces DSAKeyleo, Key184, Publ i CKey209

Declaration
public interface DSAPublicKey extends PublicKey,gg, DSAKeyigg

Description
The DSAPubl i cKey interfaceis used to verify signatures on signed data using the DSA agorithm. An
implementation of DSAPubl i cKey interface must also implement the DSAKey interface methods.

When all four components of the key (Y,PQ,G) are set, the key isinitialized and ready for use.

See Also: DSAPri vat eKey g4, KeyBui | der 1gg, Si gnat ur e,sg,
j avacar dx. crypt o. KeyEncrypti ony;s

Member Summary

M ethods
short getY,g(byte[] buffer, short offset)
void setVY;g7(byte[] buffer, short offset, short |ength)

Inherited Member Summary

M ethods inherited from interface DSAKey 1 g0

get X(byte[], short)ig9, getP(byte[], short) 51, getQ byte[], short)q,s;, set byte[],
short, short) 61, setP(byte[], short, short)q5,, setQbyte[], short, short) 4

Methodsinherited from interface Key g4

cl earKey() 1g4. 9etSize()1g4, getType()igs, islnitialized()gs

M ethods

getY (byte[] buffer, short offset)
public short getY(byte[] buffer, short offset)

Returns the value of the key in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer
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setY (byte[] buffer, short offset, short length)

of f set - the offset into the input buffer at which the key value starts
Returns: the byte length of the key value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the value of the key has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Keyga

setY (byte[] buffer, short offset, short length)

public void setY(byte[] buffer, short offset, short |ength)
throws CryptoException

Setsthe value of the key. When the base, prime and subprime parameters are initialized and the key valueis
set, the key isready for use. The plain text dataformat is big-endian and right-aligned (the least significant
bit is the least significant bit of last byte). Input key datais copied into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the key value begins
| engt h - the length of the key value

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL_VALUE if theinput key data length is inconsistent with the
implementation or if input data decryption is required and fails.
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Declaration

javacard.security

ECKey

All Known Subinterfaces. ECPri vat eKeyq75, ECPubl i cKeyq77

Declaration
public interface ECKey

Description

The ECKey interface is the base interface for the EC agorithm'’s private and public key implementations. An
EC private key implementation must also implement the ECPr i vat eKey interface methods. An EC public
key implementation must also implement the ECPubl i cKey interface methods.

The equation of the curvesfor keysof type TYPE_EC FP_PUBLI Cor TYPE_EC FP_PRI VATEisy"2 =x"3
+ A * x + B. The equation of the curves for keys of type TYPE_EC F2M PUBLI Cor

TYPE_EC F2M PRI VATEisy"2 +x* y=x"3+ A * x"2 + B.

The notation used to describe parameters specific to the EC algorithm is based on the naming conventions
established in [|EEE P1363].

See Also: ECPubl i cKey77, ECPri vat eKeyq7s, KeyBui | der 1gg, Si gnat ur ey,
j avacar dx. crypt o. KeyEncrypti on,;5, KeyAgr eenment ;gg

Member Summary

Methods
short getAjgg(byte[] buffer, short offset)
short getBjgo(byte[] buffer, short offset)
short getFieldigg(byte[] buffer, short offset)
short getGy;o(byte[] buffer, short offset)
short get K;70()
short getRy7o(byte[] buffer, short offset)
voi d setAj71(byte[] buffer, short offset, short |ength)
voi d setBj7i(byte[] buffer, short offset, short |ength)
voi d setFiel dF2M;(short e)
voi d setFiel dF2M7o(short el, short e2, short e3)
voi d setFiel dFPy73(byte[] buffer, short offset, short |ength)
voi d setGy,3(byte[] buffer, short offset, short |ength)
voi d setK;74(short K)
voi d setRy74(byte[] buffer, short offset, short |ength)
Methods

getA(byte[] buffer, short offset)

public short getA(byte[] buffer, short offset)
throws CryptoException
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getB(byte[] buffer, short offset)

Returns the first coefficient of the curve of the key. For keys of type TYPE_EC _FP_PRI VATE or
TYPE_EC FP_PUBLI C, thisisthe value of A asan integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC _F2M PRI VATE or

TYPE_EC_F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of A in the field. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the coefficient value isto begin
Returns: the byte length of the coefficient

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the coefficient of the curve of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyga

getB(byte]] buffer, short offset)

public short getB(byte[] buffer, short offset)
throws CryptoException

Returns the second coefficient of the curve of the key. For keys of type TYPE_EC FP_PRI VATE or
TYPE_EC FP_PUBLI C, thisisthe value of B as an integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC _F2M PRI VATE or

TYPE_EC_F2M PUBLI C, the bit representation of this value specifies a polynomial with binary
coefficients which represents the value of B in the field. The plain text data format is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the coefficient value isto begin
Returns: the byte length of the coefficient

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the second coefficient of the curve of the key has
not been successfully initialized since the time the initialized state of the key was set to false.

See Also: Key184

getField(byte[] buffer, short offset)

public short getField(byte[] buffer, short offset)
throws CryptoException

Returns the field specification parameter value of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC _FP_PUBLI C, thisisthe value of the prime p corresponding to the field GF(p). For keys of type
TYPE_EC F2M PRI VATEor TYPE_EC F2M PUBLI C, itisthevaluewhose bit representation specifies
the polynomial with binary coefficients used to define the arithmetic operationsin the field GF(2"n) The
plain text dataformat is big-endian and right-aligned (the least significant bit is the least significant bit of
last byte).
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getG(byte[] buffer, short offset)

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the parameter value isto begin
Returns: the byte length of the parameter

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oExcepti on. UNI NI TI ALI ZED_KEY if thefield specification parameter value of the key
has not been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

getG(byte][] buffer, short offset)

public short getQ byte[] buffer, short offset)
throws CryptoException

Returns the fixed point of the curve. The point is represented as an octet string in compressed or
uncompressed forms as per ANSI X9.62. The plain text data format is big-endian and right-aligned (the
least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the point specification datais to begin
Returns: the byte length of the point specification

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the fixed point of the curve of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

getK ()

public short getK()
throws CryptoException

Returns the cofactor of the order of the fixed point G of the curve.
Returns: the value of the cofactor

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. UNI NI TI ALI ZED KEY if the cofactor of the order of the fixed point G of
the curve of the key has not been successfully initialized since the time the initialized state of the key
was set to false.

See Also: Keyiga

getR(byte[] buffer, short offset)

public short getR(byte[] buffer, short offset)
throws CryptoException
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setA(byte[] buffer, short offset, short length)

Returns the order of the fixed point G of the curve. The plain text data format is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the input buffer at which the order begins
Returns: the byte length of the order

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the order of the fixed point G of the curve of the
key has not been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

setA(byte[] buffer, short offset, short length)

public void set A(byte[] buffer, short offset, short |ength)
throws CryptoException

Setsthefirst coefficient of the curve of the key. For keys of type TYPE_EC_FP_PRI VATE or

TYPE_EC FP_PUBLI C, thisisthe value of A asan integer modulo the field specification parameter p,
that is, an integer in therange O to p-1. For keys of type TYPE_EC _F2M PRI VATE or

TYPE_EC_F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of A in the field. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte). Input parameter datais copied into
theinternal representation.

Note:

« |f the key object implementsthej avacar dx. crypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the key value is decrypted using the
Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the coefficient value begins
| engt h - the byte length of the coefficient value

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if theinput parameter datais inconsistent with the key
length or if input data decryption is required and fails.

setB(byte[] buffer, short offset, short length)

public void setB(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the second coefficient of the curve of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC_FP_PUBLI C, thisisthe value of B as an integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC F2M PRI VATE or

TYPE_EC _F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of B in the field. The plain text data format is big-endian and right-
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setFieldF2M (short €)

aligned (the least significant bit is the least significant bit of last byte). Input parameter datais copied into
the internal representation.

Note:

« If the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the coefficient value begins
| engt h - the byte length of the coefficient value

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if theinput parameter datais inconsistent with the key
length or if input data decryption is required and fails.

setFieldF2M (short €)

public void setFiel dF2M short e)
throws CryptoException

Sets the field specification parameter value for keys of type TYPE_EC _F2M PUBLI Cor
TYPE_EC _F2M PRI VATE in the case where the polynomial is atrinomial, of the form x*n + x"e + 1
(where n isthe bit length of the key). It isrequired that n > e > 0.

Parameters:
e - the vaue of the intermediate exponent of the trinomial

Throws:
Crypt oExcept i onqgg - with the following reason codes:

e Crypt oException. | LLEGAL VALUE if theinput parameter eisnot suchthat 0<e<n.

» Crypt oExcepti on. NO_SUCH ALGORI THMif the key is neither of type
TYPE_EC _F2M PUBLI Cnor TYPE_EC F2M PRI VATE.

setFieldF2M (short €1, short €2, short €3)

public void setFiel dF2M short el, short e2, short e3)
throws CryptoException

Sets the field specification parameter value for keys of type TYPE_EC _F2M PUBLI Cor

TYPE_EC _F2M PRI VATE in the case where the polynomial is a pentanomial, of the form x*n + x*el +
x"e2 + x"e3 + 1 (where nisthe bit length of the key). It isrequired for all ei whereei ={el, €2, €3} that n
>e >0.

Parameters:
el - the value of thefirst of the intermediate exponents of the pentanomial

e2 - the value of the second of the intermediate exponent of the pentanomial
e3 - the value of the third of the intermediate exponents

Throws:
Crypt oExcept i onqgg - with the following reason codes:
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setFieldFP(byte[] buffer, short offset, short length)

» Crypt oException. | LLEGAL VALUE if theinput parametersel whereei ={el, e2, e3} are
not such that for all e, n>ei > 0.

* Crypt oExcepti on. NO_SUCH ALGORI THMIf the key is neither of type
TYPE_EC _F2M PUBLI Cnor TYPE_EC F2M PRI VATE.

setFieldFP(byte[] buffer, short offset, short length)

public void setFiel dFP(byte[] buffer, short offset, short Iength)
throws CryptoException

Sets the field specification parameter value for keys of type TYPE_EC FP_PRI VATE or
TYPE_EC_FP_PUBLI C. The specified value is the prime p corresponding to the field GF(p). The plain
text dataformat is big-endian and right-aligned (the least significant bit is the least significant bit of last
byte). Input parameter datais copied into the internal representation.

Note:

« If the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the byte length of the parameter value

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if theinput parameter datais inconsistent with the key
length or if input data decryption is required and fails.

» Crypt oExcepti on. NO SUCH ALGORI THMif the key is neither of type
TYPE_EC_FP_PUBLI Cnor TYPE_EC_FP_PRI VATE.

setG(byte][] buffer, short offset, short length)

public void set byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the fixed point of the curve. The point should be specified as an octet string as per ANSI X9.62. A
specific implementation need not support the compressed form, but must support the uncompressed form of
the point. The plain text dataformat is big-endian and right-aligned (the least significant bit is the least
significant bit of last byte). Input parameter datais copied into the internal representation.

Note:

« If the key object implementsthej avacar dx. crypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the point specification begins
| engt h - the byte length of the point specification
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setK (short K)

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if theinput parameter dataformat isincorrect, or if the
input parameter data is inconsistent with the key length, or if input data decryption is required and
fails.

setK (short K)
public void setK(short K)

Sets the cofactor of the order of the fixed point G of the curve. The cofactor need not be specified for the
key to beinitialized. However, the Key Agr eenent algorithm type ALG_EC_SVDP_DHC requires that
the cofactor, K, beinitialized.

Parameters:
K - the value of the cofactor

setR(byte[] buffer, short offset, short length)

public void setR(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the order of the fixed point G of the curve. The plain text dataformat is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte). Input parameter datais copied into the
internal representation.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the order begins
| engt h - the byte length of the order

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if the input parameter datais inconsistent with the key
length, or if input data decryption is required and fails.

Note:

* |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the key value is decrypted using the
Ci pher object.
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Declaration

javacard.security

ECPrivateKey

All Superinterfaces. ECKeygg, Key1gs, Pri vat eKeyoog

Declaration
public interface ECPrivateKey extends PrivateKey,sg, ECKeyigg

Description

The ECPri vat eKey interface is used to generate signatures on data using the ECDSA (Elliptic Curve Digital
Signature Algorithm) and to generate shared secrets using the ECDH (Elliptic Curve Diffie-Hellman)
agorithm. An implementation of ECPr i vat eKey interface must also implement the ECKey interface
methods.

When all components of thekey (S, A, B, G, R, Field) are set, the key isinitialized and ready for use. In
addition, the Key Agr eenent algorithm type ALG_EC_SVDP_DHC requires that the cofactor, K, be
initialized.

The notation used to describe parameters specific to the EC algorithm is based on the naming conventions
established in [|EEE P1363].

See Also: ECPubl i cKeyq77, KeyBui | der 1gg, Si gnat ur e,
javacar dx. crypt o. KeyEncrypti on,;s5, KeyAgr eenment ;gg

Member Summary

Methods
short getS;;6(byte[] buffer, short offset)
voi d setS;;6(byte[] buffer, short offset, short |ength)

Inherited Member Summary

Methods inherited from interface ECKey 165

get A(byte[], short)q,gg, getB(byte[], short) g9, getField(byte[], short) g9,

get J(byte[], short)q,79, getK()q70, getR(byte[], short) 79, setA(byte[], short,

short) 171, setB(byte[], short, short)q7q, setFieldF2Mshort) 75, setFi el dF2M short,
short, short)q7,, setFieldFP(byte[], short, short)q73, setQ byte[], short, short) 73,
set K(short) 174, setR(byte[], short, short) 74

Methodsinherited from interface Key g4

cl earKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs
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getS(byte[] buffer, short offset)

M ethods

getS(byte[] buffer, short offset)

public short getS(byte[] buffer, short offset)
throws CryptoException

Returns the value of the secret key in plaintext form. The dataformat is big-endian and right-aligned (the
least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the input buffer at which the secret value isto begin
Returns: the byte length of the secret value

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the value of the secret key has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyga

setS(byte[] buffer, short offset, short length)

public void setS(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the value of the secret key. The plain text data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input parameter datais copied into the interna
representation.

Note:

« If the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the secret value isto begin
| engt h - the byte length of the secret value

Throws:
Crypt oExcept i onqgg - with the following reason code:

« Crypt oExcepti on. | LLEGAL_VALUE if theinput key dataisinconsistent with the key length or
if input data decryption isrequired and fails.
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Declaration

javacard.security

ECPublicKey

All Supe”nterfaces ECKey168, Key184, Publ i CKeyzog

Declaration
public interface ECPublicKey extends PublicKey,gg, ECKeygg

Description

The ECPubl i cKey interface is used to verify signatures on signed data using the ECDSA algorithm and to
generate shared secrets using the ECDH algorithm. An implementation of ECPubl i cKey interface must also
implement the ECKey interface methods.

When all components of the key (W, A, B, G, R, Field) are set, the key isinitialized and ready for use.

The notation used to describe parameters specific to the EC algorithm is based on the naming conventions
established in [|EEE P1363].

See Also: ECPri vat eKey 75, KeyBui | der 1gg, Si gnat ur e,g,
j avacar dx. crypt o. KeyEncrypti on,;5, KeyAgr eement ;gg

Member Summary

M ethods
short getWvg(byte[] buffer, short offset)
void setW,g(byte[] buffer, short offset, short |ength)

Inherited Member Summary

Methods inherited from interface ECKey 165

get A(byte[], short),es, getB(byte[], short) g9, getField(byte[], short) g9,

get G(byte[], short) 79, getK() 179, getR(byte[], short)q 79, setA(byte[], short,
short) 71, setB(byte[], short, short)q,;;, setFieldF2Mshort);7,, setFi el dF2M short,
short, short),7,, setFieldFP(byte[], short, short)q;3, setQ byte[], short, short) 73,
setK(short) 74, setR(byte[], short, short) 74

Methodsinherited from interface Key 154

cl earKey() 154, 9etSize()1g4, getType()q1gs, islnitialized()gs
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getW (byte[] buffer, short offset)

M ethods

getW (byte[] buffer, short offset)

public short getWbyte[] buffer, short offset)
throws CryptoException

Returns the point of the curve comprising the public key in plain text form. The point is represented as an
octet string in compressed or uncompressed forms as per ANSI X9.62. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the point specification dataisto begin
Returns: the byte length of the point specification

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the point of the curve comprising the public key
has not been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

setW (byte[] buffer, short offset, short length)

public void setWhyte[] buffer, short offset, short |ength)
throws CryptoException

Sets the point of the curve comprising the public key. The point should be specified as an octet string as per
ANSI X9.62. A specific implementation need not support the compressed form, but must support the
uncompressed form of the point. The plain text data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the point specification begins
| engt h - the byte length of the point specification

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oExcepti on. | LLEGAL_VALUE if theinput parameter dataformat is incorrect, or if the
input parameter data is inconsistent with the key length, or if input data decryption is required and
fails.
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Declaration

javacard.security

HMACKey

All Superinterfaces. Keyqga, Secr et Key,ss

Declaration
public interface HVACKey extends SecretKey,,g

Description

HMACKey contains akey for HMAC operations. This key can be of any length, but it is strongly recommended
that the key is not shorter than the byte length of the hash output used in the HMAC implementation. Keyswith
length greater than the hash block length are first hashed with the hash algorithm used for the HMAC
implementation.

Implementations must support an HMAC key length equal to the length of the supported hash algorithm block
size (e.g 64 bitsfor SHA-1)

When the key datais set, the key isinitialized and ready for use.

Since: 2.2.2

See Also: KeyBui | der 1gg, Si gnat ur e,og, j avacar dx. crypt o. G pher 546,
j avacar dx. crypt o. KeyEncrypti ony;s

Member Summary

M ethods
byte getKey,79(byte[] keyData, short kOff)
voi d setKeyigo(byte[] keyData, short kO f, short kLen)

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 154, 9etSize()1g4, getType()q1gs, islnitialized()gs

M ethods

getKey(byte[] keyData, short kOff)
public byte getKey(byte[] keyData, short kO f)
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setKey(byte]] keyData, short kOff, short KL en)

Returns the Key datain plain text. The key can be any length, but should be longer than the byte length of
the hash algorithm output used. The data format is big-endian and right-aligned (the least significant bit is
the least significant bit of last byte).

Parameters:
keyDat a - byte array to return key data

kOf f - offset within keyDat a to start
Returns: the byte length of the key data returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the key data has not been successfully initialized
since the time the initialized state of the key was set to false.

See Also: Keyiga

setKey(byte[] keyData, short kKOff, short kL en)

public void setKey(byte[] keyData, short kO f, short kLen)
throws CryptoException, Null PointerException, ArraylndexQutOf BoundsException

Setsthe Key data. The dataformat is big-endian and right-aligned (the least significant bit is the least
significant bit of last byte). Input key datais copied into the internal representation.

Note:

« If the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , keyDat a is decrypted using the
Ci pher object.

Parameters:
keyDat a - byte array containing key initialization data

kO f - offset within keyData to start
kLen - the byte length of the key initialization data

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if input data decryption is required and fails.

Arrayl ndexCQut O BoundsExcepti onqz - if KOF f isnegative or the keyDat a array istoo
short

Nul | Poi nt er Except i on,s - if thekeyDat a parameter isnul |
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Declaration

javacard.security

InitializedM essageDigest

bj ect 55
I

+- - MessageDi gest 53

+--javacard. security.InitializedMessageDi gest

Declaration
public abstract class InitializedMessageDi gest extends MessageDi gest g3

Description

Thel nitializedMessageDi gest classisasubclass of the base class MessageDi gest . Thisclassis
used to generate a hash representing a specified message but with the additional capability to initialize the
starting hash value corresponding to a previously hashed part of the message. |mplementations of
InitializedMessageDi gest agorithms must extend this class and implement all the abstract methods.

A tear or card reset event resetsal ni ti al i zedMessageDi gest object to theinitial state (state upon
construction).

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Since: 2.2.2

Member Summary

Constructors
protected InitializedMessageDi gest 1g5()

Methods
abstract void setlnitialDigestqgo(byte[] initialDigestBuf, short
initial DigestOfset, short initial DigestLength, byte[]
di gest edMsgLenBuf, short digestedMsgLenOf fset, short
di gest edMsgLenLengt h)

Inherited Member Summary

Fieldsinherited from class MessageDi gest g3

ALG MD5,0,, ALG RI PEMD160,p,, ALG SHAyp,, ALG SHA 256,05, ALG SHA 384,04,
ALG SHA 512,0,, LENGTH MD5,0,, LENGTH_RI PEMD160,0s, LENGTH SHAyps, LENGTH SHA 256,s,
LENGTH_SHA 384,55, LENGTH SHA 512,05

Methodsinherited from class MessageDi gest g3
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InitializedM essageDigest()

Inherited Member Summary

doFi nal (byte[], short, short, byte[], short),gs, getAl gorithn()sge,
getlnitializedMessageDi gestlnstance(byte, bool ean),ps getlnstance(byte, bool ean) 5gg,
get Lengt h() g7, reset(),g7, update(byte[], short, short) g7

M ethodsinherited from class bj ect 55

equal s(Obj ect) 55

Constructors

I nitializedM essageDigest()
protected InitializedMessageDi gest ()

protected constructor

M ethods

setinitialDigest(byte[] initial DigestBuf, short initialDigestOffset, short initialDigestL ength, byte[]
digestedM sgL enBuf, short digestedM sgL enOffset, short digestedM sgL enL ength)
public abstract void setlnitial Digest(byte[] initialDi gestBuf, short
initial DigestOfset, short initial DigestLength, byte[] digestedMsgLenBuf, short
di gest edMsgLenOf f set, short di gest edMsgLenLengt h)
throws CryptoException
This method initializes the starting hash value in place of the default value used by the MessageDi gest
superclass. The starting hash value represents the previously computed hash (using the same agorithm) of
thefirst part of the message. The remaining bytes of the message must be presented to this
InitializedMessageDi gest object viatheupdat e and doFi nal methods to generate the final
message digest.
Note:
« The maximum allowed value of the byte length of the first part of the message is algorithm specific

Parameters:
i nitial D gestBuf -input buffer containing the starting hash value representing the previously
computed hash (using the same algorithm) of first part of the message

initial D gest O fset -offsetintoi ni ti al Di gest Buf array whereinitial digest value data
begins

i nitial D gestLength -thelengthof dataini ni ti al Di gest Buf array.

di gest edMsgLenBuf - the byte array containing the number of bytesin thefirst part of the message
that has previously been hashed to obtain the specified initial digest value value

di gest edMsgLenO f set - the offset within di gest edMsgLenBuf where the digested length
begins(the bytes starting at this offset for di gest edMsgLenLengt h bytes are concatenated to form
the actual digested message length value)

di gest edMsgLenlLengt h - byte length of the digested length
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setlnitial Digest(byte[] initial DigestBuf, short initial DigestOffset, short initial DigestL ength, byte[]

Throws:
Crypt oExcept i onqgg - with the following reason codes:
e Crypt oException. | LLEGAL_VALUE if the parameteri ni ti al Di gest Lengt h isnot
equal to the length of message digest of the algorithm (see LENGTH_* constants LENGTH_SHA,q5)
or if the number of bytesin thefirst part of the message that has previously been hashed is 0 or not a
multiple of the algorithm’s block size or greater than the maximum Iength supported by the algorithm
(see ALG_* agorithm descriptions ALG_SHAS4).
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Declaration

javacard.security
Key

All Known Subinterfaces. AESKey 149, DESKey 55, DSAPr i vat eKey g4, DSAPUbI i cKey g6,
ECPri vat eKey 75, ECPubl i cKey 77, HVACKey 179, Kor eanSEEDKey g4, Pri vat eKey g,
Publ i cKey,qg, RSAPTi vat eCr t Key,,3, RSAPr i vat eKey,q9, RSAPUbI i cKeyyoo,

Secr et Keyyog

Declaration
public interface Key

Description

The Key interface is the base interface for all keys.

A Key object setsitsinitialized state to true only when all the associated Key object parameters have been set at
least once since the time the initialized state was set to false.

A newly created Key object setsitsinitialized state to false. Invocation of the cl ear Key() method setsthe
initialized state to false. A key with transient key data sets itsinitialized state to false on the associated clear
events.

See Also: KeyBui | der ;g9

Member Summary
Methods
void cl earKeyjga()
short getSizeqgs()
byte get Type;gs()
bool ean islnitializedgs()
M ethods
clearKey()

public void clearKey()
Clearsthe key and setsitsinitialized state to false.

getSize()
public short getSize()

Returns the key size in number of bits.

Returns: the key size in number of bits
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getType()

getType()
public byte get Type()

Returns the key interface type.

Returns: the key interface type. Valid codes listed in TYPE_* constants See
TYPE_DES_TRANSI ENT_RESET{g4.

See Also: KeyBui | der g9

islnitialized()
public boolean islnitialized()
Reports the initialized state of the key. Keys must be initialized before being used.

A Key object setsitsinitialized state to true only when all the associated Key object parameters have been
set at least once since the time the initialized state was set to false.

A newly created Key object setsitsinitialized state to false. Invocation of the cl ear Key() method sets
theinitialized state to false. A key with transient key data setsits initialized state to false on the associated
clear events.

Returns: tr ue if the key has beeninitialized
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Declaration

javacard.security

KeyAgreement

bj ect 55
I

+--javacard. security. KeyAgr eenent

Declaration
public abstract class KeyAgreenent

Description

The KeyAgr eenment classisthe base class for key agreement algorithms such as Diffie-Hellman and EC
Diffie-Hellman [IEEE P1363]. Implementations of Key Agr eement algorithms must extend this class and
implement all the abstract methods. A tear or card reset event resets an initialized Key Agr eenment object to
the state it was in when previoudly initialized viaacal toi nit ().

Member Summary

Fields
static byte ALG EC_SVDP_DHgg
static byte ALG EC _SVDP_DHC, g7
Constructors
protected KeyAgreenent g7()
Methods

abstract short generateSecret g;(byte[] publicData, short publicOfset, short
publicLength, byte[] secret, short secretffset)
abstract byte getAlgorithmgs()
static KeyAgreenent ;g5 getlnstance;gg(byte al gorithm bool ean external Access)
abstract void initqgg(PrivateKeyygg privKey)

Inherited Member Summary

Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

ALG_EC SvDP_DH
public static final byte ALG EC SVDP_DH
Elliptic curve secret value derivation primitive, Diffie-Hellman version, as per [|EEE P1363].
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ALG_EC SVDP DHC

ALG_EC_SVDP DHC
public static final byte ALG EC SVDP_DHC

Elliptic curve secret value derivation primitive, Diffie-Hellman version, with cofactor multiplication, as per
[|EEE P1363]. (output value isto be equal to that from ALG_EC SVDP_DH)

Constructors

KeyAgreement()
protected KeyAgreenent ()
Protected constructor.

M ethods

gener ateSecret(byte[] publicData, short publicOffset, short publicL ength, byte[] secret, short
secretOffset)

public abstract short generateSecret(byte[] publicData, short publicOfset, short
publicLength, byte[] secret, short secretOfset)
throws CryptoException

Generates the secret data as per the requested algorithm using the Pr i vat eKey specified during
initialization and the public key data provided. Note that in the case of the algorithms ALG_EC_SVDP_DH
and ALG_EC SVDP_DHC the public key data provided should be the public €liptic curve point of the
second party in the protocol, specified as per ANSI X9.62. A specific implementation need not support the
compressed form, but must support the uncompressed form of the point.

Parameters:
publ i cDat a - buffer holding the public data of the second party

publ i cOf f set - offset into the publicData buffer at which the data begins

publ i cLengt h - byte length of the public data

secr et - buffer to hold the secret output

secret O f set - offset into the secret array at which to start writing the secret
Returns. byte length of the secret

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if thepubl i cDat a dataformat isincorrect, or if the
publ i cDat a dataisinconsistent with the Pr i vat eKey specified during initialization.

« Crypt oException. | NVALI D_I NI T if thisKeyAgr eenent object isnot initialized.

getAlgorithm()
public abstract byte getAl gorithn()
Gets the KeyAgreement algorithm.
Returns: the algorithm code defined above
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getlnstance(byte algorithm, boolean external Access)

getlnstance(byte algorithm, boolean exter nal Access)

public static final KeyAgreenent,gg getlnstance(byte al gorithm bool ean external Access)
throws CryptoException

CreatesaKeyAgr eenent object instance of the selected algorithm.

Parameters:

al gor i t hm- the desired key agreement algorithm Valid codes listed in ALG_* constants above, for
example, ALG_EC_SVDP_DH, g¢.

ext er nal Access -if t r ue indicates that the instance will be shared among multiple applet
instances and that the Key Agr eenent instance will also be accessed (viaa Shar eabl e interface)
when the owner of the Key Agr eenrent instance is not the currently selected applet. If t r ue the
implementation must not alocate CLEAR_ON_DESELECT transient space for internal data.

Returns: the KeyAgreement object instance of the requested algorithm

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

init(Pri vat eKey,qgg privkey)
public abstract void init(PrivateKeysog privKey)
throws CryptoException
Initializes the object with the given private key.
Parameters:
pri vKey - the private key
Throws:
Crypt oExcept i onqgs - with the following reason codes:

» Crypt oExcepti on. | LLEGAL_VALUE if theinput key type isinconsistent with the
KeyAgr eenent algorithm, for example, if the Key Agr eenent algorithmisALG _EC_SVDP_DH
and the key typeis TYPE_RSA PRI VATE, or if pri vKey isinconsistent with the implementation.

e Crypt oException. UNI NI TI ALI ZED_KEY if pri vKey isuninitiaized, or if the
KeyAgr eenent algorithmissetto ALG EC SVDP_DHC and the cofactor, K, has not been
successfully initialized since the time the initialized state of the key was set to false.
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javacard.security

KeyBuilder

ij ect 55
|

+--javacard. security. KeyBui | der

Declaration
public class KeyBuil der

Description
TheKeyBui | der classisakey object factory.

KeyBuilder

Declaration

Member Summary

Fields
static short LENGIH AES 128:9g
static short LENGIH AES 1929
static short LENGIH AES 256:9g
static short LENGIH DES;g;
static short LENGIH DES3_2KEY;g;
static short LENGIH DES3_3KEY;g;
static short LENGIH DSA 1024,9,
static short LENGIH DSA 512;9;
static short LENGIH DSA 76819
static short LENGIH EC F2M 113,94
static short LENGIH EC F2M 131,94
static short LENGIH EC F2M 16319,
static short LENGIH EC F2M 193,94
static short LENGIH EC FP_112:g,
static short LENGIH EC FP_128:g,
static short LENGIH EC FP_160:g,
static short LENGIH EC FP_192:9,
static short LENGIH HVAC SHA 1 BLOCK 6419,
static short LENGTH HVAC SHA 256_BLOCK 6449,
static short LENGTH HVAC SHA 384 _BLOCK 12849,
static short LENGTH HVAC SHA 512 BLOCK 12849,
static short LENGIH KOREAN SEED 1289,
static short LENGIH RSA 102495
static short LENGIH RSA 1280:93
static short LENGIH RSA 153693
static short LENGIH RSA 1984935
static short LENGIH RSA 204893
static short LENGIH RSA 512;93
static short LENGIH RSA 736193
static short LENGIH RSA 76893

static short LENGIH RSA 896,93
static byte TYPE AES g3
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Inherited Member Summary

Member Summary

static byte TYPE_AES_TRANSI ENT_DESELECT,g3
static byte TYPE_AES_TRANSI ENT_RESET;g4

static byte TYPE DES g4

static byte TYPE_DES_TRANSI ENT_DESELECT;g4
static byte TYPE_DES_TRANSI ENT_RESET;g4

static byte TYPE_DSA PRI VATE;g,

static byte TYPE_DSA PUBLI Cyg4

static byte TYPE_EC F2M PRI VATE g4

static byte TYPE_EC F2M PUBLI C g4

static byte TYPE_EC FP_PRI VATE;g4

static byte TYPE_EC FP_PUBLI Cig5

static byte TYPE HVAC g5

static byte TYPE_HVAC_TRANSI ENT_DESELECT,g5
static byte TYPE_HVAC TRANSI ENT_RESET;g5

static byte TYPE _KOREAN _SEED, g5

static byte TYPE_KOREAN_SEED TRANSI ENT_DESELECT,g5
static byte TYPE_KOREAN_SEED TRANSI ENT_RESET;g5
static byte TYPE_RSA _CRT_PRI VATE;g5

static byte TYPE_RSA PRI VATE;gq

static byte TYPE_RSA PUBLI C gg

M ethods

static Key;gs buil dKey,gg(byte keyType, short keylLength,
keyEncrypti on)

bool ean

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

Fields

LENGTH_AES 128
public static final short LENGTH AES_128

AESKey Length LENGTH_AES 128 = 128,

LENGTH_AES 192
public static final short LENGTH AES 192

AES Key Length LENGTH_AES_192 = 192.

LENGTH_AES 256
public static final short LENGTH AES 256

AES Key Length LENGTH_AES_256 = 256.
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LENGTH_DES
public static final short LENGTH _DES

DES Key Length LENGTH_DES = 64.

LENGTH_DES3 2KEY
public static final short LENGTH DES3_2KEY

DESKey Length LENGTH_DES3_2KEY = 128.

LENGTH_DES3 3KEY
public static final short LENGTH DES3_3KEY

DES Key Length LENGTH_DES3_3KEY = 192.

LENGTH_DSA 1024
public static final short LENGTH DSA 1024

DSA Key Length LENGTH_DSA 1024 = 1024.

LENGTH_DSA 512
public static final short LENGTH DSA 512

DSA Key Length LENGTH_DSA 512 =512.

LENGTH_DSA_768
public static final short LENGTH DSA 768

DSA Key Length LENGTH_DSA_768 = 768.

LENGTH_EC_F2M_113
public static final short LENGTH EC F2M 113
EC Key Length LENGTH_EC _F2M 113 = 113.

LENGTH_EC_F2M 131
public static final short LENGTH EC F2M 131

EC Key Length LENGTH_EC_F2M 131 = 131.

LENGTH_EC F2M 163
public static final short LENGTH EC F2M 163

EC Key Length LENGTH_EC_F2M 163 = 163.

LENGTH_EC_F2M 193
public static final short LENGTH EC F2M 193

EC Key Length LENGTH_EC_F2M 193 = 193.

KeyBuilder

LENGTH_DES
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LENGTH_EC FP 112

LENGTH_EC_FP_112
public static final short LENGTH EC FP_112

EC Key Length LENGTH_EC_FP_112 = 112.

LENGTH_EC FP_128
public static final short LENGTH EC FP_128

EC Key Length LENGTH_EC_FP_128 = 128.

LENGTH_EC_FP_160
public static final short LENGTH EC FP_160

EC Key Length LENGTH_EC_FP_160 = 160.

LENGTH_EC FP_192
public static final short LENGTH EC FP_192

EC Key Length LENGTH_EC_FP_192 = 192.

LENGTH_HMAC_SHA 1 BLOCK_64
public static final short LENGTH HVAC SHA 1 BLOCK 64

HMAC Key Length LENGTH HVAC_SHA 1 BLOCK_64 = 64.

LENGTH_HMAC_SHA 256 BLOCK_64
public static final short LENGTH HVAC SHA 256 BLOCK 64

HMAC Key Length LENGTH_HVAC_SHA 256 _BLOCK_64 = 64.

LENGTH_HMAC SHA 384 BLOCK 128
public static final short LENGIH HVAC SHA 384 BLOCK 128
HMAC Key Length LENGTH_HVAC SHA 384 BLOCK 128 = 64.

LENGTH_HMAC_SHA 512 BLOCK 128
public static final short LENGTH HVAC SHA 512 BLOCK 128

HMAC Key Length LENGTH_HVAC_SHA 512 BLOCK_128 = 64.

LENGTH_KOREAN_SEED 128
public static final short LENGTH KOREAN SEED 128

Korean Seed Key Length LENGTH_KOREAN_SEED 128 =128.

LENGTH_RSA 1024
public static final short LENGTH RSA 1024

RSA Key Length LENGTH_RSA 1024 = 1024.
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LENGTH_RSA_1280
public static final short LENGTH RSA 1280

RSA Key Length LENGTH_RSA_1280 = 1280.

LENGTH_RSA 1536
public static final short LENGTH RSA 1536
RSA Key Length LENGTH_RSA 1536 = 1536.

LENGTH_RSA 1984
public static final short LENGTH RSA 1984

RSA Key Length LENGTH _RSA 1984 = 1984.

LENGTH_RSA_2048
public static final short LENGTH RSA 2048
RSA Key Length LENGTH_RSA 2048 = 2048.

LENGTH_RSA 512
public static final short LENGTH RSA 512

RSA Key Length LENGTH_RSA 512 =512.

LENGTH_RSA_736
public static final short LENGTH RSA 736

RSA Key Length LENGTH _RSA 736 = 736.

LENGTH_RSA_768
public static final short LENGTH RSA 768
RSA Key Length LENGTH_RSA 768 = 768.

LENGTH_RSA 89
public static final short LENGTH RSA 896

RSA Key Length LENGTH_RSA_896 = 896.

TYPE_AES
public static final byte TYPE_AES

Key object which implements interface type AESKey with persistent key data.

TYPE_AES TRANSIENT_DESELECT

public static final byte TYPE_AES TRANSI ENT_DESELECT

KeyBuilder

LENGTH_RSA_1280

Key object which implements interface type AESKey with CLEAR_ON_DESEL ECT transient key data.

This Key object implicitly performsacl ear Key() on power on, card reset and appl et deselection.
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TYPE_AES TRANSIENT_RESET

TYPE_AES TRANSIENT _RESET
public static final byte TYPE_AES TRANSI ENT_RESET

Key object which implements interface type AESKey with CLEAR_ON_RESET transient key data.

This Key object implicitly performsacl ear Key() on power on or card reset.

TYPE_DES
public static final byte TYPE _DES

Key object which implements interface type DESKey with persistent key data.

TYPE_DES TRANSIENT_DESELECT
public static final byte TYPE_DES TRANSI ENT_DESELECT

Key object which implements interface type DESKey with CLEAR_ON_DESEL ECT transient key data.
This Key object implicitly performsacl ear Key() on power on, card reset and appl et deselection.

TYPE_DES TRANSIENT _RESET
public static final byte TYPE_DES TRANSI ENT_RESET

Key object which implements interface type DESKey with CLEAR_ON_RESET transient key data.

This Key object implicitly performsacl| ear Key() on power on or card reset.

TYPE_DSA PRIVATE
public static final byte TYPE _DSA PRI VATE

Key object which implements the interface type DSAPr i vat eKey for the DSA algorithm.

TYPE_DSA_PUBLIC
public static final byte TYPE_DSA PUBLIC

Key object which implements the interface type DSAPubl i cKey for the DSA algorithm.

TYPE_EC_F2M_PRIVATE
public static final byte TYPE_EC F2M PRI VATE

Key object which implements the interface type ECPr i vat eKey for EC operations over fields of
characteristic 2 with polynomia basis.

TYPE_EC_F2M_PUBLIC
public static final byte TYPE_EC F2M PUBLI C

Key object which implements the interface type ECPubl i cKey for EC operations over fields of
characteristic 2 with polynomia basis.

TYPE_EC_FP_PRIVATE
public static final byte TYPE_EC FP_PRI VATE

Key object which implements the interface type ECPr i vat eKey for EC operations over large prime
fields.
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TYPE_EC FP PUBLIC

TYPE_EC_FP _PUBLIC
public static final byte TYPE_EC FP_PUBLIC

Key object which implements the interface type ECPubl i cKey for EC operations over large prime fields.

TYPE_ HMAC
public static final byte TYPE HVAC

Key object which implements interface type HVACKey with persistent key data.

TYPE_HMAC TRANSIENT_DESELECT
public static final byte TYPE_HVMAC TRANSI ENT_DESELECT

Key object which implements interface type HVACKey with CLEAR_ON_DESEL ECT transient key data.
This Key object implicitly performsacl| ear Key() on power on or card reset.

TYPE HMAC TRANSIENT _RESET
public static final byte TYPE_HMAC TRANSI ENT_RESET

Key object which implements interface type HVACKey with CLEAR_ON_RESET transient key data.

This Key object implicitly performsacl| ear Key() on power on or card reset. Note, thereis no length
constant associated with HMAC, since the specification states that the key can have any length.

TYPE_KOREAN_SEED
public static final byte TYPE_KOREAN SEED

Key object which implements interface type Kor eanSEEDKey with persistent key data.

TYPE_KOREAN_SEED _TRANSIENT_DESELECT
public static final byte TYPE_KOREAN_SEED TRANSI ENT_DESELECT

Key object which implements interface type Kor eanSEEDKey with CLEAR_ON_DESELECT transient
key data.

ThisKey object implicitly performsacl| ear Key() on power on or card reset.

TYPE_KOREAN_SEED TRANSIENT_RESET
public static final byte TYPE_KOREAN SEED TRANSI ENT_RESET

Key object which implements interface type Kor eanSEEDKey with CLEAR_ON_RESET transient key
data.

This Key object implicitly performsacl ear Key() on power on or card reset.

TYPE_RSA_CRT_PRIVATE
public static final byte TYPE_RSA CRT_PRI VATE

Key object which implements interface type RSAPr i vat eCr t Key which uses Chinese Remainder
Theorem.
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TYPE_RSA_PRIVATE

TYPE_RSA_PRIVATE
public static final byte TYPE_RSA PRI VATE
Key object which implements interface type RSAPr i vat eKey which uses modulus/exponent form.

TYPE_RSA_PUBLIC
public static final byte TYPE_RSA PUBLIC
Key object which implements interface type RSAPubl i cKey.

M ethods

buildKey(byte keyType, short keyL ength, boolean keyEncryption)

public static Keyygq buil dKey(byte keyType, short keylLength, bool ean keyEncryption)
throws CryptoException

Creates uninitialized cryptographic keysfor signature and cipher algorithms. Only instances created by this

method may be the key objects used to initialize instances of Si gnat ur e, G pher and KeyPai r. Note
that the object returned must be cast to their appropriate key type interface.

Parameters:
keyType - thetype of key to be generated. Valid codes listed in TYPE_* constants. See
TYPE_DES_TRANSI ENT_RESET{94.

keyLengt h - thekey sizein bits. The valid key bit lengths are key type dependent. Some common
key lengths are listed above above in the LENGTH_* constants. See LENGTH_DES, g;.

keyEncrypti on -if t r ue this boolean requests a key implementation which implements the
j avacar dx. crypt o. KeyEncr ypti on interface. The key implementation returned may
implement thej avacar dx. crypt o. KeyEncr ypt i on interface even when this parameter is
fal se.

Returns: the key object instance of the requested key type, length and encrypted access

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm associated with the
specified type, size of key and key encryption interface is not supported.
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Declaration

javacard.security

KeyPair

bj ect 55
I

+--javacard. security. KeyPai r

Declaration
public final class KeyPair

Description
Thisclassis acontainer for akey pair (apublic key and a private key). It does not enforce any security, and,
when initialized, should be treated like a PrivateKey.

In addition, this class features a key generation method.

SeeAI&) Publ i CKeyzog, Pri vat EKeyzog

Member Summary

Fields
static byte ALG DSA;gg
static byte ALG EC F2Mgg
static byte ALG EC FPygg
static byte ALG RSA;gg
static byte ALG RSA CRTigg
Constructors
KeyPai r 19g(byte al gorithm short keyLength)
KeyPai r 1g9( Publ i cKey,gg9 publi cKey, PrivateKey,gg privateKey)
Methods
voi d genKeyPai r 199()
Privat eKey,gg get Private,go()
Publ i cKey,gg get Publ i cogq()

Inherited Member Summary

Methods inherited from class Cbj ect ,5

equal s(Qbj ect) ,5
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ALG DSA

Fields

ALG_DSA
public static final byte ALG DSA
KeyPai r object containing a DSA key pair.

ALG_EC F2M
public static final byte ALG EC F2M

KeyPai r object containing an EC key pair for EC operations over fields of characteristic 2 with
polynomial basis.

ALG_EC FP
public static final byte ALG EC FP
KeyPai r object containing an EC key pair for EC operations over large prime fields

ALG_RSA
public static final byte ALG RSA

KeyPai r object containing a RSA key pair.

ALG_RSA _CRT
public static final byte ALG RSA CRT
KeyPai r object containing a RSA key pair with private key in its Chinese Remainder Theorem form.

Constructors

KeyPair (byte algorithm, short keylL ength)

public KeyPair(byte algorithm short keylLength)
throws CryptoException

Constructs aKeyPai r instance for the specified algorithm and keylength; the encapsulated keys are
uninitialized. To initialize the KeyPai r instance use the genKeyPai r () method.

The encapsulated key objects are of the specified keyLengt h size and implement the appropriate Key
interface associated with the specified algorithm (example - RSAPubl i cKey interface for the public key
and RSAPr i vat eKey interface for the private key within an ALG_RSA key pair).

Notes:

» The key objects encapsulated in the generated KeyPai r object need not support the
KeyEncr ypti on interface.

Parameters:
al gori t hm- the type of algorithm whose key pair needs to be generated. Valid codes listed in
ALG_* constants above. See ALG_RSA; g5.
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KeyPair(Publ i cKey yq9 publicKey, Pri vat eKey 5og privateKey)

keyLengt h - thekey sizein bits. The valid key bit lengths are key type dependent. See the
KeyBui | der class.

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm associated with the
specified type, size of key is not supported.

See Also: KeyBui | der 19, Si gnat ur e556, j avacar dx. crypt o. G pher 566,
javacar dx. crypt o. KeyEncrypti ony;s

KeyPair (Publ i cKey,qg publicKey, Pri vat eKey,qg privateKey)

publ i c KeyPair (PublicKey,qq publicKey, PrivateKey,gg privateKey)
throws CryptoException

Constructs anew KeyPai r object containing the specified public key and private key.

Note that this constructor only stores references to the public and private key components in the generated
KeyPai r object. It does not throw an exception if the key parameter objects are uninitialized.

Parameters:
publ i cKey - the public key.

pri vat eKey - the private key.

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. | LLEGAL_VALUE if theinput parameter key objects are mismatched -
different algorithms or different key sizes. Parameter values are not checked.

* Crypt oExcepti on. NO_SUCH_ALGORI THMif the algorithm associated with the specified type,
size of key is not supported.

M ethods

genKeyPair ()
public final void genKeyPair()
throws CryptoException

(Re)Initializes the key objects encapsulated in this KeyPai r instance with new key values. Theinitialized
public and private key objects encapsulated in thisinstance will then be suitable for use with the

Si gnat ur e, G pher and KeyAgr eenent objects. Aninternal secure random number generator is
used during new key pair generation.

Notes:

* For the RSA algorithm, if the exponent value in the public key object is pre-initialized, it will be
retained. Otherwise, a default value of 65537 will be used.

 For the DSA algorithm, if the p, g and g parameters of the public key object are pre-initialized, they will
be retained. Otherwise, default precomputed parameter sets will be used. The required default
precomputed values are listed in Appendix B of Java Cryptography Architecture APl Specification &
Reference document.

« For the EC casg, if the Field, A, B, G and R parameters of the public key object are pre-initialized, then
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javacard.security
getPrivate()

they will be retained. Otherwise default pre-specified values MAY be used (e.g. WAP predefined
curves), since computation of random generic EC keysisinfeasible on the smart card platform.

« If the time taken to generate the key values is excessive, the implementation may automatically request
additional APDU processing time from the CAD.

Throws:
Crypt oExcept i onqg5 - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if the pre-initialized exponent value parameter in the

RSA public key or the pre-initialized p, g, g parameter set in the DSA public key or the pre-initialized
Field, A, B, G and R parameter set in public EC key isinvalid.

See Also: j avacard. f ranmewor k. APDU,3, Si gnat ur e,,g,j avacar dx. crypt o. G pher g6,
RSAPubl i CKey222, ECKeleS, DSAKeylGO
getPrivate()
public PrivateKey,gg getPrivate()

Returns areference to the private key component of this KeyPai r object.
Returns. areference to the private key.

getPublic()
publ i c PublicKey,g9 get Public()

Returns areference to the public key component of thisKeyPai r object.
Returns. areference to the public key.
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Declaration

javacard.security

KoreanSEEDK ey

All Superinterfaces. Keyqga, Secr et Key,ss

Declaration
public interface KoreanSEEDKey extends Secret Key,,g

Description
Kor eanSEEDKey contains an 16-byte key for Korean Seed Algorithm operations.

When the key datais set, the key isinitialized and ready for use.

Since: 2.2.2

See Also: KeyBui | der 159, Si gnat ur e,og, j avacar dx. crypt o. G pher 546,
j avacar dx. crypt o. KeyEncrypti onyss

Member Summary

Methods
byte getKeyygi(byte[] keyData, short kOff)
voi d setKey,go(byte[] keyData, short kOff)

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs

M ethods

getKey(byte[] keyData, short kKOff)
public byte getKey(byte[] keyData, short kO f)

Returns the Key datain plain text. The length of output key datais 16 bytes for Korean Seed Algorithm.
The dataformat is big-endian and right-aligned (the least significant bit is the least significant bit of last
byte).

Parameters:
keyDat a - byte array to return key data

kO f - offset within keyDat a to start

KoreanSEEDKey 201



KoreanSEEDK ey javacard.security
setKey(byte]] keyData, short kOff)

Returns: the byte length of the key data returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

e Crypt oExcepti on. UNI NI TI ALI ZED KEY if the key data has not been successfully initialized
since thetime theinitialized state of the key was set to false.

See Also: Keyga

setK ey(byte[] keyData, short kOff)

public void setKey(byte[] keyData, short kOf)
throws CryptoException, Null Poi nterException, ArraylndexQutOf BoundsException

Setsthe Key data. The plain text length of input key datais The dataformat is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte). Input key datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , keyDat a isdecrypted using the
Ci pher object.

Parameters:
keyDat a - byte array containing key initialization data

kO f - offset within keyData to start

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. | LLEGAL_VALUE if input data decryption is required and fails.

Arrayl ndexCQut O BoundsExcepti onqj - if KOf f isnegative or the keyDat a array istoo
short

Nul | Poi nt er Except i on,s - if thekeyDat a parameter isnul |
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Declaration

javacard.security

MessageDigest

bj ect 55
I

+--javacard. security. MessageDi gest

Direct Known Subclasses: | nitial i zedMessageDi gest 151

Declaration
public abstract class MessageDi gest

Description

The MessageDi gest classisthe base class for hashing algorithms. Implementations of MessageDi gest
algorithms must extend this class and implement all the abstract methods.

A tear or card reset event resetsaMessageDi gest object to theinitia state (state upon construction).

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Member Summary

Fields
static byte ALG MD5,q4
static byte ALG Rl PEMD160,g4
static byte ALG SHAyg,
static byte ALG SHA 256,94
static byte ALG SHA 384,q,
static byte ALG SHA 512,94
static byte LENGTH MD5,g4
static byte LENGTH Rl PEMD160,q5
static byte LENGTH SHAyg5
static byte LENGTH SHA 25655
static byte LENGTH SHA 3845
static byte LENGTH SHA 512,45
Constructors
protected MessageDi gest 5o5()
M ethods

abstract short doFinal ,o5(byte[] inBuff, short inOifset, short inLength,
byte[] outBuff, short outOfset)
abstract byte getAl gorithmgg()
static getlnitializedMessageDi gestlnstance,gg(byte al gorithm bool ean
InitializedMessageDi ge external Access)
Sti1s1

stati c MessageDi gest,g3 getlnstanceygg(byte al gorithm bool ean external Access)

abstract byte getlLengthyg7()

abstract void reset,g7()
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Inherited Member Summary

Member Summary

abstract void update,gz(byte[] inBuff, short inOfset, short inLength)

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5

Fields

ALG_MD5
public static final byte ALG M)

Message Digest algorithm MD5. The block size used by this algorithm is 64 bytes.

ALG_RIPEMD160
public static final byte ALG Rl PEMD160
Message Digest algorithm RIPE MD-160. The block size used by this algorithm is 64 bytes.

ALG_SHA
public static final byte ALG SHA
Message Digest algorithm SHA. The block size used by this algorithm is 64 bytes.

ALG_SHA_256
public static final byte ALG SHA 256
Message Digest algorithm SHA-256. The block size used by this algorithm is 64 bytes.

ALG_SHA 384
public static final byte ALG SHA 384
Message Digest algorithm SHA-384. The block size used by this algorithm is 128 bytes.

ALG_SHA _ 512
public static final byte ALG SHA 512
Message Digest algorithm SHA-512. The block size used by this algorithm is 128 bytes.

LENGTH_MD5
public static final byte LENGIH_MD5

Length of digest in bytesfor SHA
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LENGTH_RIPEMD160

LENGTH_RIPEMD160
public static final byte LENGIH_RI PEMD160

Length of digest in bytes for RIPE MD-160

LENGTH_SHA
public static final byte LENGIH SHA

Length of digest in bytes for SHA-256

LENGTH_SHA_256
public static final byte LENGTH SHA 256

Length of digest in bytesfor MD5

LENGTH_SHA 384
public static final byte LENGTH SHA 384

Length of digest in bytes for SHA-384

LENGTH_SHA_512
public static final byte LENGTH SHA 512

Length of digest in bytesfor SHA-512

Constructors

M essageDigest()
protected MessageDi gest ()
Protected Constructor

M ethods

doFinal(byte[] inBuff, short inOffset, short inL ength, byte[] outBuff, short outOffset)

public abstract short doFinal (byte[] inBuff, short inOfset, short inLength, byte[]
out Buf f, short outOffset)
throws CryptoException

Generates a hash of all/last input data. Compl etes and returns the hash computation after performing final
operations such as padding. The MessageDi gest objectisreset to theinitial state after thiscall is made.

The input and output buffer data may overlap.

Parameters:
i nBuf f - theinput buffer of datato be hashed

i nOF f set - the offset into the input buffer at which to begin hash generation
i nLengt h - the byte length to hash
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getAlgorithm()

out Buf f - the output buffer, may be the same as the input buffer
out Of f set - the offset into the output buffer where the resulting hash value begins
Returns: number of bytes of hash output in out Buf f

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL USE if the accumulated message length is greater than the
maximum length supported by the algorithm.

getAlgorithm()
public abstract byte getAl gorithm()
Gets the Message digest algorithm.
Returns: the algorithm code defined above

getlnitializedM essageDigest| nstance(byte algorithm, boolean exter nal Access)

public static final InitializedMessageDi gestq g, getlnitializedMessageDi gestlnstance(byte
al gorithm bool ean external Access)
throws CryptoException

Createsal ni ti al i zedMessageDi gest object instance of the selected algorithm.

Parameters:
al gori t hm- the desired message digest algorithm. Valid codeslisted in ALG_* constants above, for

example, ALG_SHA, 4.

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
andthatthel ni ti al i zedMessageDi gest instance will also be accessed (viaa Shar eabl e.
interface) when the owner of thel ni ti al i zedMessageDi gest instanceis not the currently
selected applet. If t r ue the implementation must not allocate CLEAR_ON_DESELECT transient
space for internal data.

Returns: thel niti al i zedMessageDi gest object instance of the requested algorithm

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

Since: 2.2.2

getlnstance(byte algorithm, boolean exter nal Access)

public static final MessageDi gest,g3 getlnstance(byte al gorithm bool ean external Access)
throws CryptoException

CreatesaMessageDi gest object instance of the selected algorithm.

Parameters:
al gori t hm- the desired message digest algorithm. Valid codeslisted in ALG_* constants above, for

example, ALG_SHA, 4.

ext er nal Access -t r ue indicatesthat the instance will be shared among multiple applet instances
and that the MessageDi gest instancewill also be accessed (viaa Shar eabl e. interface) when the
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getLength()

owner of the MessageDi gest instanceis not the currently selected applet. If t r ue the
implementation must not allocate CLEAR_ON_DESELECT transient space for internal data.

Returns: the MessageDi gest object instance of the requested algorithm

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

getLength()
public abstract byte getlLength()
Returns the byte length of the hash.
Returns. hash length

reset()

public abstract void reset()

Resetsthe MessageDi gest object to theinitial state for further use.

update(byte[] inBuff, short inOffset, short inL ength)

public abstract void update(byte[] inBuff, short inCifset, short inLength)
throws CryptoException

Accumulates a hash of the input data. This method requires temporary storage of intermediate results. In
addition, if theinput datalength isnot block aligned (multiple of block size) then additional internal storage
may be allocated at this time to store a partial input data block. This may result in additional resource
consumption and/or slow performance. This method should only be used if al the input data required for
the hash is not available in one byte array. If all of the input data required for the hashislocated in asingle
byte array, use of thedoFi nal () method is recommended. ThedoFi nal () method must be called to
complete processing of input data accumulated by one or more callsto the updat e() method.

Note:
« If i nLengt h is0 this method does nothing.

Parameters:
i nBuf f - the input buffer of data to be hashed

i nOF f set - the offset into the input buffer at which to begin hash generation
i nLengt h - the byte length to hash

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oExcepti on. | LLEGAL_USE if the accumulated message length is greater than the
maximum length supported by the algorithm.

See Also: doFi nal 55
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Declaration

javacard.security

PrivateKey

All Superinterfaces. Keyqga

All Known Subinterfaces. DSAPri vat eKey g4, ECPri vat eKeyq75, RSAPri vat eCrt Keyoqs,
RSAPr i vat eKey,qg

Declaration
public interface PrivateKey extends Key gy

Description
ThePri vat eKey interface isthe base interface for private keys used in asymmetric algorithms.

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 1g4. 9etSize() 184, getType()qgs, islnitialized()gs
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Declaration

javacard.security

PublicKey

All Superinterfaces. Keyqga

All Known Subinterfaces: DSAPubl i cKey g, ECPUbl i cKeyq77, RSAPUbl i cKey oo

Declaration
public interface PublicKey extends Keyigs

Description
The Publ i cKey interface is the base interface for public keys used in asymmetric algorithms.

Inherited Member Summary

Methodsinherited from interface Key g4

clearKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs
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Declaration

javacard.security

RandomData

bj ect 55
I

+--javacard. security. RandonDat a

Declaration
public abstract class RandonData

Description

The RandonDat a abstract class is the base class for random number generation. Implementations of
RandonDat a algorithms must extend this class and implement all the abstract methods.

Member Summary

Fields
static byte ALG PSEUDO RANDOW, ;g
static byte ALG SECURE_RANDOW,;;
Constructors
protected RandonDatayqq()
M ethods

stati ¢ RandonData,;y getlnstance,i;(byte al gorithn

abstract void generateDatay;i(byte[] buffer, short offset, short |ength)

abstract void setSeed,qq(byte[] buffer, short offset,

Inherited Member Summary

Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

ALG_PSEUDO_RANDOM
public static final byte ALG PSEUDO RANDOM

Utility pseudo-random number generation algorithms. The random number sequence generated by this

algorithm need not be the same even if seeded with the same seed data.

Even if atransaction isin progress, the update of the internal state shall not participate in the transaction.
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ALG_SECURE_RANDOM

ALG_SECURE_RANDOM
public static final byte ALG SECURE_RANDOM
Cryptographically secure random number generation algorithms.

Constructors

RandomData()
prot ected RandonDat a()
Protected constructor for subclassing.

M ethods

generateData(byt€[] buffer, short offset, short length)

public abstract void generateData(byte[] buffer, short offset, short |ength)
throws CryptoException

Generates random data.

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer
| engt h - the length of random datato generate

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if thel engt h parameter is zero.

getl nstance(byte algorithm)

public static final RandonData,;y getlnstance(byte al gorithm
throws CryptoException

CreatesaRandonDat a instance of the selected algorithm. The pseudo random RandonDat a instance's
seed isinitialized to ainternal default value.

Parameters:

al gor i t hm- the desired random number algorithm. Valid codeslisted in ALG_* constants above.
See ALG_PSEUDO_RANDOM 1 -

Returns. the RandomnDat a object instance of the requested algorithm

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm is not supported.

setSeed(byte[] buffer, short offset, short length)
public abstract void setSeed(byte[] buffer, short offset, short |ength)
Seeds the random data generator.
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setSeed(byte[] buffer, short offset, short length)

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer
| engt h - the length of the seed data
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javacard.security RSAPrivateCrtKey
Declaration

javacard.security

RSAPrivateCrtKey

All Superinterfaces. Keyqga, Pri vat eKeysgg

Declaration
public interface RSAPrivateCrtKey extends PrivateKey,gg

Description
The RSAPr i vat eCrt Key interface is used to sign data using the RSA agorithm in its Chinese Remainder
Theorem form. It may also be used by thej avacar dx. cr ypt o. G pher classto encrypt/decrypt messages.

Let S= m? mod n, where mis the datato be signed, d is the private key exponent, and n is private key modulus
composed of two prime numbers p and g. The following names are used in the initializer methods in this
interface:

* B the prime factor p

* Q, the prime factor q

» PQ=q"modp

DP1=dmod (p-1)

DQl=dmod(qg- 1)

When all five components (P,Q,PQ,DP1,DQ1) of the key are set, the key isinitialized and ready for use.

See Als0: RSAPri vat eKey,qg, RSAPUbI i cKeysyo, KeyBui | der 159, Si gnat ur e556,
javacardx. crypt o. Ci pher 566, j avacar dx. crypt o. KeyEncrypti ony7s

Member Summary
Methods

short getDPl,i4(byte[] buffer, short offset)

short getDQl,yi4(byte[] buffer, short offset)

short getPyi4(byte[] buffer, short offset)

short getPQ,5(byte[] buffer, short offset)

short get Q5(byte[] buffer, short offset)

voi d setDPl,;5(byte[] buffer, short offset, short |ength)
voi d setDQly g(byte[] buffer, short offset, short |ength)
voi d setPyg(byte[] buffer, short offset, short |ength)

void setPQy 7(byte[] buffer, short offset, short Iength)
voi d set Q) 7(byte[] buffer, short offset, short |ength)
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from interface Key g4

clearKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs

M ethods

getDP1(byte[] buffer, short offset)
public short getDP1l(byte[] buffer, short offset)

Returns the value of the DP1 parameter in plain text. The dataformat is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the DP1 parameter value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the value of DP1 parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyga

getDQ1(byte[] buffer, short offset)
public short getDQL(byte[] buffer, short offset)

Returns the value of the DQ1 parameter in plain text. The data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the DQ1 parameter value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the value of DQ1 parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

getP(byte[] buffer, short offset)
public short getP(byte[] buffer, short offset)

Returnsthe value of the P parameter in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).
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getPQ(byte[] buffer, short offset)

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the P parameter val ue returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oExcepti on. UNI NI TI ALI ZED_KEY if the value of P parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

getPQ(byte[] buffer, short offset)
public short getPQ byte[] buffer, short offset)

Returns the value of the PQ parameter in plain text. The data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the PQ parameter value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oExcepti on. UNI NI TI ALI ZED_KEY if the value of PQ parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

getQ(bytel] buffer, short offset)
public short getQbyte[] buffer, short offset)

Returnsthe value of the Q parameter in plain text. The dataformat is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the Q parameter value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the value of Q parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

setDP1(byte[] buffer, short offset, short length)

public void setDP1(byte[] buffer, short offset, short |ength)
throws CryptoException
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setDQ1(byte[] buffer, short offset, short length)

Sets the value of the DP1 parameter. The plain text dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input DP1 parameter datais copied into the internal
representation.

Note:

« If the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the

Ci pher object specified viaset KeyGi pher () isnot nul |, the DP1 parameter valueis decrypted
using the G pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the length of the parameter

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setDQ1(byte[] buffer, short offset, short length)

public void setDQL(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the value of the DQ1 parameter. The plain text data format is big-endian and right-aligned (the least

significant bit isthe least significant bit of last byte). Input DQ1 parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyC pher () isnotnul | ,the DQ1 parameter valueis decrypted
using the Gi pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - thelength of the parameter

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oExcepti on. | LLEGAL_VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setP(byte[] buffer, short offset, short length)

public void setP(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the value of the P parameter. The plain text data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input P parameter datais copied into the interna
representation.

Note:
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setPQ(byte]] buffer, short offset, short length)

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the P parameter value is decrypted
using the G pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - thelength of the parameter

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setPQ(byte[] buffer, short offset, short length)

public void setPQ byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the value of the PQ parameter. The plain text data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input PQ parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the PQ parameter value is decrypted
using the G pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the length of the parameter

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setQ(bytel] buffer, short offset, short length)

public void set(byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the value of the Q parameter. The plain text data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input Q parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
G pher object specified viaset KeyCi pher () isnot nul | , the Q parameter value is decrypted
using the G pher object.
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setQ(byte[] buffer, short offset, short length)

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the length of the parameter

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. | LLEGAL_VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.
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Declaration

javacard.security

RSAPrivateK ey

All Superinterfaces. Keyqga, Pri vat eKeysgg

Declaration
public interface RSAPrivateKey extends PrivateKey,gg

Description
The RSAPr i vat eKey classis used to sign data using the RSA algorithm in its modulus/exponent form. It
may also be used by thej avacar dx. cr ypt 0. G pher classto encrypt/decrypt messages.

When both the modulus and exponent of the key are set, the key isinitialized and ready for use.

See Also: RSAPubl i cKeygy,, RSAPri vat eCrt Keyoq3z, KeyBui | der 1gg, Si gnat ur o,
j avacar dx. crypt o. Ci pher 546, ] avacar dx. crypt o. KeyEncrypti ony;s

Member Summary
Methods

short get Exponent,i9(byte[] buffer, short offset)

short get Modul usoyg(byte[] buffer, short offset)
voi d set Exponent 550(byte[] buffer, short offset, short |ength)
voi d set Mbdul us,,,(byte[] buffer, short offset, short |ength)

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs

M ethods

getExponent(bytel] buffer, short offset)
public short get Exponent(byte[] buffer, short offset)

Returns the private exponent value of the key in plain text. The dataformat is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the exponent value begins

RSAPrivateKey 219



RSAPrivateK ey javacard.security
getModulus(byte[] buffer, short offset)

Returns: the byte length of the private exponent value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the private exponent value of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyga

getM odulus(byt€[] buffer, short offset)
public short getMdul us(byte[] buffer, short offset)

Returns the modulus value of the key in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the modulus value starts
Returns: the byte length of the modulus value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the modulus value of the key has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

setExponent(byte[] buffer, short offset, short length)

public void set Exponent (byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the private exponent value of the key. The plain text data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input exponent datais copied into the internal
representation.

Note:

« If the key object implementsthej avacar dx. crypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnotnul |, the exponent value is decrypted using
the Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the exponent value begins
| engt h - thelength of the exponent

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if the input exponent data length isinconsistent with the
implementation or if input data decryption is required and fails.
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setM odulus(byte[] buffer, short offset, short length)

setM odulus(byt€[] buffer, short offset, short length)

public void set Mdul us(byte[] buffer, short offset, short Iength)
throws CryptoException

Sets the modulus value of the key. The plain text data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input modulus data is copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
G pher object specified viaset KeyCi pher () isnot nul | , the modulus value is decrypted using
the Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the modulus value begins
| engt h - the length of the modulus

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oExcepti on. | LLEGAL_VALUE if the input modulus data length isinconsistent with the
implementation or if input data decryption is required and fails.
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Declaration

javacard.security

RSAPublicKey

All Superinterfaces. Keyqga, Publ i cKeys,gg

Declaration
public interface RSAPublicKey extends PublicKeyygg

Description
The RSAPubl i cKey isused to verify signatures on signed data using the RSA algorithm. It may aso used by
thej avacar dx. crypt 0. G pher classto encrypt/decrypt messages.

When both the modulus and exponent of the key are set, the key isinitialized and ready for use.

See Also: RSAPri vat eKey,qg, RSAPri vat eCrt Key,q3, KeyBui | der 1gg, Si gnat ur e,
j avacar dx. crypt o. Ci pher 546, ] avacar dx. crypt o. KeyEncrypti ony;s

Member Summary

M ethods
short get Exponent ooo(byte[] buffer, short offset)
short get Modul us,y3(byte[] buffer, short offset)
voi d set Exponent 5o3(byte[] buffer, short offset, short |ength)
voi d set Mbdul us,o4(byte[] buffer, short offset, short |ength)

Inherited Member Summary

Methodsinherited from interface Key 154

cl earKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs

M ethods

getExponent(bytel] buffer, short offset)
public short get Exponent(byte[] buffer, short offset)

Returns the public exponent value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the exponent value begins
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getModulus(byte[] buffer, short offset)

Returns: the byte length of the public exponent returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oExcepti on. UNI NI TI ALI ZED_KEY if the public exponent value of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyga

getM odulus(byt€[] buffer, short offset)
public short getMdul us(byte[] buffer, short offset)

Returns the modulus value of the key in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the input buffer at which the modulus value starts
Returns: the byte length of the modulus value returned

Throws:
Crypt oExcept i onqgg - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the modulus value of the key has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Keyiga

setExponent(byte[] buffer, short offset, short length)

public void set Exponent (byte[] buffer, short offset, short |ength)
throws CryptoException

Sets the public exponent value of the key. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input exponent datais copied into the internal
representation.

Notes:

« All implementations must support exponent values up to 4 bytes in length. Implementations may also
support exponent values greater than 4 bytesin length.

« If the key object implementsthej avacar dx. crypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the exponent value is decrypted using
the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the exponent value begins
| engt h - the byte length of the exponent

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oException. | LLEGAL VALUE if the input exponent data length isinconsistent with the
implementation or if input data decryption is required and fails or if the implementation does not
support the specified exponent length.
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setM odulus(byte[] buffer, short offset, short length)

setM odulus(byt€[] buffer, short offset, short length)

public void set Mdul us(byte[] buffer, short offset, short Iength)
throws CryptoException

Sets the modulus value of the key. The plaintext data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input modulus data is copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
G pher object specified viaset KeyCi pher () isnot nul | , the modulus value is decrypted using
the Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the modulus value begins
| engt h - the byte length of the modulus

Throws:
Crypt oExcept i onqgg - with the following reason code:

» Crypt oExcepti on. | LLEGAL_VALUE if the input modulus data length isinconsistent with the
implementation or if input data decryption is required and fails.

224  Java Card APl Specificationv2.2.2 « March 2006



javacard.security SecretKey
Declaration

javacard.security

SecretKey

All Superinterfaces. Keyqga

All Known Subinterfaces: AESKey 149, DESKey 155, HVACKeyY 179, Kor eanSEEDKey 501

Declaration
public interface SecretKey extends Keyigs

Description
The Secr et Key classisthe base interface for keys used in symmetric algorithms (DES, for example).

Inherited Member Summary

Methodsinherited from interface Key g4

clearKey() 1g4. 9etSize()1g4, getType()qgs, islnitialized()gs
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Declaration

javacard.security

Signature

bj ect 55
I

+--javacard. security. Si gnature

Declaration
public abstract class Signature

Description
The Si gnat ur e classisthe base class for Signature algorithms. Implementations of Signature algorithms
must extend this class and implement all the abstract methods.

Theterm “pad” isused in the public key signature algorithms below to refer to al the operations specified in the
referenced scheme to transform the message digest into the encryption block size.

A tear or card reset event resets an initialized Si gnat ur e object to the state it wasin when previously
initialized viaacal toi ni t () . For algorithms which support keys with transient key data sets, such as DES,
triple DES, AES, and Korean SEED the Si gnat ur e object key becomes uninitialized on clear events
associated with the Key object used to initialize the Si gnat ur e object.

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Note:
¢ Onatear or card reset event, the AES, DES triple DES and Korean SEED algorithms in CBC mode reset
theinitial vector(1V) to 0. Theinitial vector(lV) can bere-initialized using thei ni t ( Key, byte,
byte[], short, short) method.

Member Summary

Fields
static byte ALG AES MAC 128_NOPAD,,;
static byte ALG DES_MACA_| SOI797_1_M2_ALG35,g
static byte ALG DES_MACA_| SC9797_Mlyyg
static byte ALG DES_MACA_| SC9797_M2syg
static byte ALG DES MACA_NOPAD,,g
static byte ALG DES MACA_PKCS5,,5
static byte ALG DES_MACB_| S9797_1_M2_ALG3;,g
static byte ALG DES_MACB_| SC9797_Mlyyg
static byte ALG DES_MACB_| SCO797_M2yyg
static byte ALG DES MAC8_NOPAD,,g
static byte ALG DES MAC8_PKCS5,59
static byte ALG DSA SHA;,q
static byte ALG ECDSA SHA;,q
static byte ALG HVAC MD5,3,
static byte ALG HVAC Rl PEMD160,3q
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Inherited Member Summary

Member Summary

static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
static byte
Constructors
prot ect ed
M ethods

abstract byte

static Signature,yg
abstract short
abstract void
abstract void

abstract short

abstract void
abstract bool ean

ALG_HVAC SHA 256,34,
ALG_HVAC SHA 384,35,

ALG HVAC SHA 512,35,

ALG_HVAC SHA1,3,
ALG_KOREAN_SEED MAC_NOPAD, 3
ALG RSA_MD5_PKCS1,3;

ALG RSA_MD5_PKCS1_PSS,3;

ALG RSA_MD5_RFC2409,3;
ALG_RSA Rl PEMD160_| S09796,3,
ALG_RSA RI PEMD160_I| S09796_MR,3;
ALG_RSA_RI PEMD160_PKCS1 ,3;
ALG_RSA_RI PEMD160_PKCS1_PSS,3,
ALG RSA_SHA | S09796,3,

ALG RSA_SHA | S09796_MRy3,

ALG RSA_SHA PKCS1,3,

ALG RSA_SHA PKCS1_PSS,35

ALG RSA_SHA RFC2409,35

MODE_SI GN\y33

MODE_VER! FY,35

Si gnat ur e;33()

get Al gori t hmyss()
getl nstance,g,(byte al gorithm bool ean external Access)

get Lengt hpz4()

initozs(Keyigs theKey, byte theMbde)

i nitoyss(Keyqigs theKey, byte theMobde, byte[] bArray, short bOrf,
short bLen)

signyss(byte[] inBuff, short inOfset, short inLength, byte[]
sigBuff, short sigOfifset)

updat e,3g(byte[] inBuff, short inOfset, short inLength)
verifyo,z7(byte[] inBuff, short inCffset, short inLength,

byte[] sigBuff, short sigOfset, short siglLength)

Inherited Member Summary

equal s(Obj ect) »5

M ethods inherited from class bj ect 55

Fields

ALG_AES MAC_128 NOPAD

public static final

byte ALG AES MAC 128 NOPAD
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ALG _DES MAC4 1S09797 1 M2 ALG3

Signature algorithm ALG_AES MAC 128 NOPAD generates a 16-byte MAC using AES with blocksize
128 in CBC mode and does not pad input data. If the input datais not (16-byte) block aligned it throws
Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_DES MAC4 1S09797 1 M2 _ALG3
public static final byte ALG DES MACA | SOO797_1 _M2_ALG3

Signature algorithm ALG DES MAC4 | SO9797_1 M2 ALG3 generates a4-byte MAC using a 2-key
DES3 key according to |SO9797-1 MAC algorithm 3 with method 2 (also EMV' 96, EM V'’ 2000), where
input datais padded using method 2 and the data s processed as described in MAC Algorithm 3 of the ISO
9797-1 specification. The left key block of the triple DES key is used as asingle DES key(K) and the right
key block of the triple DES key is used as asingle DES Key (K”) during MAC processing. The final result
istruncated to 4 bytes as described in 1SO9797-1.

ALG_DES MAC4 1S09797 M1
public static final byte ALG DES MACA_| SO9797_ML

Signature algorithm ALG_DES _MACA_| SO9797_ML generates a 4-byte MAC (most significant 4 bytes
of encrypted block) using DES in CBC mode or triple DES in outer CBC mode. Input datais padded
according to the 1SO 9797 method 1 scheme.

ALG_DES MAC4 1S09797 M2
public static final byte ALG DES MACA_| SOO797_M

Signature algorithm ALG_DES _MACA_| SO9797_M2 generates a 4-byte MAC (most significant 4 bytes
of encrypted block) using DES in CBC mode or triple DES in outer CBC mode. Input datais padded
according to the 1SO 9797 method 2 (1SO 7816-4, EMV’ 96) scheme.

ALG_DES MAC4 NOPAD
public static final byte ALG DES MAC4_ NOPAD

Signature algorithm ALG_DES MACA _NOPAD generates a 4-byte MAC (most significant 4 bytes of
encrypted block) using DES in CBC mode or triple DES in outer CBC mode. This algorithm does not pad
input data. If the input datais not (8 byte) block aigned it throws Cr ypt oExcept i on with the reason
code| LLEGAL _USE.

ALG_DES MAC4 PKCS5
public static final byte ALG DES MACA_PKCS5

Signature algorithm ALG_DES_MACA_PKCS5 generates a 4-byte MAC (most significant 4 bytes of
encrypted block) using DES in CBC mode or triple DES in outer CBC mode. Input datais padded
according to the PK CS#5 scheme.

ALG_DES MACS8 1S09797 1 M2 ALG3
public static final byte ALG DES MAC8 | SO797_1 M2_ALG3

Signature algorithm ALG_DES MAC8 | SO9797_1 M2 ALG3 generates an 8-byte MAC using a 2-key
DESS3 key according to 1SO9797-1 MAC agorithm 3 with method 2 (also EMV’ 96, EMV’ 2000), where
input datais padded using method 2 and the data is processed as described in MAC Algorithm 3 of the ISO
9797-1 specification. The left key block of the triple DES key is used as asingle DES key(K) and the right
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key block of the triple DES key isused asasingle DES Key (K') during MAC processing. The final result
istruncated to 8 bytes as described in |SO9797-1.

ALG_DES MACS8 1809797 M1
public static final byte ALG DES MAC8_I| SO9797_ML

Signature algorithm ALG_DES MAC8 | SC9797_ML generates an 8-byte MAC using DES in CBC mode
or triple DESin outer CBC mode. Input data is padded according to the SO 9797 method 1 scheme.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DES MACS8 1S09797 M2
public static final byte ALG DES MAC8_I| SO9797_M

Signature algorithm ALG_DES_MAC8_| SCO797_ M generates an 8-byte MAC using DESin CBC mode
or triple DES in outer CBC mode. Input data is padded according to the 1SO 9797 method 2 (1SO 7816-4,
EMV’ 96) scheme.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DES MAC8 NOPAD
public static final byte ALG DES MAC8_NOPAD

Signature algorithm ALG_DES _MAC_8_NOPAD generates an 8-byte MAC using DES in CBC mode or
triple DES in outer CBC mode. This agorithm does not pad input data. If the input datais not (8 byte)
block aligned it throws Cr ypt oExcept i on with the reason code | LLEGAL _USE.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DES MAC8 PKCS5
public static final byte ALG DES MAC8_PKCS5

Signature algorithm ALG_DES _MAC8_PKCS5 generates an 8-byte MAC using DES in CBC mode or
triple DES in outer CBC mode. Input datais padded according to the PK CS#5 scheme.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DSA_SHA
public static final byte ALG DSA SHA

Signature algorithm ALG_DSA SHA generates a 20-byte SHA digest and signs/verifies the digests using
DSA. Thesignature is encoded as an ASN.1 sequence of two INTEGER values, r and s, in that order:
SEQUENCE ::={ r INTEGER, sINTEGER }

ALG_ECDSA_SHA
public static final byte ALG ECDSA SHA
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Signature algorithm ALG_ECDSA SHA generates a 20-byte SHA digest and signs/verifies the digest using
ECDSA. The signature is encoded as an ASN.1 sequence of two INTEGER values, r and s, in that order:
SEQUENCE ::={ r INTEGER, sINTEGER }

ALG_HMAC_MD5
public static final byte ALG HVAC MD5

HMAC message authentication algorithm ALG_HMAC_MD5 This algorithm generates an HMAC following
the stepsfound in RFC: 2104 using M D5 as the hashing algorithm.

ALG_HMAC_RIPEMD160
public static final byte ALG HVAC Rl PEMD160

HMAC message authentication algorithm ALG_HMAC _RI PEMD160 This algorithm generates an HMAC
following the steps found in RFC: 2104 using RIPEM D160 as the hashing algorithm.

ALG_HMAC_SHA1
public static final byte ALG HVAC SHA1l

HMAC message authentication algorithm ALG_HMAC_SHA1 This algorithm generates an HMAC
following the steps found in RFC: 2104 using SHA1 as the hashing agorithm.

ALG_HMAC_SHA_ 256
public static final byte ALG HVAC SHA 256

HMAC message authentication algorithm ALG_HVAC _SHA 256 This algorithm generatesan HMAC
following the stepsfound in RFC: 2104 using SHA-256 as the hashing algorithm.

ALG_HMAC_SHA 384
public static final byte ALG HVAC SHA 384

HMAC message authentication algorithm ALG_HMAC _SHA 384 This algorithm generates an HMAC
following the steps found in RFC: 2104 using SHA-384 as the hashing algorithm.

ALG_HMAC_SHA 512
public static final byte ALG HVAC SHA 512

HMAC message authentication algorithm ALG_HMAC_SHA 512 This algorithm generates an HMAC
following the steps found in RFC: 2104 using SHA-512 as the hashing algorithm.

ALG_KOREAN_SEED_MAC_NOPAD
public static final byte ALG KOREAN_SEED MAC NOPAD

Signature algorithm ALG_KOREAN_SEED MAC_NOPAD generates an 16-byte MAC using Korean SEED
in CBC mode. This algorithm does not pad input data. If the input datais not (16 byte) block aligned it
throws Cr ypt oExcept i on with the reason code | LLEGAL _USE.

Note:

 Thisalgorithm must not be implemented if export restrictions apply.
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ALG_RSA_MD5 PKCS1
public static final byte ALG RSA MD5_PKCS1

Signaturealgorithm ALG_RSA NMD5_PKCS1 generates a 16-byte MD5 digest, pads the digest according to
the PK CS#1 (v1.5) scheme, and encryptsit using RSA.

Note:

 The encryption block(EB) during signing is built as follows:
<EB=00]|01||PS||0O|| T
where T isthe DER encoding of :
digestinfo ::= SEQUENCE {
digestAlgorithm Algorithmldentifier of MD5,
digest OCTET STRING

}
PSisan octet string of length k-3-|| T|| with value FF. The length of PSmust be at least 8 octets.

k is the RSA modulus size.
DER encoded MD5 Algorithmldentifier = 30 20 30 0C 06 08 2A 86 48 86 F7 0D 02 05 05 00 04 10.

ALG_RSA_MD5 PKCS1 PSS
public static final byte ALG RSA MD5 PKCS1_ PSS

Signature algorithm ALG_RSA MD5 PKCS1_ PSS generates a 16-byte MD5 digest, pads it according to
the PK CS#1-PSS scheme (1EEE 1363-2000), and encryptsit using RSA.

ALG_RSA_MD5 RFC2409
public static final byte ALG RSA MD5_RFC2409

Signature algorithm ALG_RSA VD5 _RFC2409 generates a 16-byte MD5 digest, pads the digest
according to the RFC2409 scheme, and encryptsit using RSA.

ALG_RSA RIPEMD160 | SO9796
public static final byte ALG RSA RI PEMD160 | SO9796

Signature algorithm ALG_RSA Rl PEMD160_| SO9796 generates a 20-byte RIPE MD-160 digest, pads
the digest according to the 1SO 9796 scheme, and encryptsit using RSA.

ALG_RSA_RIPEMD160 |SO9796 MR
public static final byte ALG RSA RI PEMD160_| S09796_ MR

Signature algorithmALG_RSA RI PEVMD160_| SCO796_ VR generates 20-byte RIPE MD-160 digest,
pads it according to the | SO9796-2 specification and encrypts using RSA.

This algorithm uses the first part of the input message as padding bytes during signing. During verification,
these message bytes (recoverable message) can be recovered to reconstruct the message.

To use this algorithm the Si gnat ur e object instance returned by the get | nst ance method must be
cast tothe Si gnat ur eMessageRecover y interface to invoke the applicable methods.

ALG_RSA_RIPEMD160_PKCS1
public static final byte ALG RSA RI PEMD160_PKCS1
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Signature algorithm ALG_RSA Rl PEMD160_PKCSL1 generates a 20-byte RIPE M D-160 digest, pads the
digest according to the PKCS#1 (v1.5) scheme, and encryptsit using RSA.

Note:

» The encryption block(EB) during signing is built as follows:
<EB=00]| 01| PS||00]|| T
where T isthe DER encoding of :
digestinfo ::= SEQUENCE {
digestAlgorithm Algorithmldentifier of RIPEMD160,
digest OCTET STRING

}
PSisan octet string of length k-3-||T|| with value FF. The length of PSmust be at |east 8 octets.

k isthe RSA modulus size.

ALG_RSA_RIPEMD160 PKCS1 PSS
public static final byte ALG RSA RI PEMD160_PKCS1_PSS

Signature algorithm ALG_RSA Rl PEMD160_PKCS1_ PSS generates a 20-byte RIPE MD-160 digest,
pads it according to the PK CS#1-PSS scheme (IEEE 1363-2000), and encryptsit using RSA.

ALG_RSA_SHA 1509796
public static final byte ALG RSA SHA | SO9796

Signature algorithm ALG_RSA SHA | SC9796 generates a 20-byte SHA digest, pads the digest
according to the 1SO 9796-2 scheme as specified in EMV *96 and EMV 2000, and encryptsit using RSA.

Note:

« The verify method does not support the message recovery semantics of this algorithm.

ALG_RSA_SHA_1S09796 MR
public static final byte ALG RSA SHA | S796_MR

Signature algorithmALG_RSA SHA | SO9796 MR generates 20-byte SHA-1 digest, padsit according to
the 1SO9796-2 specification and encrypts using RSA. This algorithm is conformant with EMV 2000.

This algorithm uses thefirst part of the input message as padding bytes during signing. During verification,
these message bytes (recoverable message) can be recovered to reconstruct the message.

To use this algorithm the Si gnat ur e object instance returned by the get | nst ance method must be
cast tothe Si gnat ur eMessageRecover y interface to invoke the applicable methods.

ALG_RSA_SHA_PKCS1
public static final byte ALG RSA SHA PKCS1

Signature algorithm ALG_RSA SHA PKCS1 generates a 20-byte SHA digest, padsthe digest according to
the PKCS#1 (v1.5) scheme, and encryptsit using RSA.

Note:

 The encryption block(EB) during signing is built as follows:
EB=00]|| 01| PS||00||T
where T isthe DER encoding of :
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digestinfo ::= SEQUENCE {
digestAlgorithm Algorithmldentifier of SHA-1,
digest OCTET STRING

}
PSisan octet string of length k-3-||T|| with value FF. The length of PSmust be at |east 8 octets.
k isthe RSA modulus size.

DER encoded SHA-1 Algorithmldentifier = 30 21 30 09 06 05 2B OE 03 02 1A 05 00 04 14.

ALG_RSA_SHA_PKCS1 PSS
public static final byte ALG RSA SHA PKCS1_PSS

Signature algorithm ALG_RSA SHA PKCS1_ PSS generates a 20-byte SHA-1 digest, padsit according to
the PK CS#1-PSS scheme (IEEE 1363-2000), and encryptsit using RSA.

ALG_RSA_SHA RFC2409
public static final byte ALG RSA SHA RFC2409

Signature algorithm ALG_RSA SHA RFC2409 generates a 20-byte SHA digest, pads the digest
according to the RFC2409 scheme, and encryptsit using RSA.

MODE_SIGN
public static final byte MODE SIGN
Usedini ni t () methods to indicate signature sign mode.

MODE_VERIFY
public static final byte MODE_VERI FY
Usedini ni t () methodsto indicate signature verify mode.

Constructors

Signature()
protected Signature()

Protected Constructor

M ethods

getAlgorithm()
public abstract byte getAl gorithm)
Getsthe Signature algorithm.
Returns: the algorithm code defined above
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getlnstance(byte algorithm, boolean exter nal Access)

public static final Signature,,s getlnstance(byte al gorithm bool ean external Access)
throws CryptoException

Createsa Si gnat ur e object instance of the selected algorithm.

Parameters:
al gori t hm- the desired Signature algorithm. Valid codes listed in ALG _* constants above e.g.
ALG_DES_NMACA_NOPAD;g.

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the Si gnat ur e instance will also be accessed (viaa Shar eabl e interface) when the owner
of the Si gnat ur e instanceis not the currently selected applet. If t r ue the implementation must not
allocate CLEAR_ON_DESELECT transient space for internal data.

Returns: the Si gnat ur e object instance of the requested algorithm

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

getL ength()

public abstract short getLength()
throws CryptoException

Returns the byte length of the signature data.
Returns: the byte length of the signature data

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object is not initialized.
* Crypt oException. UNI NI TI ALI ZED_KEY if key not initialized.

init(Key 154 theKey, byte theM ode)

public abstract void init(Key;g, theKey, byte theMde)
throws CryptoException

Initializesthe Si gnat ur e object with the appropriate Key. This method should be used for algorithms
which do not need initialization parameters or use default parameter values.

i ni t () mustbeusedtoupdatethe Si gnat ur e object with anew key. If the Key object ismodified after
invoking thei ni t () method, the behavior of theupdat e(), si gn(),andveri fy() methodsis
unspecified.

Note:

* AES DES triple DES and Korean SEED algorithms in CBC mode will use O for initial vector(IV) if
this method is used.

« For optimal performance, when the theKey parameter is a transient key, the implementation should,
whenever possible, use transient space for internal storage.

Parameters:
t heKey - the key object to use for signing or verifying
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t heMode - one of MODE_SI GN or MODE_VERI FY

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL_ VALUE if t heMode option is an undefined value or if the Key
isinconsistent with t heMbde or with the Si gnat ur e implementation.

* Crypt oException. UNI NI TI ALI ZED_KEY if t heKey instance is uninitialized.

init(Key 154 theKey, byte theM ode, byte[] bArray, short bOff, short bL en)

public abstract void init(Key;gs theKey, byte theMde, byte[] bArray, short bOif, short
bLen)
throws CryptoException

Initializesthe Si gnat ur e object with the appropriate Key and algorithm specific parameters.

i ni t() mustbeusedto updatethe Si gnat ur e object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e(), si gn(),andveri fy() methodsis
unspecified.

Note:

« DESand triple DES algorithms in CBC mode expect an 8-byte parameter value for the initial
vector(I1V) in bAr r ay.

e AESalgorithmsin CBC mode expect a 16-byte parameter value for theinitial vector(IV) in bAr r ay.

» Korean SEED algorithmsin CBC mode expect a 16-byte parameter value for theinitial vector(1V) in
bArray.

* ECDSA, RSA, and DSA algorithms throw Cr ypt oExcept i on. | LLEGAL_VALUE.

« For optimal performance, when the theKey parameter is a transient key, the implementation should,
whenever possible, use transient space for internal storage.

Parameters:
t heKey - the key object to use for signing

t heMbde - one of MODE_SI GN or MODE_VERI FY

bAr r ay - byte array containing algorithm specific initialization information
bCOf f - offset within bAr r ay where the agorithm specific data begins
bLen - byte length of agorithm specific parameter data

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if t heMode option is an undefined value or if abyte
array parameter option is not supported by the algorithm or if the bLen isan incorrect byte length for
the algorithm specific data or if the Key isinconsistent with t heMode or with the Si gnat ur e
implementation.

* Crypt oException. UNI NI TI ALI ZED KEY if t heKey instanceis uninitialized.

sign(byt€]] inBuff, short inOffset, short inLength, byte[] sigBuff, short sigOffset)

public abstract short sign(byte[] inBuff, short inOfset, short inLength, byte[] sigBuff,
short sigOfset)
throws CryptoException
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Generates the signature of all/last input data.

A cdl to this method also resets this Si gnat ur e object to the state it was in when previously initialized
viaacaltoinit (). Thatis, theobject isreset and available to sign another message. In addition, note
that the initial vector(IV) used in AES, DES and Korean SEED algorithmsin CBC maode will be reset to 0.

Note:

* AES DES triple DES, and Korean SEED algorithmsin CBC mode reset the initial vector(1V) to 0. The
initial vector(1V) can bere-initializedusingthei ni t (Key, byte, byte[], short, short)
method.

The input and output buffer data may overlap.

Parameters:
i nBuf f - theinput buffer of datato be signed

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign
si gBuf f - the output buffer to store signature data
si gOf f set - the offset into sigBuff at which to begin signature data
Returns: number of bytes of signature output in sigBuff

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

Crypt oException. | NVALI D_|I NI T if thisSi gnat ur e object is not initialized or initialized
for signature verify mode.

Crypt oExcepti on. | LLEGAL USE if one of the following conditionsis met:

if this Si gnat ur e algorithm does not pad the message and the message is not block aligned.

if this Si gnat ur e algorithm does not pad the message and no input data has been provided in
i nBuf f or viatheupdat e() method.

if thisSi gnat ur e algorithm includes message recovery functionality.

update(byte[] inBuff, short inOffset, short inL ength)

public abstract void update(byte[] inBuff, short inCOifset, short inLength)
throws CryptoException

Accumulates a signature of the input data. This method requires temporary storage of intermediate results.
In addition, if the input data length is not block aligned (multiple of block size) then additional internal
storage may be allocated at thistime to store a partial input data block. This may result in additional
resource consumption and/or slow performance. This method should only be used if al the input data
required for signing/verifying is not available in one byte array. If al of the input data required for signing/
verifying islocated in asingle byte array, use of thesi gn() orveri fy() method isrecommended. The
sign() orveri fy() method must be called to complete processing of input data accumulated by one or
more callsto theupdat e() method.

Note:
« IfinLength is O this method does nothing.
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Parameters:
i nBuf f - theinput buffer of datato be signed/verified

i nOF f set - the offset into the input buffer where input data begins
i nLengt h - the byte length to sign/verify

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.
* Crypt oException. | NVALI D I NI Tif thisSi gnhat ur e object is not initialized.

SeeAlso: sign(byte[], short, short, byte[], short),ss, verify(byte[],
short, short, byte[], short, short) 37

verify(byte[] inBuff, short inOffset, short inLength, byte]] sigBuff, short sigOffset, short sigL ength)

public abstract bool ean verify(byte[] inBuff, short inOfset, short inLength, byte[]
sigBuff, short sigOifset, short siglLength)
throws CryptoException

Verifies the signature of al/last input data against the passed in signature.

A call to this method also resets this Si gnat ur e object to the state it was in when previoudly initialized
viaacal toi ni t (). Thatis, the object isreset and available to verify another message. In addition, note
that the initial vector(IV) used in AES, DES and Korean SEED algorithmsin CBC mode will be reset to 0.

Note:

» AES DES triple DES, and Korean SEED algorithmsin CBC mode reset theinitial vector (IV) to 0. The
initial vector(1V) can bere-initializedusingthei ni t (Key, byte, byte[], short, short)
method.

Parameters:
i nBuf f - theinput buffer of data to be verified

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign

si gBuf f - theinput buffer containing signature data

si gO f set - theoffsetintosi gBuf f where signature data begins

si gLengt h - the byte length of the signature data

Returns: t r ue if the signature verifies, f al se otherwise Note, if si gLengt h isinconsistent with this
Si gnat ur e agorithm, f al se isreturned.

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

» Crypt oException. | NVALI D_|I NI T if thisSi gnat ur e object isnot initialized or initialized
for signature sign mode.

» Crypt oException. | LLEGAL_USE if one of the following conditionsis met:

if thisSi gnat ur e algorithm does not pad the message and the message is not block aligned.

if thisSi gnat ur e algorithm does not pad the message and no input data has been provided in
i nBuf f or viatheupdat e() method.
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« if thisSi gnat ur e algorithm includes message recovery functionality.
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javacard.security

SignatureM essageRecovery

Declaration
public interface SignatureMessageRecovery

Description

A subclass of the abstract Si gnat ur e class must implement this Si gnat ur eMessageRecovery
interface to provide message recovery functionality. An instance implementing this interface is returned by the
Si gnat ur e. get | nst ance(byte, bool ean) 53, method when algorithm type with suffix * _MRis
specified. e.9.Si gnat ure. ALG_RSA_SHA | SO9796_M=y3»,.

Thisinterface provides specialized versions of some of the methods defined inthe Si gnat ur e classto provide
message recovery functions. An alternate version of thesi gn() andveri f y() methodsis supported here
along with anew begi nVer i f y method to allow the message encoded in the signature to be recovered.
For signing a message with message recovery functionality, the user must cast the Si gnat ur e object to this
interface, initialize the object for signing with a private key using thei ni t () method, and issue O or more
updat e() method calls and then finally call the si gn() method to obtain the signature.
For recovering the encoded message and verifying functionality, the user must cast the Si gnat ur e object to
thisinterface, initialize the object for verifying with a public key using thei ni t () method, first recover the
message using thebegi nVer i f y() method and then issue O or more updat e() method calls and then
findly call theveri fy() method to verify the signature.
Note:
A Si gnat ur e object implementing this interface must throw Cr ypt oExcept i on with
Crypt oExcepti on. | LLEGAL _USE reason code when one of the following methods applicable only to a
Si gnat ur e object which does not include message recovery functionality, is called:

« init(Key, byte, byte[], short, short)

« sign(byte[], short, short, byte[], short)

« verify(byte[], short, short, byte[], short, short)

Since; 2.2.2

Member Summary

Methods
short DbeginVerifys,o(byte[] sigAndRecDataBuff, short buffOifset,
short siglLength)
byte get Al gorithmpg()
short getLengthoso()
void initys(Keyigq theKey, byte theMde)
short signy(byte[] inBuff, short inOfset, short inLength, byte[]
sigBuff, short sigOfifset, short[] recMsglLen, short

recMsgLenO f set)
voi d updatey,(byte[] inBuff, short inOffset, short inLength)
bool ean verify, o(byte[] inBuff, short inOfset, short inLength)

SignatureM essageRecovery 239




SignatureM essageRecovery javacard.security
beginVerify(byte[] sigAndRecDataBuff, short buffOffset, short sigL ength)

M ethods

beginVerify(byte]] ssgAndRecDataBuff, short buffOffset, short sigL ength)

public short beginVerify(byte[] sigAndRecDataBuff, short buffCffset, short siglLength)
throws CryptoException

This method begins the verification sequence by recovering the message encoded within the signature itself
and initializing the internal hash function. The recovered message data overwrites the signature datain the
si gAndRecDat aBuf f input byte array.

Notes.

 This method must be called during the verification sequence prior to either theupdat e() or the
veri fy() methods during verification.

« Thetrailing (si gLengt h - recovered message length) bytes of signature data in
si gAndRecDat aBuf f may also be overwritten by this method.

Parameters:
si gAndRecDat aBuf f - containsthe signature data as input and al so contains the recoverable part of
the message as output.

buf f O f set - offset into the sigAndRecDataBuff array where data begins for signature and where
this method will start writing recovered message data.

si gLengt h - the length of signature data
Returns. byte length of recovered message data written to si gAndRecDat aBuf f

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oExcepti on. | LLEGAL_USE for the following conditions:

« if thisobject isinitialized for signature sign mode

* if si gLengt h isinconsistent with this Si gnat ur e algorithm

« if the decrypted message representative does not meet the algorithm specifications

« if the bit length of the decrypted message representative is not a multiple of 8.

* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

* Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object is not initialized.

getAlgorithm()
public byte getAl gorithm)
Getsthe Signature algorithm.

Returns: the algorithm code implemented by this Si gnat ur e instance.

getL ength()

public short getlLength()
throws CryptoException

Returns the byte length of the signature data.
Returns: the byte length of the signature data
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Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object is not initialized.
* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

init(Key 154 theKey, byte theM ode)

public void init(Key;gs theKey, byte theMbde)
throws CryptoException

Initializesthe Si gnat ur e object with the appropriate Key. This method should be used for algorithms
which do not need initialization parameters or use default parameter values.

i ni t() mustbeusedto updatethe Si gnat ur e object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e(),si gn(),andveri fy() methodsis
unspecified.

Parameters:
t heKey - the key object to use for signing or verifying

t heMbde - one of MODE_SI GN or MODE_VERI FY

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if t heMode option is an undefined value or if the Key
isinconsistent with t heMbde or with the Si gnat ur e implementation.

* Crypt oException. UNI NI TI ALI ZED_KEY if t heKey instance is uninitialized.

sign(byt€]] inBuff, short inOffset, short inLength, byte[] sigBuff, short sigOffset, short[] recM sgL en,
short recM sglL enOffset)

public short sign(byte[] inBuff, short inOfset, short inLength, byte[] sigBuff, short
sigOfset, short[] recMsgLen, short recMsgLenOf fset)
throws CryptoException

Generatesthe signature of al/last input data. In addition, this method returns the number of bytes beginning
with the first byte of the message that was encoded into the signature itself. The encoded messageis called

the recoverable message and its length is called the recoverable message length. This recoverable message
need not be transmitted and can be recovered during verification.

A call to this method also resets this Si gnat ur e object to the state it was in when previoudly initialized
viaacaltoi nit().Thatis, the object isreset and available to sign another message.

The input and output buffer data may overlap.

Parameters:
i nBuf f - theinput buffer of datato be signed

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign

si gBuf f - the output buffer to store signature data

si gOf f set - the offset into sigBuff at which to begin signature data

recMsglLen - the output buffer containing the number of bytes of the recoverable message beginning
with the first byte of the message that was encoded into the signature itself

SignatureM essageRecovery 241



SignatureM essageRecovery javacard.security
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recMsgbLenOr f set - offsetintother ecMsglLen output buffer where the byte length of the
recoverable message is stored. Note that asingle short valueis stored at r ecMsgLenO f set offset.

Returns: number of bytes of signature output in sigBuff

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED_KEY if key not initialized.

* Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object is not initialized or initialized
for signature verify mode.

update(byte[] inBuff, short inOffset, short inLength)

public void update(byte[] inBuff, short inOfset, short inLength)
throws CryptoException

Accumulates a signature of the input data. This method requires temporary storage of intermediate results.
In addition, if the input data length is not block aligned (multiple of block size) then additional internal
storage may be allocated at thistime to store a partial input data block. This may result in additional
resource consumption and/or slow performance. This method should only be used if al the input data
required for signing/verifying is not available in one byte array. If al of the input data required for signing/
verifying islocated in asingle byte array, use of thesi gn() or begi nVeri fy methodandveri fy()
method is recommended. Thesi gn() orveri fy() method must be called to complete processing of
input data accumulated by one or more callsto theupdat e() method.

Note:
« If inLength is 0 this method does nothing.

Parameters:
i nBuf f - theinput buffer of data to be signed/verified

i nOF f set - the offset into the input buffer where input data begins
i nLengt h - the byte length to sign/verify

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED_KEY if key not initialized.
* Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object is not initialized.

* Crypt oException. | LLEGAL_USE if the modesetinthei ni t () methodisMODE_VERIFY
and thebegi nVeri fy() method isnot yet called.

SeeAlso: sign(byte[], short, short, byte[], short, short[], short),aq,
verify(byte[], short, short)ou,

verify(byte[] inBuff, short inOffset, short inL ength)

publi c bool ean verify(byte[] inBuff, short inOfset, short inLength)
throws CryptoException

Verifies the signature of al/last input data against the passed in signature.

A cdl to this method also resets this Si gnat ur e object to the state it was in when previously initialized
viaacaltoi nit().Thatis, the object isreset and available to verify another message.
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Parameters:
i nBuf f - theinput buffer of datato be verified

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign
Returns: t r ue if the signature verifies, f al se otherwise

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

* Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object is not initialized or initialized
for signature sign mode.

* Crypt oExcepti on. | LLEGAL_USE if one of the following conditionsis met:
« if begi nVeri f y method has not been called.
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Package
javacardx.apdu

Description

Extension package that enables support for | SO7816 specification defined optional APDU related mechanisms.
The platform must support this optional package only if the features enabled are included in the
implementation.

Thej avacar dx. apdu package containsthe Ext endedLengt h interface class. The Ext endedLengt h

interface provides atagging interface to allow an applet to declare that it requires support for the | SO7816-4
defined extended length APDU messages viathe | avacar d. f r anmewor k. APDU class.

Class Summary

Interfaces

Ext endedLengt hoyg The Ext endedLengt h interface serves as atagging interface to indicate that the
applet supports extended length APDU.
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Declaration

javacardx.apdu

ExtendedL ength

Declaration
public interface ExtendedLength

Description

The Ext endedLengt h interface serves as atagging interface to indicate that the applet supports extended
length APDU. If thisinterface isimplemented by the applet instance, the applet may receive and send up to
32767 bytes of APDU data.

The APDU command header in the APDU buffer will use the variable length header defined in 1SO7816-4 with
a 3 byte Lc value when the Lc field in theincoming APDU header is 3 byteslong. The incoming datain that
case will begin at APDU buffer offset 7.

See Runtime Environment Specification for the Java Card Platform for details.

Since: 2.2.2
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Package

javacardx.biometry

Description

Extension package that contains functionality for implementing a biometric framework on the Java Card
platform. The platform must support this optional package only if biometry support isincluded in the

implementation.

Thej avacar dx. bi onet r y package contains classes and interfaces which can be used to build a biometric
server application. These classes aso enable a client application on the card to obtain biometric services from

the biometric server application.

Class Summary

I nterfaces
Bi oTenpl at €956
Oaner Bi oTenpl at e,g9

Shar edBi oTenpl at e,g3
Classes

Bi oBui | der 248

Exceptions

Bi oExcepti onyga

The BioTemplate interface is the base interface for all biometric templates.

The Owner Bi oTenpl at e interface should be implemented by the applet which
owns the biometric template.

The Shar edBi oTenpl at e interface provides the means for accessing unrestricted
biometric functionality, e.g., the biometric matching functions.

Builds an empty/blank biometric reference template.

The Bi oExcept i on class encapsulates specific exceptions which can be thrown by
the methods of thej avacar dx. bi onet ry packagein case of error.
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Declaration

javacardx.biometry

BioBuilder

Obj ect 55
I

+--j avacar dx. bi onetry. Bi oBui | der

Declaration
public final class BioBuilder

Description
Builds an empty/blank biometric reference template.

Since: 2.2.2

Member Summary

Fields
static byte BODY_ODORy49
static byte DEFAULT_I Nl TPARAM g
static byte DNA SCAN,49
static byte EAR GEOVETRYj49
static byte FACH AL_FEATURE,4q
static byte FINGER GEOVETRY 49
static byte FINGERPRI NTy9
static byte GAl T_STYLEy,q
static byte HAND GEOVETRYj5q
static byte IR S SCANy5q
static byte KEYSTROKES;5q
static byte LIP_MOVEMENT,5q
static byte PALM GEOVETRYj5q
static byte PASSWORD,5q
static byte RETINA SCAN,5q
static byte S| GNATURE,5q
static byte THERMAL_FACE;5q
static byte THERVAL_HAND,5q
static byte VEI N PATTERN,5,
static byte VO CE_PRI NT,5q

M ethods

static buil dBi oTenpl at e,5¢(byte bi oType,
Oaner Bi oTenpl at eygq
static buil dBi oTenpl at e,5¢(byte bi oType,
Onner Bi oTenpl at e,gq byte initParamn

byte tryLimt)

byte tryLint,

byte[] RID,
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javacardx.biometry BioBuilder
Inherited Member Summary

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

Fields

BODY_ODOR
public static final byte BODY_ODOR

Body Odor.

DEFAULT _INITPARAM
public static final byte DEFAULT_I Nl TPARAM

The default value of the provider specific initialization information, i ni t Par amparameter in the
bui | dBi oTenpl at e() method.

DNA_SCAN
public static final byte DNA_SCAN

Pattern is a DNA sample for matching.

EAR_GEOMETRY
public static final byte EAR GEOVETRY

Ear geometry ID is based on overall geometry/shape of the ear.

FACIAL_FEATURE
public static final byte FACH AL_FEATURE

Facial feature recognition (visage).

FINGER_GEOMETRY
public static final byte FI NGER GEOVETRY

Finger geometry ID is based on overall geometry/shape of afinger.

FINGERPRINT
public static final byte FINGERPRI NT

Fingerprint identification (any finger).

GAIT_STYLE
public static final byte GAIT_STYLE

Gait (behaviora).
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HAND_GEOMETRY

HAND GEOMETRY
public static final byte HAND GEOVETRY

Hand geometry ID is based on overall geometry/shape of the hand.

IRIS_SCAN
public static final byte RIS SCAN

Pattern is a scan of the eye'siris.

KEYSTROKES
public static final byte KEYSTROKES

Keystrokes dynamics (behavioral).

LIP. MOVEMENT
public static final byte LI P_MOVEMENT

Lip movement (behaviora).

PALM_GEOMETRY
public static final byte PALM GEOVETRY

Palm geometry 1D is based on overall geometry/shape of a palm.

PASSWORD
public static final byte PASSWORD

Genera password (aPIN isaspecia case of the password). Note that thisis not a biometric, but is
nevertheless a pattern that must be matched for security purposes, and since it is frequently combined with
biometrics for security, we provide a code here to assist with that combination.

RETINA_SCAN
public static final byte RETI NA_SCAN
Pattern is an infrared scan of the blood vessels of the retina of the eye.

SIGNATURE
public static final byte SIGNATURE
Written signature dynamics ID (behavioral).

THERMAL_FACE
public static final byte THERVAL_FACE

Thermal Face Image.

THERMAL HAND
public static final byte THERVMAL_HAND

Thermal Hand Image.
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VEIN_PATTERN

VEIN_PATTERN
public static final byte VEIN_PATTERN

Pattern is an infrared scan of the vein pattern in aface, wrist, or, hand.

VOICE_PRINT
public static final byte VO CE PRI NT
Pattern is a voice sample (specific or unspecified speech).

M ethods

buildBioTemplate(byte bioType, byte tryLimit)
public static OanerBi oTenpl at e,gq bui | dBi oTenpl at e(byte bi oType, byte tryLimt)
t hrows Bi oException
Creates an empty/blank biometric reference template instance of the default biometric provider with default
initialization parameter.

Parameters:
bi oType - thetype of the template to be generated. Valid codes are listed in the biometric pattern type
constants.

tryLi m t - maximum unsuccessful matches before templateisblocked. t r yLi mi t must be at least
1

Returns: the Oaner Bi oTenpl at e object instance of the requested bi oType andtryLi m t access.

Throws:
Bi oExcept i onyg3 - with the following reason codes:

» Bi oException. | LLEGAL VALUEIiftryLi m t parameterislessthan 1.

» Bi oExcepti on. NO SUCH BI O TEMPLATE if the requested template associated with the
specified bi oType isnot supported.

buildBioTemplate(byte bioType, bytetryLimit, byte[] RID, byte initParam)

public static OanerBioTenpl ate,gq bui | dBi oTenpl at e(byte bi oType, byte tryLimt, byte[]
RI D, byte initParamn
t hrows Bi oException

Creates an empty/blank biometric reference template. This method takes in a provider identifier (RID) and
an initialization parameter which should be passed to the constructor of the appropriate
Owner Bi oTenpl at e implementation.

Parameters:
bi oType - thetype of the template to be generated. Valid codes are listed in the biometric pattern type
constants.

tryLi m t - maximum unsuccessful matches before templateisblocked. t r yLi mi t must be at least
1.

RI D - the RID of the provider of Oamner Bi oTenpl at e implementation. null value means default
provider
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buildBioTemplate(byte bioType, byte tryLimit, byte[] RID, byte initParam)

i ni t Par am- the provider specific initialization information for the Oaner Bi oTenpl at e instance.
DEFAULT | NI TPARAMIs default value.

Returns. the Omer Bi oTenpl at e object instance of the requested bi oType andt ryLi m t access.

Throws:
Bi oExcept i on,g3 - with the following reason codes:

» Bi oException. | LLEGAL_VALUEIiftryLi m t parameter islessthan 1.

* Bi oExcepti on. NO_SUCH _BI O TEMPLATE if the requested template associated with the
specified bi oType isnot supported.

252 JavaCard APl Specificationv2.2.2 « March 2006



javacardx.biometry BioException
Declaration

javacardx.biometry

BioException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--j avacar dx. bi onetry. Bi oExcepti on

Declaration
public class Bi oException extends CardRunti neException,,

Description
The Bi oExcept i on class encapsulates specific exceptions which can be thrown by the methods of the
j avacar dx. bi onet r y package in case of error.

Since: 2.2.2

Member Summary

Fields

static short | LLEGAL_USE;g,

static short |LLEGAL_VALUE;s,

static short | NVALI D _DATA,s5,

static short NO _SUCH BI O TEMPLATE;5,

static short NO TEMPLATES ENROLLED,s4
Constructors

Bi oExcepti onysy(short reason)

M ethods

static void throwtog(short reason)

Inherited Member Summary

Methodsinherited from interface Car dRunt i meExcepti on,
get Reason() 73, set Reason(short) +3
Methods inherited from class Cbj ect ,5

equal s(Obj ect) »5
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ILLEGAL_USE

Fields

ILLEGAL_USE
public static final short |LLEGAL_USE

This reason code is used to indicate that the method should not be invoked based on the current state of the
card.

ILLEGAL_VALUE
public static final short |LLEGAL_VALUE

This reason codeis used to indicate that one or more input parametersis out of alowed bounds.

INVALID_DATA
public static final short |NVALI D DATA

This reason code is used to indicate that the data the system encountered isillegible.

NO_SUCH_BIO TEMPLATE
public static final short NO SUCH Bl O TEMPLATE

This reason code is used to indicate that the provided bio template type is not supported by the template
builder.

NO TEMPLATES ENROLLED
public static final short NO TEMPLATES ENROLLED

This reason codeis used to indicate that no reference template is available for matching, or that the
reference template is uninitialized.

Constructors

BioException(short reason)

publi ¢ Bi oException(short reason)

Construct a new biometric exception using a provided reason code. To conserve on resources use
t hrowl t () to usethe Java Card runtime environment instance of this class.

Parameters:
r eason - the reason code for this exception.

M ethods

throwlt(short reason)

public static void throwt(short reason)
t hrows Bi oException
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throwlt(short reason)

Throws the Java Card runtime environment owned instance of BioException with the specified reason. Java
Card runtime environment owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these objects
cannot be stored in class variables or instance variables or array components.

Parameters:
r eason - the reason for the exception.

Throws:
Bi oExcept i onygg - aways.
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Declaration

javacardx.biometry

BioTemplate

All Known Subinterfaces: Oaner Bi oTenpl at e,g0, Shar edBi oTenpl at 543

Declaration
public interface BioTenpl ate

Description

The BioTemplate interface is the base interface for all biometric templates. It provides the user interface for
accessing biometric functionality.

Since: 2.2.2

Member Summary

Fields
static short MATCH NEEDS MORE DATAys5g
static short M N MUM SUCCESSFUL_NMATCH_SCORE;56
Methods
byte getBi oTypess7()
short getPublicTenpl at eDat ay57(short publicOifset, byte[] dest,
short destOffset, short |ength)
byte getTriesRenmai ni ng,57()
short getVersiony,sz(byte[] dest, short offset)
short initMtchysg(byte[] candidate, short offset, short |ength)
bool ean islnitializedysg()
bool ean isValidated,sg()
short match,s9(byte[] candidate, short offset, short |ength)
voi d reset ,59()
Fields

MATCH_NEEDS MORE_DATA
public static final short MATCH NEEDS MORE DATA

This negative score value indicates that more data are needed to continue the matching session.

MINIMUM_SUCCESSFUL_MATCH_SCORE
public static final short M N MJM SUCCESSFUL_MATCH SCORE
The minimum successful matching score.
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getBioType()

M ethods

getBioType()
public byte getBioType()
Get the biometric type. Valid type are described in Bi oBui | der.
Returns: biometric general type.

getPublicTemplateData(short publicOffset, byte]] dest, short destOffset, short length)

public short getPublicTenpl ateData(short publicOfset, byte[] dest, short destOfset,
short | ength)

throws Bi oException

Get public part of the reference template. This method copies all or aportion of the reference public datato
the destination array.

Parameters:
publ i cOf f set - starting offset within the public data.

dest - destination byte array.
dest O f set - starting offset within the destination byte array.
| engt h - maximum length in bytes of the requested data.
Returns: number of bytes written to the destination byte array. O if public data are not available.

Throws:
Bi oExcept i onyg3 - with the following reason codes:

» Bi oExcepti on. NO TEMPLATES ENROLLEDIf the reference template is uninitialized.

getTriesRemaining()
public byte getTriesRenmai ni ng()

Returns the number of times remaining that an incorrect candidate template can be presented before the
reference template is blocked.

Returns: the number of tries remaining

Throws:
Bi oExcept i onyg3 - with the following reason codes:

» Bi oExcepti on. NO TEMPLATES ENROLLEDf the reference template is uninitialized.

getVersion(byte[] dest, short offset)
public short getVersion(byte[] dest, short offset)
Get the matching algorithm version and ID.

Parameters:
dest - destination byte array.

of f set - starting offset within the destination byte array.

Returns. number of bytes written in the destination byte array.
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initMatch(byte[] candidate, short offset, short length)

initM atch(byte[] candidate, short offset, short length)

public short initMatch(byte[] candidate, short offset, short |ength)
t hrows Bi oException

Initialize or re-initialize a biometric matching session. The exact return score value is implementation
dependent and can be used, for example, to code a confidence rate. If the reference is not blocked, a
matching session starts and, before any other processing, the validated flag is reset and the try counter is
decremented if the try counter has reached zero, the reference is blocked. This method results in one of the
following:

» The matching session ends with success state if the templates match. The validated flag is set and the
try counter is reset to its maximum.

» The matching session ends with failed state if the templates don’t match.

« The matching session continues if the matching needs more data. The mat ch method has to be called
to continue the matching session.

If the reference is blocked, no matching session starts and this method returns 0. Notes:

« A correct matching sequenceis: i nit Mat ch,[mat ch]. Calingi ni t Mat ch ismandatory, calling
mat ch isoptional.

« |f amatching session isin progress (case needs more data), acall toi ni t Mat ch makes the current
session to fail and starts a new matching session.

» Evenif atransaction isin progress, internal state such asthetry counter, the validated flag and the
blocking state must not be conditionally updated.

Parameters:
candi dat e - - the data or part of the data of the candidate template.

of f set - - starting offset into the candidate array where the candidate data is to be found.
| engt h - - number of bytesto be taken from the candidate array.
Returns: the matching score with the following meaning :
e >= MINIMUM_SUCCESSFUL_MATCH_SCORE : the matching session is successful
e >=0and < MINIMUM_SUCCESSFUL_MATCH_SCORE : the matching session has failed
* = MATCH_NEEDS MORE_DATA : the matching session needs more data

Throws:
Bi oExcept i onyg3 - with the following reason codes:

» Bi oExcepti on. | NVALI D_DATA if the submitted candidate template data does not have the
required format.

» Bi oExcepti on. NO_ TEMPLATES ENROLLEDf the reference template is uninitialized.

isl nitialized()
public boolean islnitialized()

Returnstrue if the reference template is completely loaded and ready for matching functions. Thisis
independent of whether or not the match process has been initialized (seei ni t Mat ch).

Returns: trueif initialized, false otherwise.
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isvalidated()

isvalidated()
publ i c bool ean isValidated()
Returnstrueif the template has been successfully checked since the last card reset or last call tor eset () .
Returns; trueif validated, false otherwise.

match(byte[] candidate, short offset, short length)

public short match(byte[] candi date, short offset, short |ength)
t hrows Bi oException

Continues a biometric matching session. The exact return score value isimplementation dependent and can
be used, for example, to code a confidence rate. If amatching session isin progress, this method resultsin
one of the following:

» The matching session ends with success state if the templates match. The validated flag is set and the
try counter is reset to its maximum.

» The matching session ends with failed state if the templates don’t match.

« The matching session continues if the matching needs more data. The mat ch method has to be called
to continue the matching session.

Notes:

« A correct matching sequenceis: i ni t Mat ch,[mat ch]. Callingi ni t Mat ch ismandatory, calling
mat ch isoptiona.

» Evenif atransaction isin progress, internal state such asthetry counter, the validated flag and the
blocking state must not be conditionally updated.

Parameters:
candi dat e - - the data or part of the data of the candidate template.

of f set - - starting offset into the candidate array where the candidate dataisto be found.
| engt h - - number of bytesto be taken from the candidate array.
Returns: the matching score with the following meaning :
e >=MINIMUM_SUCCESSFUL_MATCH_SCORE : the matching session is successful
e >=0and < MINIMUM_SUCCESSFUL_MATCH_SCORE : the matching session has failed
* = MATCH_NEEDS MORE_DATA : the matching session needs more data

Throws:
Bi oExcept i onyg3 - with the following reason codes:

* Bi oException. | LLEGAL_ USE if used outside a matching session.

» Bi oExcepti on. | NVALI D_DATA if the submitted candidate template data does not have the
required format.

» Bi oExcepti on. NO_ TEMPLATES ENROLLEDf the reference template is uninitialized.

reset()

public void reset()

Resets the validated flag associated with the reference template. This could be appropriate as alast action
after an access is completed.
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Declaration

javacardx.biometry

OwnerBioTemplate

All Superinterfaces. Bi oTenpl at e,5g

Declaration
public interface OmnerBioTenpl ate extends Bi oTenpl at e,sg

Description
The Oaner Bi oTenpl at e interface should be implemented by the appl et which owns the biometric template.
It extends the Bi oTenpl at e interface and adds functionality to enroll areference template.

Since: 2.22

Member Summary

Methods
voi d doFi nal 540()
void initys(byte[] bArray, short offset, short |ength)
voi d reset Unbl ockAndSet TryLi m t ,5,(byte newTryLimt)
voi d update,gi(byte[] bArray, short offset, short |ength)

Inherited Member Summary

Fieldsinherited from interface Bi oTenpl at e;56
MATCH NEEDS_MORE_DATAy56, M NI MUM_SUCCESSFUL_MATCH_SCORE,5¢
Methodsinherited from interface Bi oTenpl at e;gg

get Bi oType() »57, get PublicTenpl at eDat a(short, byte[], short, short) g7,

get Tri esRemai ni ng() »57, get Version(byte[], short),s7, initMatch(byte[], short,
short),sg, islnitialized(),sg, 1sValidated(),s9, match(byte[], short, short)gg,
reset ()259

M ethods

doFinal()

public void doFinal ()
t hrows Bi oExcepti on

Finalizes the enrollment of areference template. Final action of enrollment isto designate areference
template as being complete and ready for use (marks the reference as initialized, resets the try counter and
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init(byte[] bArray, short offset, short length)

unblocks the reference). This routine may also include some error checking prior to the validation of
reference template as ready for use. Note: A correct enrollment sequenceis
i nit,Jupdate],doFi nal .Calingi ni t anddoFi nal ismandatory, calling updat e isoptional.

Throws:
Bi oExcept i onyg3 - with the following reason codes:

* Bi oException. | LLEGAL_USE if the referenceis aready initialized or the current enrollment
state doesn’t expect this method.

» Bi oExcepti on. | NVALI D_DATA if the submitted template data does not have the required
format.

init(byte[] bArray, short offset, short length)

public void init(byte[] bArray, short offset, short |ength)
t hrows Bi oException

Initializes the enrollment of areference template. This method isalso used to update areference template. It
resets the validated flag and, in the update case, uninitializes the previous reference. Note: A correct
enrollment sequenceis: i nit Jupdat e],doFi nal . Callinginit and doFi nal ismandatory, calling
updat e isoptional.

Parameters:
bAr r ay - - byte array containing the data of the template

of f set - - starting offset in the bAr r ay
| engt h - - byte length of the template datain the bAr r ay

Throws:
Bi oExcept i on,g53 - with the following reason codes:

» Bi oExcepti on. | NVALI D_DATA if the submitted template data does not have the required
format.

resetUnblock AndSetTryLimit(byte newTryLimit)

public void resetUnbl ockAndSet TryLi m t (byte newTryLimit)
t hrows Bi oExcepti on

Resets the validated flag, unblocks the reference, updates the try limit value and resets the try counter to the
try limit value.

Parameters:
newTr yLi m t - - the number of tries alowed before the reference is blocked. newTr yLi m t must
beat least 1.

Throws:
Bi oExcept i on,53 - with the following reason codes:

» Bi oException. | LLEGAL_VALUE if thenewTr yLi mi t parameter islessthan 1.

update(byte[] bArray, short offset, short length)

public void update(byte[] bArray, short offset, short |ength)
t hrows Bi oExcepti on

Continues the enrollment of a reference template. This method should only be used if al the input data
required for enrollment is not available in one byte array. It can be called severa times. Note: A correct
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update(byte[] bArray, short offset, short length)

enrollment sequenceis: i nit ,Jupdat e],doFi nal . Callingi ni t anddoFi nal ismandatory, calling
updat e isoptional.

Parameters:
bAr r ay - - byte array containing the data of the template

of f set - - starting offset in the bAr r ay
| engt h - - byte length of the template datain the bAr r ay

Throws:
Bi oExcept i onyg3 - with the following reason codes:

* Bi oException. | LLEGAL_ USE if the reference is aready initialized or the current enrollment
state doesn’t expect this method.

» Bi oExcepti on. | NVALI D_DATA if the submitted template data does not have the required
format.
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Declaration

javacardx.biometry

SharedBioTemplate

All Superinterfaces. Bi oTenpl at e,5¢, Shar eabl eqq,

Declaration
public interface SharedBi oTenpl ate extends Bi oTenpl at e;s56, Shar eabl eqq;

Description

The Shar edBi oTenpl at e interface provides the means for accessing unrestricted biometric functionality,
e.g., the biometric matching functions. A biometric manager/server can implement thisinterface with aproxy to
the public matching functions; thus giving a biometric client access to matching functions but not to the
enrollment functions. Without this interface, the client could potentially cast a biometric referenceto gain
access to enrollment functionality and thereby circumvent security measures.

Since: 2.2.2

Inherited Member Summary

Fieldsinherited from interface Bi oTenpl at e,5¢
MATCH_NEEDS_MORE_DATA;s5, M NI MUM_SUCCESSFUL_MATCH SCORE,sg
M ethodsinherited from interface Bi oTenpl at e,5g

get Bi oType() 257, get PublicTenpl at eDat a(short, byte[], short, short) g7,

get Tri esRemai ni ng() 57, getVersion(byte[], short),s7, initMatch(byte[], short,
short),sg, islnitialized(),sg, isValidated(),s9, match(byte[], short, short) g9,
reset () osg
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Inherited Member Summary
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javacardx.crypto

Description

Extension package that contains functionality, which may be subject to export controls, for implementing a
security and cryptography framework on the Java Card platform. Classes that contain security and cryptography
functionality that are not subject to export control restrictions are contained in the package

javacard. security.

Thej avacar dx. cr ypt o package containsthe Ci pher classand the KeyEncr ypt i on interface.

Ci pher provides methods for encrypting and decrypting messages. KeyEncr ypt i on provides functionality
that allows keys to be updated in a secure end-to-end fashion.

Class Summary

I nterfaces

KeyEncrypti onszs KeyEncr ypt i on interface defines the methods used to enable encrypted key data
access to a key implementation.

Classes

Ci pher 566 The G pher classisthe abstract base class for Cipher agorithms.
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Declaration

javacardx.crypto

Cipher

bj ect 55
I

+--javacar dx. crypto. G pher

Declaration
public abstract class C pher

Description
The G pher classisthe abstract base class for Cipher agorithms. Implementations of Cipher algorithms must
extend this class and implement all the abstract methods.

Theterm “pad” is used in the public key cipher algorithms below to refer to all the operations specified in the
referenced scheme to transform the message block into the cipher block size.

The asymmetric key algorithms encrypt using either a public key (to cipher) or a private key (to sign). In
addition they decrypt using the either a private key (to decipher) or a public key (to verify).

A tear or card reset event resets an initialized Ci pher object to the state it was in when previoudly initialized
viaacal toi ni t () . For algorithms which support keys with transient key data sets, such as DES, triple DES
and AES, and Korean SEED the Ci pher object key becomes uninitialized on clear events associated with the
Key object used to initialize the Ci pher object.

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Note:
» Onatear or card reset event, the AES, DES triple DES and Korean SEED algorithms in CBC mode reset
theinitial vector(1V) to 0. Theinitial vector(lV) can bere-initialized using thei ni t ( Key, byte,
byte[], short, short) method.

Member Summary

Fields
static byte ALG AES_BLOCK 128_CBC_NOPAD,g7;
static byte ALG AES_BLOCK 128_ECB_NOPAD,g-;
static byte ALG DES _CBC | SO9797_Mlyg7
static byte ALG DES _CBC | SO9797_Mygg
static byte ALG DES CBC NOPADygg
static byte ALG DES CBC PKCS5,44
static byte ALG DES ECB | SO9797_Mlygg
static byte ALG DES ECB | SO9797_Mygg
static byte ALG DES ECB NOPADygg
static byte ALG DES ECB PKCS5,44
static byte ALG KOREAN_SEED CBC NOPAD,gg
static byte ALG KOREAN_SEED ECB_NOPAD,gq
static byte ALG RSA | S014888,49
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Inherited Member Summary

Member Summary

static byte
static byte
static byte
static byte
static byte
static byte

Constructors
prot ect ed

Methods
abstract short

abstract byte
static C pher 546
abstract void
abstract void

abstract short

ALG_RSA_| S09796 64
ALG_RSA_NOPAD,go
ALG_RSA_PKCS1,49
ALG_RSA_PKCS1_OAEP,7,
MODE_DECRYPT 7
MODE_ENCRYPT 7

G pher 270()

doFi nal ,79(byte[] inBuff, short inOfset, short inLength,
byte[] outBuff, short outOffset)

get Al gori t hmy74()

get |l nstance,7¢(byte al gorithm bool ean external Access)

init 272( Keyqigs t heKey, byte theMode)

init,zo(Keyqgs theKey, byte theMode, byte[] bArray, short bOff,
short bLen)

updat e,73(byte[] inBuff, short inOfset, short inLength,
byte[] outBuff, short outOfset)

Inherited Member Summary

equal s(Obj ect) »5

M ethodsinherited from class bj ect 55

Fields

ALG_AES BLOCK_128 CBC_NOPAD
public static final byte ALG AES BLOCK_128_CBC_NOPAD
Cipher algorithm ALG_AES BLOCK 128 CBC_NOPAD providesacipher using AESwith block size 128

in CBC mode and does not pad input data. If the input data is not block aligned it throws
Cr ypt oExcept i on with the reason code | LLEGAL_USE.

ALG_AES BLOCK_128 ECB_NOPAD
public static final byte ALG AES BLOCK 128 ECB_NOPAD
Cipher algorithm ALG_AES BLOCK 128 ECB_NOPAD providesacipher using AESwith block size 128

in ECB mode and does not pad input data. If the input dataiis not block aligned it throws
Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_DES CBC_IS09797 M1
public static final byte ALG DES CBC_| SO9797_ML

Cipher algorithm ALG_DES _CBC _| SO797_ML provides a cipher using DESin CBC mode or triple
DES in outer CBC mode, and pads input data according to the SO 9797 method 1 scheme.
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ALG_DES CBC_|S09797_M2

ALG_DES CBC_|S09797 M2
public static final byte ALG DES CBC | SOO797_M

Cipher algorithm ALG_DES CBC | SO797_M provides a cipher using DESin CBC mode or triple
DES in outer CBC mode, and pads input data according to the SO 9797 method 2 (1SO 7816-4, EMV' 96)
scheme.

ALG_DES CBC_NOPAD
public static final byte ALG DES CBC _NOPAD

Cipher algorithm ALG_DES CBC_NOPAD provides a cipher using DES in CBC mode or triple DESin
outer CBC mode, and does not pad input data. If the input dataiis not (8-byte) block aligned it throws
Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_DES CBC_PKCS5
public static final byte ALG DES CBC_PKCS5

Cipher algorithm ALG_DES CBC_PKCS5 provides a cipher using DES in CBC mode or triple DESin
outer CBC mode, and pads input data according to the PK CS#5 scheme.

ALG_DES ECB_IS09797 M1
public static final byte ALG DES ECB | SO9797_ML

Cipher algorithm ALG_DES _ECB_| SG9797_ML provides a cipher using DES in ECB mode, and pads
input data according to the 1SO 9797 method 1 scheme.

ALG_DES ECB_1S09797 M2
public static final byte ALG DES ECB | SO9797_M

Cipher agorithm ALG_DES_ECB_| S09797_M provides acipher using DES in ECB mode, and pads
input data according to the ISO 9797 method 2 (1SO 7816-4, EMV’ 96) scheme.

ALG_DES ECB_NOPAD
public static final byte ALG DES ECB NOPAD

Cipher algorithm ALG_DES ECB_NOPAD provides a cipher using DES in ECB mode, and does not pad
input data. If the input dataiis not (8-byte) block aligned it throws Cr y pt oExcept i on with the reason
code | LLEGAL _USE.

ALG_DES ECB_PKCS5
public static final byte ALG DES ECB PKCS5

Cipher algorithm ALG_DES ECB_PKCS5 provides acipher using DESin ECB mode, and padsinput data
according to the PK CS#5 scheme.

ALG_KOREAN_SEED_CBC_NOPAD
public static final byte ALG KOREAN_SEED CBC_NOPAD

Cipher algorithm ALG_KOREAN_SEED CBC_NOPAD provides a cipher using the Korean SEED
algorithm specified in the Korean SEED Algorithm specification provided by KISA, Korea Information
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ALG_KOREAN_SEED_ECB_NOPAD

Security Agency in ECB mode and does not pad input data. If the input datais not block aligned it throws
Crypt oExcept i on with thereason code | LLEGAL USE.

ALG_KOREAN_SEED ECB_NOPAD
public static final byte ALG KOREAN SEED ECB NOPAD

Cipher algorithm ALG_KOREAN_SEED ECB_NOPAD provides a cipher using the Korean SEED
algorithm specified in the Korean SEED Algorithm specification provided by KISA, Korea Information
Security Agency in ECB mode and does not pad input data. If the input datais not block aligned it throws
Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_RSA_1S014888
public static final byte ALG RSA | SO14888

Cipher algorithm ALG_RSA | SO14888 provides a cipher using RSA, and pads input data according to
the 1SO 14888 scheme.

ALG_RSA_1S09796
public static final byte ALG RSA | SO9796

Deprecated. This Cipher algorithm ALG_RSA | S09796 should not be used. The |SO 9796-1 agorithm
was withdrawn by SO in July 2000.

ALG_RSA_NOPAD
public static final byte ALG RSA NOPAD

Cipher agorithm ALG_RSA _NOPAD provides a cipher using RSA and does not pad input data. If the input
datais bounded by incorrect padding bytes while using RSA PrivateCrtKey, incorrect output may result. If
the input datais not block aligned it throws Cr ypt oExcept i on with thereason code | LLEGAL_USE.

ALG_RSA_PKCS1
public static final byte ALG RSA PKCS1

Cipher algorithm ALG_RSA PKCS1 provides a cipher using RSA, and pads input data according to the
PKCS#1 (v1.5) scheme.

Note:

« Thisalgorithmis only suitable for messages of limited length. The total number of input bytes
processed during encryption may not be more than k-11, where k is the RSA key' s modulus size in bytes.

« The encryption block(EB) during encryption with a Public key is built as follows:
EB=00]| 02| PS|| 00 || M
M (input bytes) is the plaintext message
PSisan octet string of length k-3-||M|| of pseudo random nonzero octets. The length of PS must be
at least 8 octets.
k isthe RSA modulus size.

» The encryption block(EB) during encryption with a Private key (used to compute signatures when the
message digest is computed off-card) is built as follows:
EB=00|| 01|/ PS]|00|| D
D (input bytes) is the DER encoding of the hash computed el sewhere with an algorithm ID
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ALG_RSA_PKCS1 OAEP

prepended if appropriate
PSisan octet string of length k-3-||D|| with value FF. The length of PS must be at least 8 octets.
k isthe RSA modulus size.

ALG_RSA_PKCS1 OAEP
public static final byte ALG RSA PKCS1_QAEP

Cipher algorithm ALG_RSA PKCS1_QAEP providesacipher using RSA, and padsinput data according to
the PK CS#1-OAEP scheme (IEEE 1363-2000).

MODE_DECRYPT
public static final byte MODE DECRYPT

Usedini ni t () methodsto indicate decryption mode.

MODE_ENCRYPT
public static final byte MODE_ENCRYPT

Usedini ni t () methodsto indicate encryption mode.

Constructors

Cipher ()
protected G pher()
Protected constructor.

M ethods

doFinal(byte[] inBuff, short inOffset, short inLength, bytef] outBuff, short outOffset)

public abstract short doFinal (byte[] inBuff, short inOfset, short inLength, byte[]
out Buf f, short outOffset)
throws CryptoException

Generates encrypted/decrypted output from all/last input data. This method must be invoked to complete a
cipher operation. This method processes any remaining input data buffered by one or more callsto the
updat e() method aswell asinput data supplied inthei nBuf f parameter.

A call to this method also resetsthis Ci pher object to the state it wasin when previoudly initialized viaa
cal toi ni t (). Thatis, the object isreset and available to encrypt or decrypt (depending on the operation
mode that was specified in thecall toi ni t () ) more data. In addition, note that the initial vector(1V) used
in AES, DES and Korean SEED algorithms will be reset to 0.

Notes:

» When using block-aligned data (multiple of block size), if the input buffer, i nBuf f and the output
buffer, out Buf f are the same array, then the output data area must not partially overlap the input
data area such that the input data is modified before it isused; if i nBuf f ==out Buf f and
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getAlgorithm()

inOhfset < outOfset < inOfset+i nLengt h, incorrect output may result.

» When non-block aligned data is presented as input data, no amount of input and output buffer data
overlapisallowed; if i nBuf f ==out Buf f and
out O fset < inOfset+i nLengt h, incorrect output may result.

* AES DES triple DESand Korean SEED algorithmsin CBC mode reset the initial vector(1V) to 0. The
initial vector(1V) can bere-initializedusingthei ni t (Key, byte, byte[], short, short)
method.

« On decryption operations (except when | SO 9797 method 1 padding is used), the padding bytes are not
written to out Buf f .

« On encryption and decryption operations, the number of bytes output into out Buf f may be larger or
smaller thani nLengt h or even 0.

» Ondecryption operationsresultinginan Ar r ayl ndexQut Of BoundsExcept i on, out Buf f may
be partially modified.

Parameters:
i nBuf f - theinput buffer of data to be encrypted/decrypted

i nOF f set - the offset into the input buffer at which to begin encryption/decryption

i nLengt h - the byte length to be encrypted/decrypted

out Buf f - the output buffer, may be the same as the input buffer

out O f set - the offset into the output buffer where the resulting output data begins
Returns: number of bytes output in out Buf f

Throws:
Crypt oExcept i onqg5 - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED_KEY if key not initialized.

» Crypt oException. | NVALI D_I NI Tif thisCi pher objectisnot initialized.

* Crypt oExcepti on. | LLEGAL_USE if one of the following conditionsis met:

» ThisCi pher agorithm does not pad the message and the message is not block aligned.

ThisCi pher agorithm does not pad the message and no input data has been provided ini nBuf f
or viatheupdat e() method.

The input message length is not supported.

The decrypted datais not bounded by appropriate padding bytes.

getAlgorithm()
public abstract byte getAl gorithm)

Gets the Cipher agorithm.
Returns: the agorithm code defined above

getlnstance(byte algorithm, boolean exter nal Access)

public static final G pher,g getlnstance(byte algorithm bool ean external Access)
throws CryptoException

Createsa Ci pher object instance of the selected algorithm.
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init(Key 184 theKey, byte theMode)

Parameters:
al gori t hm- the desired Cipher algorithm. Valid codeslisted in ALG_* constants above, for
example, ALG_DES_CBC_NCOPAD,gg.

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the Ci pher instance will also be accessed (viaa Shar eabl e interface) when the owner of
theCi pher instanceisnot the currently selected applet. If t r ue theimplementation must not allocate
CLEAR_ON_DESELECT transient space for internal data.

Returns. the G pher object instance of the requested algorithm

Throws:
Crypt oExcept i onqgg - with the following reason codes:

e Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm is not supported or
shared access mode is not supported.

init(Key 154 theKey, byte theM ode)

public abstract void init(Key;gq theKey, byte theMde)
throws CryptoException

Initializesthe Ci pher object with the appropriate Key. This method should be used for agorithms which
do not need initialization parameters or use default parameter values.

i ni t() must beusedto update the Ci pher object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e() and doFi nal () methodsis unspecified.

Note:

e AES DES triple DESand Korean SEED algorithmsin CBC mode will use O for initial vector(1V) if
this method is used.

« For optimal performance, when the theKey parameter is a transient key, the implementation should,
whenever possible, use transient space for internal storage.

Parameters:
t heKey - the key object to use for encrypting or decrypting

t heMbde - one of MODE_DECRYPT or MODE_ENCRYPT

Throws:
Crypt oExcept i onqgs - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if t heMode option is an undefined value or if the Key
isinconsistent with the Ci pher implementation.

» Crypt oException. UNI NI TI ALI ZED_KEY if t heKey instance is uninitialized.

init(Key 154 theKey, byte theM ode, byte[] bArray, short bOff, short bL en)

public abstract void init(Key;gq theKey, byte theMde, byte[] bArray, short bOFf, short
bLen)
throws CryptoException

Initializesthe C pher object with the appropriate Key and a gorithm specific parameters.

i ni t() mustbeusedto updatethe Ci pher object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e() and doFi nal () methodsis unspecified.

Note:
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update(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short outOff set)

« DESand triple DES algorithms in CBC mode expect an 8-byte parameter value for theinitial
vector(1V) in bAr r ay.

e AESalgorithmsin CBC mode expect a 16-byte parameter value for theinitial vector(1V) in bAr r ay.

« Korean SEED algorithmsin CBC mode expect a 16-byte parameter value for the initial vector(1V) in
bArray.

« AESalgorithmsin ECB mode, DES algorithmsin ECB mode, Korean SEED algorithmin ECB mode,
RSA and DSA algorithms throw Cr ypt oExcept i on. | LLEGAL_VALUE.

« For optimal performance, when the theKey parameter is a transient key, the implementation should,
whenever possible, use transient space for internal storage.

Parameters:
t heKey - the key object to use for encrypting or decrypting.

t heMbde - one of MODE_DECRYPT or MODE_ENCRYPT

bAr r ay - byte array containing algorithm specific initialization info
bCOf f - offset within bArray where the algorithm specific data begins
bLen - byte length of algorithm specific parameter data

Throws:
Crypt oExcept i onqgg - with the following reason codes:

» Crypt oException. | LLEGAL_ VALUE if t heMode option is an undefined value or if abyte
array parameter option is not supported by the algorithm or if the bLen isan incorrect byte length for
the algorithm specific data or if the Key isinconsistent with the Ci pher implementation.

* Crypt oException. UNI NI TI ALI ZED KEY if t heKey instanceis uninitialized.

update(byte[] inBuff, short inOffset, short inL ength, byte]] outBuff, short outOffset)

public abstract short update(byte[] inBuff, short inCffset, short inLength, byte[]
out Buf f, short outOffset)
throws CryptoException

Generates encrypted/decrypted output from input data. This method is intended for multiple-part
encryption/decryption operations.

This method requires temporary storage of intermediate results. In addition, if the input data length is not
block aligned (multiple of block size) then additional internal storage may be allocated at thistime to store
apartial input data block. This may result in additional resource consumption and/or slow performance.

This method should only be used if al the input data required for the cipher is not available in one byte
array. If al the input data required for the cipher islocated in asingle byte array, use of thedoFi nal ()
method to process all of the input datais recommended. The doFi nal () method must be invoked to
complete processing of any remaining input data buffered by one or more callsto theupdat e() method.

Notes:

» When using block-aligned data (multiple of block size), if the input buffer, i nBuf f and the output
buffer, out Buf f are the same array, then the output data area must not partially overlap the input
data area such that the input data is modified beforeit isused; if i nBuf f ==out Buf f and
inOhfset < outOFfset < inOfset+i nLengt h, incorrect output may result.

» When non-block aligned data is presented as input data, no amount of input and output buffer data
overlap isallowed; if i nBuf f ==out Buf f and
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update(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short outOff set)

out O f set < inCOf fset +i nLengt h, incorrect output may result.

« On decryption operations(except when 1S0 9797 method 1 padding is used), the padding bytes are not
written to out Buf f .

< On encryption and decryption operations, block alignment considerations may require that the number
of bytes output into out Buf f belarger or smaller thani nLengt h or even 0.

« Ifi nLengt h is 0 this method does nothing.

Parameters:
i nBuf f - theinput buffer of data to be encrypted/decrypted

i nO f set - the offset into the input buffer at which to begin encryption/decryption

i nLengt h - the byte length to be encrypted/decrypted

out Buf f - the output buffer, may be the same as the input buffer

out O f set - the offset into the output buffer where the resulting ciphertext/plaintext begins
Returns. number of bytes output in out Buf f

Throws:
Crypt oExcept i onqgg - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED_KEY if key not initialized.
» Crypt oException. | NVALI D_I NI Tif thisCi pher objectisnot initialized.
» Crypt oException. | LLEGAL_ USE if theinput message length is not supported.
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Declaration

javacardx.crypto

KeyEncryption

Declaration
public interface KeyEncryption

Description

KeyEncr ypt i on interface defines the methods used to enable encrypted key data access to a key
implementation.

See Also: javacard. security. KeyBui | der 1gg, Ci pher 556

Member Summary

M ethods
Ci pher 566 get KeyCi pher 575()
voi d set KeyCi pher ,75( Ci pher 555 keyCi pher)

M ethods

getKeyCipher()
publ i c G pher 66 get KeyGi pher ()
Returnsthe Ci pher object to be used to decrypt the input key data and key parameters in the set methods.
Defaultisnul | - no decryption performed.

Returns. keyCi pher, thedecryption Ci pher object to decrypt theinput key data. Thenul | return
indicates that no decryption is performed.

setKeyCipher (C pher 556 keyCipher)
public void setKeyCi pher (G pher,gs keyCi pher)
Setsthe Gi pher object to be used to decrypt the input key data and key parameters in the set methods.
Default Ci pher objectisnul | - no decryption performed.

Parameters:
keyCi pher -thedecryption Ci pher object to decrypt the input key data. Thenul | parameter
indicates that no decryption is required.
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setKeyCipher(Ci pher g5 keyCipher)
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javacardx.external

Description

Extension package that provides mechanisms to access memory subsystems which are not directly addressable
by the Java Card runtime environment(Java Card RE) on the Java Card platform. The platform must support this
optional package if an external memory access feature isincluded in the implementation.

Thej avacar dx. ext er nal package containsthe Menor y class and the Menor yAccess interface. The
Menor y class provides afactory method for creating an instance of the Menor yAccess interface suitable for
accessing supported memory subsystems.

Class Summary

I nterfaces

Menor yAccesS,gy This interface provides methods to read and write the external memory space.

Classes

Menoryo,gq This class provides access to memory subsystems that are not directly addressable,
typically that of other contactless state machine handlers such as Mifare™.

Exceptions

Ext er nal Excepti ony7g Ext er nal Except i on represents an external subsystem related exception.
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Declaration

javacardx.externa

External Exception

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--j avacar dx. ext er nal . Ext er nal Excepti on

Declaration
public class External Excepti on extends CardRunti nmeExceptions,

Description
Ext er nal Except i on represents an external subsystem related exception.
The API classes throw Java Card runtime environment-owned instances of Ext er nal Excepti on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components.

Since: 2.2.2

Member Summary
Fields

static short | NTERNAL_ERRORy7q

static short | NVALI D PARAM,7q

static short NO _SUCH SUBSYSTEM,7q
Constructors

Ext er nal Excepti ony7g(short reason)
Methods
static void throwt,;g(short reason)

Inherited Member Summary

Methodsinherited from interface Car dRunt i meExcepti on,
get Reason() 73, set Reason(short) +3

M ethodsinherited from class Qbj ect 55
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INTERNAL_ERROR

Inherited Member Summary

equal s(Obj ect) »5

Fields

INTERNAL_ERROR
public static final short | NTERNAL_ERROR

Thisreason code is used to indicate that an unrecoverable external access error occurred.

INVALID_PARAM
public static final short |NVALI D_PARAM

This reason code is used to indicate that an input parameter isinvalid.

NO_SUCH_SUBSYSTEM
public static final short NO SUCH SUBSYSTEM

This reason codeis used to indicate that specified external subsystem is not available.

Constructors

Exter nal Exception(short reason)

publ i ¢ External Exception(short reason)

Constructs a Ext er nal Except i on with the specified reason. To conserve on resources use
t hrow t () to usethe Java Card runtime environment-owned instance of this class.

Parameters:
r eason - thereason for the exception

M ethods

throwlt(short reason)

public static void throwt(short reason)

Throws the Java Card runtime environment-owned instance of Ext er nal Except i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception
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throwlt(short reason)

Throws:
Ext er nal Except i ony7g - dways
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javacardx.external Memory
Declaration

javacardx.externa

Memory

bj ect 55
I

+--j avacar dx. ext ernal . Menory

Declaration
public final class Menory

Description

This class provides access to memory subsystems that are not directly addressable, typically that of other
contactless state machine handlers such as Mifare™. This class could also be used to access specialized
memory spaces such as that of a mass storage device.

Since: 2.2.2

Member Summary

Fields
static byte MEMORY_TYPE_EXTENDED_STORE,g;
static byte MEMORY_TYPE_M FARE,g,

M ethods

static MenoryAccess,gs get MenoryAccessl nstance,go(byte menoryType, short[]
menorySi ze, short nmenorySi zeO f set)

Inherited Member Summary

M ethodsinherited from class bj ect 55

equal s(Obj ect) 55

Fields

MEMORY _TYPE EXTENDED STORE
public static final byte MEMORY_TYPE_EXTENDED STORE

Extended Memory Store type constant. When a Menor yAccess instance of thistype is requested, the
menor ySi ze parameter contains the 32 bit number representing the size in bytes of the memory access
required and must be a positive number lessthan or equal to 2, 147, 483, 647 (2731 - 1).

To use the Menor yAccess instance the following parameters are applicable.

Memory 281



Memory javacardx.external
MEMORY_TYPE_MIFARE

 auth_key parameter is not required; it isignored

* other_len <= 32767

« (other_sector, other_block) concatenated is a 32 bit address
Note.

« To ensure optimal performance on all mass storage memory types when accessing different areas of
memory, use monotonically increasing addresses.

e Eachtimethe get Menor yAccessl nst ance method is called with this memory type parameter, a
new memory access object to access a distinct memory chunk is returned. A previously obtained
memory access object cannot be used to access the memory chunk obtained via this new memory
access object. The new memory access object cannot be used to access the memory chuck accessible
via any previously allocated memory access object.

MEMORY _TYPE MIFARE
public static final byte MEMORY_TYPE_M FARE

MIFARE™ memory type constant. When aMenor yAccess instance of this type is requested, the
menor ySi ze and menor ySi zeOf f set parameters are ignored.

To use the Menor yAccess instance the following parameters are applicable :
 auth_key isan 8 byte password, other_len <=16
« other_sector = 0, 0<= other_block <= 63
« other_block = (%4==3) returns 0 on readData

« other_block = O returns false on writeData

M ethods

getM emor yA ccessl nstance(byte memoryType, short[] memorySize, short memorySizeOffset)

public static final MenoryAccess,g, get MenoryAccessl nstance(byte menoryType, short[]
menorySi ze, short menorySi zeOf f set)
throws External Exception

CreatesaMenor yAccess object instance for the selected memory subsystem.

Parameters:
menor yType - the desired external memory subsystem. Valid codes listed in MEMORY_TYPE_*
constants above, for example MEMORY_TYPE_M FARE;g,.

menor ySi ze - the array containing the desired size in bytes, if applicable, in the external memory
subsystem. Check the descriptions of the MEMORY _TY PE_* constants above for more details. The
32 bit number representing the memory size in bytesisformed by concatenating the two short values at
offset menor ySi zeOf f set (most significant 16 hits) and menor ySi zeCf f set +1 (least
significant 16 bits) in thisarray

menorySi zeOr f set - the offset within the menor ySi ze array where the 32 bit memory size
number in bytesis specified

Returns: the Menor yAccess abject instance of the requested memory subsystem
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getM emoryA ccessl nstance(byte memory Type, short[] memorySize, short memory SizeOffset)

Throws:
Ext er nal Except i on,7g - with the following reason codes:

» Ext er nal Excepti on. NO_SUCH_SUBSYSTEMif the requested memory subsystem is not
available.

» Ext er nal Excepti on. | NVALI D_PARAMIf the menor ySi ze parameter isinvalid.
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M emor yAccess javacardx.external
Declaration

javacardx.externa

MemoryAccess

Declaration
public interface MenoryAccess

Description

This interface provides methods to read and write the external memory space. Note that it is up to the
implementation to ensure that no instance of this interface can ever be created or used to access memory that is
directly accessed and managed by the Java Card RE for code, heap and other data structures.

An instance of thisinterface suitable for the available external memory subsystem can be obtained viathe
Menory class.

Since: 2.2.2

%eAlg) Menor Y282

Member Summary
Methods
short readDataygy(byte[] dest, short dest_off, byte[] auth_key,
short auth_key_off, short auth_key_blen, short other_sector,
short other_bl ock, short other_I|en)
bool ean writeDataygs(byte[] src, short src_off, short src_blen, byte[]
aut h_key, short auth_key_off, short auth_key_blen, short
ot her _sector, short other_bl ock)
Methods

readData(byt€]] dest, short dest_off, byte[] auth_key, short auth_key off, short auth_key_blen, short
other_sector, short other_block, short other_len)

public short readData(byte[] dest, short dest_off, byte[] auth_key, short auth_key_off,
short auth_key_blen, short other_sector, short other_bl ock, short other_len)
t hrows External Exception

This method is used to read data from non-directly addressable memory after providing the correct
key(password) to authenticate.

Parameters:
dest - the destination data byte array

dest _of f -thebyte offset intothedest ar r ay where data should begin
aut h_key - the byte array containing the key(password)
aut h_key_of f - the byte offset into the aut h_key array where the key data begins
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writeData(byte]] src, short src_off, short src_blen, byte[] auth_key, short auth_key off, short auth_key blen, short

aut h_key_bl en - thelength in bytes of the key intheaut h_key array
ot her _sect or - the other memory subsystem sector number
ot her _bl ock - the other memory subsystem block number
ot her _| en - the number of bytes of memory to be read
Returns: thelength in bytes of the datareturned in thedest array. O if none.

Throws:
Ext er nal Except i on,7g - with the following reason codes:

» Ext er nal Excepti on. | NVALI D_PARAMIf any of the input parameters are invalid.

» Ext er nal Excepti on. | NTERNAL _ERRORif an unrecoverable external memory access error
occurred.

writeData(byt€[] src, short src_off, short src_blen, byte[] auth_key, short auth_key off, short
auth_key blen, short other _sector, short other_block)

public bool ean witeData(byte[] src, short src_off, short src_blen, byte[] auth_key,
short auth_key_off, short auth_key_blen, short other_sector, short other_bl ock)
t hrows External Exception

This method is used to write data into non-directly addressable memory after providing the correct
key(password) to authenticate.

Parameters:
sr ¢ - the source data byte array

src_of f - thebyte offset into the sr ¢ array where data begins
sr c_bl en - the byte length of the datato be written
aut h_key - the byte array containing the key(password)
aut h_key_of f -thebyte offset into the aut h_key array where the key data begins
aut h_key_bl en - thelength in bytes of the key intheaut h_key array
ot her _sect or - the external memory subsystem sector number
ot her _bl ock - the external memory subsystem block number
Returns: t r ue if the write was successful, f al se otherwise

Throws:
Ext er nal Except i on,7g - with the following reason codes:

» Ext er nal Excepti on. | NVALI D_PARAMIf any of the input parameters are invalid.

» Ext ernal Excepti on. | NTERNAL ERRORif an unrecoverable external memory access error
occurred.
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writeData(byte]] src, short src_off, short src_blen, byte[] auth_key, short auth_key off, short auth_key blen, short
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I.Dackage
javacardx.framework

Description
Extension package that contains aframework of classes and interfaces for efficiently implementing typical Java
Card technology-based applets. If implemented, this package must include all the contained sub-packages -
util,math,andt | v.
The sub-packages in this package are:

e uti| package provides convenience functions for manipulating short and int primitive and array

components.
« mat h package provides classes for a stored value, BCD arithmetic and parity computations.

« t | v package provides classes for building and parsing TLV objects and TLV structuresin arrays.
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Description
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I.Dackage
Javacardx.framework.math

Description
Extension package that contains common utility functions for BCD math and parity computations.

Thej avacar dx. f ramewor k. mat h package containsthe BCDUt i | class, the Bi gNunber class, the
ParityBit class. TheBCDUt i | class provides methods for converting array data from hexadecimal format
to BCD and vice versa. The Bi gNunber class supports a stored value paradigm for a storing large unsigned
value and performing arithmetic operationson it. ThePar i t yBi t classisuseful for computing the parity bits
on aderived DES key.

Class Summary

Classes

BCDUt i | 599 The BCDUt i | class contains common BCD(binary coded decimal) related utility
functions.

Bi gNunber 594 TheBi gNunber class encapsulates an unsigned number whose valueisrepresented in
internal hexadecimal format using an implementation specific maximum number of
bytes.

ParityBit g1 TheParityBit classisaultility to assist with DES key parity bit generation.
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BCDULtil javacardx.framework.math
Declaration

javacardx.framework.math

BCDUil

bj ect 55
I

+--javacardx. franewor k. mat h. BCDUt i |

Declaration
public final class BCDUI I

Description
TheBCDULt i | class contains common BCD(binary coded decimal) related utility functions. This class supports
Packed BCD format. All methods in this class are static.

TheBCDUt i | class only supports unsigned numbers whose value can are represented in hexadecimal format
using an implementation specific maximum number of bytes.

Since: 2.2.2

Member Summary

Constructors
BCDUt i | 590()

Methods
static short convertToBCD,g,(byte[] hexArray, short bOFf, short bLen,
byte[] bcdArray, short outOff)
static short convertToHexyg1(byte[] bcdArray, short bOFf, short bLen,
byte[] hexArray, short outOff)

static short getMaxBytesSupportedygy()
stati c bool ean i sBCDFormat ,g,(byte[] bcdArray, short bOFf, short blLen)

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5

Constructors

BCDULil()
public BCDUil ()

290 JavaCard APl Specificationv2.2.2 « March 2006



javacardx.framework.math BCDUtil
convertToBCD(byte]] hexArray, short bOff, short bLen, byte[] bcdArray, short outOff)

M ethods

convertToBCD(byte[] hexArray, short bOff, short bLen, byte[] bcdArray, short outOff)

public static short convert ToBCD(byte[] hexArray, short bOFf, short bLen, byte[]
bcdArray, short outOff)

Converts the input hexadecimal datainto BCD format. The output datais right justified. If the number of
output BCD nibblesis odd, the first BCD nibble written is .

Note:

e IfbOFf or bLen or out OF f parameter is negative an Ar r ayl ndexQut OF BoundsExcepti on
exception is thrown.

o IfbOF f +bLen isgreater than hexAr r ay. | engt h, the length of the hexAr r ay array a
Arrayl ndexQut Of BoundsExcept i on exception isthrown and no conversion is performed.

« |f the output bytes need to be written at an offset greater than bcdAr r ay. | engt h, the length of the
bcdArray array an Arrayl ndexQut Of BoundsExcept i on exception isthrown and no
conversion is performed.

e IfbcdArray or hexArray parameter isnul | aNul | Poi nt er Except i on exception isthrown.

« |f the bcdArray and hexArray arguments refer to the same array object, then the conversion is
performed as if the components at positions bCOF f through bOf f +bLen- 1 were first copied to a
temporary array with bLen components and then the contents of the temporary array were converted
into positions out OF f onwards for the converted bytes of the output array.

Parameters:
hexAr r ay - input byte array

bOf f - offset within byte array containing first byte (the high order byte)
bLen - byte length of input hex data
bcdAr r ay - output byte array
out OF f - offset within bcdArray where output data begins
Returns: the byte length of the output bcd formatted data

Throws:
Arrayl ndexQut Of BoundsExcept i ongg - if converting would cause access of data outside array
bounds or if bLen is negative

Nul | Poi nt er Except i on,s - if either bcdAr r ay or hexArray isnul |

Arithmeti cExcepti ongq - for thefollowing conditions:

« if thelength of the input hex value is larger than the supported maximum number of bytes
* if bLenisO

convertToHex(byte[] bcdArray, short bOff, short bLen, byte[] hexArray, short outOff)

public static short convert ToHex(byte[] bcdArray, short bOif, short bLen, byte[]
hexArray, short outOff)

Convertsthe input BCD datainto hexadecimal format.

Note:
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getM axBytesSupported()

IfbCfF f or bLen or out OF f parameter isnegativean Ar r ayl ndexQut Of BoundsExcept i on
exception is thrown.

If bOF f +bLen isgreater than bcdAr r ay. | engt h, thelength of the bcdAr r ay array a
Arrayl ndexQut O BoundsExcept i on exception is thrown and no conversion is performed.

If the output bytes need to be written at an offset greater than hexAr r ay. | engt h, the length of the
hexArray array an Arr ayl ndexQut Of BoundsExcept i on exception isthrown and no
conversion is performed.

If bcdArray or hexArray parameter isnul | aNul | Poi nt er Except i on exception isthrown.

If the bcdArray and hexArray arguments refer to the same array object, then the conversionis
performed as if the components at positions bCOf f through bOf f +bLen- 1 werefirst copied to a
temporary array with bLen components and then the contents of the temporary array were converted
into positionsout O f onwards for the converted bytes of the output array.

Parameters:

bcdAr r ay - input byte array

bOf f - offset within byte array containing first byte (the high order byte)
bLen - bytelength of input BCD data

hexAr r ay - output byte array

out OF f - offset within hexArray where output data begins

Returns: the byte length of the output hexadecimal data

Throws:

Arrayl ndexQut Of BoundsExcept i ongg - if converting would cause access of data outside array
bounds or if bLen is negative

Nul | Poi nt er Except i on,s - if either bcdAr r ay or hexArray isnul |
Arithmeti cExceptionq - for thefollowing conditions:
« if theinput byte array format is not a correctly formed BCD value

* the size of the BCD value requires greater than supported maximum number of bytes to represent in
hex format

e if bLenisO

getM axBytesSupported()
public static short get MaxBytesSupported()
This method returns the largest value that can be used with the BCD utility functions. This number

represents the the byte length of the largest value in hex byte representation. All implementations must
support at least 8 byte length usage capacity.

Returns: the byte length of the largest hex value supported

isBCDFormat(byte[] bcdArray, short bOff, short bLen)
public static bool ean i sBCDFormat (byte[] bcdArray, short bOif, short blLen)

Checksif theinput dataisin BCD format. Note that this method does not enforce an upper bound on the
length of theinput BCD value.
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isBCDFormat(byte]] bcdArray, short bOff, short blLen)

Parameters:
bcdAr r ay - input byte array

bCOf f - offset within byte array containing first byte (the high order byte)
bLen - bytelength of input BCD data

Returns: trueif input dataisin BCD format, false otherwise
Throws:

Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

Nul | Poi nt er Excepti onyz -if bcdArray isnul |
Arithneti cExceptiong,-ifbLenisO
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Declaration

javacardx.framework.math

BigNumber

bj ect 55
I

+- -j avacar dx. f ramewor k. mat h. Bi gNurrber

Declaration
public final class Bi gNurmber

Description

The Bi gNunber class encapsulates an unsigned number whose value is represented in internal hexadecimal
format using an implementation specific maximum number of bytes. This class supportsthe BCD (binary coded
decimal) format for 1/0.

Since: 2.2.2

Member Summary

Fields
static byte FORVAT_BCD,g5
static byte FORMAT_HEXjgs
Constructors
Bi gNurber ,g95( short maxByt es)
M ethods

voi d add,ygs(byte[] bArray, short bOif, short blLen, byte
arrayFor mat)

byte conpareTo,gg(Bi gNunber 59, oper and)

byte conpareToygg(byte[] bArray, short bOif, short bLen, byte
arrayFor mat)

short getBytelength,g7(byte arrayFormat)

static short get MaxBytesSupportedygs()

void initygy(byte[] bArray, short bOif, short bLen, byte
arrayFor mat)

void rmultiplysgg(byte[] bArray, short bOf, short bLen, byte
arrayFor mat)

voi d resetyg5()

voi d set Maxi mumpgg(byte[] nexVal ue, short bOFf, short bLen, byte
arrayFor nmat)

voi d subtract,g9(byte[] bArray, short bOif, short bLen, byte
arrayFor mat)

voi d toBytes,go(byte[] outBuf, short bOf, short nunBytes, byte
arrayFor mat)
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

Fields

FORMAT_BCD
public static final byte FORVMAT_BCD

Constant to indicate a BCD (binary coded decimal) dataformat. When this format is used a binary coded
decimal digit is stored in 1 nibble (4 bits). A byteis packed with 2 BCD digits.

FORMAT_HEX
public static final byte FORVAT_HEX
Constant to indicate a hexadecimal (simple binary) data format.

Constructors

BigNumber (short maxBytes)
publ i c Bi gNunber (short maxBytes)
Creates a BigNumber instance with initial value 0. All implementations must support at least 8 byte length
internal representation capacity.

Parameters:
maxByt es - maximum number of bytes needed in the hexadecimal format for the largest unsigned big
number. For example, maxBytes = 2 allows a big number representation range 0-65535.

Throws:
Arithmeti cExceptiongq - if maxBytesis 0, negative or larger than the supported maximum

M ethods

add(byte[] bArray, short bOff, short bLen, byte arrayFor mat)

public void add(byte[] bArray, short bOf, short bLen, byte arrayFormat)
throws Nul | Poi nt er Exception, Arrayl ndexQut Of BoundsException, ArithmeticException

Increments the internal big number by the specified operand value

Parameters:
bAr r ay - input byte array

bCOf f - offset within input byte array containing first byte (the high order byte)
bLen - byte length of input data
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compareTo(Bi gNunber 9, operand)

arr ayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORMAT_BCD,gs.

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

Nul | Poi nt er Excepti onys -if bArray isnul |
Arithneti cExcepti ong, - for thefollowing conditions:
« if theinput byte array format is not conformant with the specified ar r ay For mat parameter

« if theresult of the addition resultsin abig number which cannot be represented within the maximum
supported bytes or is greater than the configured max value. The internal big number isleft
unchanged.

e if bLenisO

« if ar rayFor mat isnot one of the FORMAT _ constants

compareTo(Bi gNunber 59, operand)
public byte conpareTo(Bi gNunber 594 oper and)
Compares the internal big number against the specified operand

Parameters:
oper and - contains the BigNumber operand

Returns: the result of the comparison as follows:
* 0if equal
o - 1if theinternal big number isless than the specified operand
1 if theinternal big number is greater than the specified operand

Throws:
Nul | Poi nt er Excepti on,g - if oper andisnul |

compareTo(byte[] bArray, short bOff, short bLen, byte arrayFormat)
public byte conpareTo(byte[] bArray, short bOFf, short bLen, byte arrayFornmat)

Compares the internal big number against the specified operand. The operand is specified in an input byte
array.
Parameters:

bAr r ay - input byte array

bOf f - offset within input byte array containing first byte (the high order byte)
bLen - byte length of input data

arrayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORVAT_BCD,gs.

Returns: the result of the comparison as follows:
* 0if equal
o - 1if theinternal big number isless than the specified operand
1 if theinternal big number is greater than the specified operand
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getBytel ength(byte arrayFormat)

Throws:

Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

Nul | Poi nt er Excepti onys -if bArray isnul |

Arithmeti cExcepti ongq - for thefollowing conditions:

* if theinput byte array format is not conformant with the specified ar r ay For mat parameter
* if bLenisO

e if arr ayFor mat isnot one of the FORMAT _ constants.

getBytel ength(byte arrayFor mat)
public short getBytelLength(byte arrayFormat)
Returns the number of bytes required to represent the big number using the desired format

Parameters:

arr ayFor mat - indicates the format of the output data. Valid codes listed in FORMAT _* constants.
See FORMAT_BCD,gs.

Returns: the byte length of big number

Throws:
Arithmeti cExceptiongq -if arrayFor mat isnot one of the FORMAT_ constants.

getM axBytesSupported()
public static short get MaxBytesSupported()

This method returns the byte length of the hex array that can store the biggest BigNumber supported. This
number is the maximum number in hex byte representation. All implementations must support at least 8
bytes.

Returns: the byte length of the biggest number supported

init(byte[] bArray, short bOff, short bLen, byte arrayFor mat)

public void init(byte[] bArray, short bOFf, short bLen, byte arrayFormat)
throws Nul | Poi nt er Exception, Arrayl ndexQut Of BoundsException, ArithmeticException

Initializes the big number using the input data

Parameters:
bAr r ay - input byte array

bCOf f - offset within byte array containing first byte (the high order byte)
bLen - byte length of input data

arrayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORVAT_BCD,gs.

Throws:

Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the input array would cause access
outside array bounds or if bLen is negative

Nul | Poi nt er Excepti onyg-if bArray isnul |

Arithmeti cExcepti onqq - for thefollowing conditions:
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multiply(byte[] bArray, short bOff, short bLen, byte arrayFormat)

« if theinput byte array format is not conformant with the specified ar r ay For mat parameter

« if the specified input data represents anumber which islarger than the maximum value configured or
larger than will fit within the supported maximum number of bytes

e if bLenisO

« if ar rayFor mat isnot one of the FORMAT _ constants.

multiply(byte[] bArray, short bOff, short bL en, byte arrayFor mat)

public void nultiply(byte[] bArray, short bOFf, short bLen, byte arrayFormat)
throws Arithreti cException

Multiplies the internal big number by the specified operand value

Parameters:
bAr r ay - input byte array

bCOf f - offset within input byte array containing first byte (the high order byte)
bLen - byte length of input data

arrayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORVAT_BCDyg55.

Throws:
Arrayl ndexCQut OFf BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

Nul | Poi nt er Excepti onys -if bArray isnul |
Arithmeti cExceptiongq - for thefollowing conditions:
« if the input byte array format is not conformant with the specified ar r ay For mat parameter

« if the result of the multiplication resultsin abig number which cannot be represented within the
maximum supported bytes or is greater than the configured max value. Theinternal big number isleft
unchanged.

e if bLenisO

« if arrayFor mat isnot one of the FORMAT _ constants.

reset()

public void reset()

Resets the big number to 0

setM aximum(byte[] maxValue, short bOff, short bL en, byte arrayFor mat)
public void set Maxi mun{byte[] nmaxVal ue, short bOFf, short bLen, byte arrayFormat)

Sets the maximum value that the BigNumber may contain. Attempts to increase beyond the maximum
resultsin an exception. If this method is not called, the maximum value is the maximum hex value that fits
within the configured maximum number of bytes.

Note:
» This method may allocate internal storage to store the specified maximum value.

Parameters:
maxVal ue - input byte array
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subtract(byte[] bArray, short bOff, short bLen, byte arrayFormat)

bCOf f - offset within input byte array containing first byte (the high order byte)
bLen - byte length of input data

arr ayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORMAT_BCD,gs.

Throws:
Nul | Poi nt er Excepti onyg -if maxVal ue isnul |

Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

Arithneti cExcepti ong, - for thefollowing conditions:

« if the specified maximum value is smaller than the encapsulated big number

« if the specified maximum valueislarger than will fit within the supported maximum number of bytes
« if the input byte array format is not conformant with the specified ar r ay For mat parameter

* if bLenisO

« if arrayFor mat isnot one of the FORMAT _ constants.

subtract(byte[] bArray, short bOff, short bL en, byte arrayFormat)

public void subtract(byte[] bArray, short bOFf, short bLen, byte arrayFormat)
throws ArithreticException

Decrements the internal big number by the specified operand value

Parameters:
bAr r ay - input byte array

bCOf f - offset within input byte array containing first byte (the high order byte)
bLen - byte length of input data

arr ayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORMAT_BCD,gs.

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

Nul | Poi nt er Excepti onys -if bArray isnul |
Arithneti cExcepti ong, - for thefollowing conditions:
« if the input byte array format is not conformant with the specified ar r ay For mat parameter

« if the result of the subtraction results in a negative number. The internal big number is left
unchanged.

e if bLenisO

« if arrayFor mat isnot one of the FORMAT _ constants.
toBytes(byte[] outBuf, short bOff, short numBytes, byte arrayFor mat)

public void toBytes(byte[] outBuf, short bOf, short nunBytes, byte arrayFornmat)
throws Arrayl ndexQut Of BoundsException, Nul | Poi nter Excepti on
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toBytes(byte[] outBuf, short bOff, short numBytes, byte arrayFormat)

Writes the internal big number out in the desired format. Note that the value output into the specified byte

array isright justified for the number of requested bytes. BCD 0 nibbles are prepended to the output BCD
data written out.

Parameters:
out Buf - output byte array

bOf f - offset within byte array containing first byte (the high order byte)
nunByt es - number of output bytes required

arrayFor mat - indicatesthe format of the input data. Valid codes listed in FORMAT _* constants.
See FORVAT_BCD,gs.

Throws:

Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the output array would cause access of
data outside array bounds or if nunByt es is negative

Nul | Poi nt er Except i on,s - if out Buf isnul |

Arithmeti cExceptiongq - for thefollowing conditions:

« if nunByt es isnot sufficient to represent the big number in the desired format
e if numByt es isO

« if arrayFor mat isnot one of the FORMAT _ constants.
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javacardx.framework.math ParityBit
Declaration

javacardx.framework.math

ParityBit

bj ect 55
I

+--javacardx. framewor k. mat h. Pari tyBi t

Declaration
public final class ParityBit

Description
ThePari tyBit classisaultility to assist with DES key parity bit generation.

Since: 2.2.2

Member Summary

Constructors
ParityBitsgq()

M ethods

static void setggi(byte[] bArray, short bOf, short blLen, bool ean i sEven)

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) 55

Constructors

ParityBit()
public ParityBit()

M ethods

set(byte[] bArray, short bOff, short bL en, boolean isEven)
public static void set(byte[] bArray, short bOif, short blLen, bool ean i sEven)
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set(byte[] bArray, short bOff, short bLen, boolean isEven)

I nserts the computed parity bit of the specified type as the last bit(L SB) in each of the bytes of the specified
byte array. The parity is computed over thefirst(MS) 7 bits of each byte. The incoming last bit of each byte
isignored.

Note:
o IfbOF f or bLen isnegativean Ar r ayl ndexQut Of BoundsExcept i on exception is thrown.
 If bLen parameter isequal to 0 no parity bits are inserted.

« |f bOff+bLen is greater than bArray.length, the length of the bArray array a
ArraylndexOutOfBoundsException exception is thrown and no parity bits are inserted.

« If bArray parameter is null a NullPointer Exception exception is thrown.

Parameters:
bAr r ay - input/output byte array

bCOf f - offset within byte array to start setting parity on
bLen - byte length of input/output bytes
i sEven -t rue if even parity isrequired and f al se if odd parity isrequired

Throws:
Nul | Poi nt er Excepti onys -if bArray isnul |

Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds or if bLen is negative

302 JavaCard APl Specificationv2.2.2 « March 2006



Package

javacardx.framework.tlv

Description

Extension package that contains functionality, for managing storage for BER TLV formatted data, based on the
ASN.1 BER encoding rules of |SO/IEC 8825-1:2002, aswell as parsing and editing BER TLV formatted datain

1/0 buffers.

Thej avacar dx. f ranmewor k. t | v package contains the BERTag abstract class, and its concrete subclasses
Prim tiveBERTag and Const r uct edBERTag. These classes encapsulate the BER tag functionality.

Thej avacar dx. f ramewor k. t | v package also contains the BERTLV abstract class, and its concrete
subclasses Pri m t i veBERTLV and Const r uct edBERTLV. These classes encapsulate the BER TLV

functionality.

Class Summary

Classes

BERTag304

BERTLV3,

Const ruct edBERTagszq7
Const ruct edBERTLV35q
PrimtiveBERTags,7
Prim tiveBERTLV33q

Exceptions

TLVExcept i ongzz7

The abstract BERTag class encapsulates aBER TLV tag.

The abstract BERTLYV class encapsulates a BER TLV structure.

The Const r uct edBERTag class encapsulates a constructed BER TLV tag.

The Const r uct edBERTLYV class encapsulates a constructed BER TLV structure.
ThePri m ti veBERTag class encapsulates aprimitive BER TLV tag.
ThePrim ti veBERTLV class encapsulates a primitive BER TLV structure.

TLVExcept i on represents a TLV-related exception.
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Declaration

javacardx.framework.tlv

BERTag

bj ect 55
I

+--j avacardx. f ramewor k. t | v. BERTag

Direct Known Subclasses: Const r uct edBERTags347, Pri nmiti veBERTags,7

Declaration
public abstract class BERTag

Description
The abstract BERTag class encapsulatesaBER TLV tag. The rules on the allowed encoding of the Tag field are
based on the ASN.1 BER encoding rules of 1SO/IEC 8825-1:2002.

The BERTag class and the subclasses Const r uct edBERTag and Pri i t i veBERTag, also provide static
methods to parse or edit a BER Tag structure representation in a byte array.

Since: 2.2.2

Member Summary

Fields
static byte BER TAG CLASS_MASK_APPLI CATI ONgps
static byte BER TAG CLASS MASK_CONTEXT_SPECI Fl Cyp5
static byte BER TAG CLASS MASK PRI VATEgs
static byte BER TAG CLASS_MASK_UNI VERSAL (s
static bool ean BER _TAG TYPE_CONSTRUCTED;45
static bool ean BER _TAG TYPE_PRI M Tl VEggs

Constructors
protected BERTagspe()

Methods
bool ean equal s3p6( BERTagsg, ot her Tag)
stati c BERTagzgs getlnstancezgg(byte[] bArray, short bOff)
abstract void initggg(byte[] bArray, short bOff)
bool ean i sConstructedzgz()
static bool ean isConstructedsg7(byte[] berTagArray, short bOfif)
byte sizezg7()
static byte sizezgg(byte[] berTagArray, short bOif)
byte tagd asszgg()
static byte tagC asszgg(byte[] berTagArray, short bOif)
short tagNumber 3g9()
static short tagNumberzgg(byte[] berTagArray, short bOff)
short toByteszgg(byte[] outBuf, short bOffset)
static short toBytessjg(short tagd ass, bool ean isConstructed, short
tagNumber, byte[] outArray, short bOf)
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javacardx.framework.tlv

BERTag

Inherited Member Summary

Member Summary

static bool ean verifyFornmatga;g(byte[] berTagArray, short bOf)

Inherited Member Summary

Methodsinherited from class Cbj ect 55

equal s(Obj ect) »5

Fields

BER_TAG_CLASS MASK_APPLICATION
public static final byte BER TAG CLASS MASK APPLI CATI ON

Constant for BER Tag Class Application

BER_TAG_CLASS MASK_CONTEXT_SPECIFIC
public static final byte BER TAG CLASS MASK CONTEXT_SPECI FI C

Constant for BER Tag Class Context-Specific

BER_TAG_CLASS MASK_PRIVATE
public static final byte BER TAG CLASS MASK_PRI VATE

Constant for BER Tag Class Private

BER_TAG_CLASS MASK_UNIVERSAL
public static final byte BER TAG CLASS MASK UN VERSAL

Constant for BER Tag Class Universal

BER_TAG_TYPE_CONSTRUCTED
public static final bool ean BER TAG TYPE_CONSTRUCTED

Constant for constructed BER Tag type

BER TAG TYPE PRIMITIVE
public static final bool ean BER TAG TYPE PRI M TI VE

Constant for primitive BER Tag type
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BERTag()

Constructors

BERTag()
prot ect ed BERTag()

Constructor creates an empty BERTLV Tag object capable of encapsulating aBER TLV Tag. All
implementations must support at least 3 byte Tags which can encode tag numbers up to Ox3FFF.

M ethods

equals(BERTag3zg4 other Tag)
publ i c bool ean equal s( BERTagzg4 Ot her Tag)

Comparest hi s BER Tag with another. Note that this method does not throw exceptions. If the parameter
ot her Tag isnul | , the method returnsf al se

Returns: tr ue if the tag data encapsulated are equal, f al se otherwise

getlnstance(byte[] bArray, short bOff)

public static BERTagzgs getlnstance(byte[] bArray, short bOff)
throws TLVException

Create aBERTLYV Tag object from the binary representation in the byte array. All implementations must
support tag numbers up to Ox3FFF. Note that the returned BERTag must be cast to the correct subclass:
PrimtiveBERTag or Const ruct edBERTag to accesstheir specialized API.

Parameters:
bAr r ay - the byte array containing the binary representation

bO f - the offset within bArray where the tag binary begins

Throws:
Arrayl ndexQut Of BoundsExcept i onqg - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti on,s -if bArray isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if the tag number requested is larger than the supported
maximum size

» TLVExcepti on. MALFORVED _TAGIf tag representation in the byte array is malformed.

init(byte[] bArray, short bOff)

public abstract void init(byte[] bArray, short bOff)
throws TLVException

Abstract init method. (Re-)Initializet hi s BERTag object from the binary representation in the byte array.
All implementations must support tag numbers up to Ox3FFF.

Parameters:
bAr r ay - the byte array containing the binary representation
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isConstructed()

bO f - the offset within bArray where the tag binary begins

Throws:

Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti onyg -if bArray isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if the tag number requested is larger than the supported
maximum size

* TLVExcepti on. MALFORMED_TAGIf tag representation in the byte array is malformed

isConstructed()
publi ¢ bool ean i sConstructed()
Used to query if t hi s BER tag structure is constructed
Returns: t rue if constructed, f al se if primitive

Throws:
TLVExcept i onzz7 - with the following reason codes:

» TLVExcepti on. EMPTY_TAGIf the BER Tag is empty.

isConstructed(byte]] ber TagArray, short bOff)
public static bool ean i sConstructed(byte[] berTagArray, short bOf)
Returns the constructed flag part of the BER Tag from its representation in the specified byte array

Parameters:
ber TagAr r ay - input byte array

bCOf f - offset within byte array containing first byte
Returns: true if constructed, f al se if primitive

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti on,s - if ber TagArray isnul |
TLVExcept i onzz7 - with the following reason codes:
» TLVExcepti on. MALFORVMVED_TAGIf tag representation in the byte array is malformed.

size()
public byte size()
throws TLVException

Returns the byte size required to represent t hi s tag structure
Returns. size of BER Tag in bytes

Throws:
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVExcepti on. TAG_SI ZE _GREATER_THAN 127 if the size of the BER Tag is> 127.
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size(byte[] berTagArray, short bOff)

» TLVExcepti on. EMPTY_TAGIf the BER Tag is empty.

size(byte[] ber TagArray, short bOff)

public static byte size(byte[] berTagArray, short bOf)
throws TLVException

Returns the byte size required to represent the BER Tag from its representation in the specified byte array

Parameters:
ber TagAr r ay - input byte array containing the BER Tag representation

bCOf f - offset within byte array containing first byte
Returns. size of BER Tag in bytes

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti on,s - if ber TagArray isnul |
TLVEXxcept i ongza7 - with the following reason codes:

 TLVException. | LLEGAL_ SI ZE if the size of the BER Tag is greater than the maximum Tag
size supported

« TLVExcept i on. TAG_SI ZE_GREATER_THAN 127 if the size of the BER Tag is > 127.
» TLVExcept i on. MALFORMED _TAG:If tag representation in the byte array is malformed

tagClass()

public byte tagd ass()
Returns the tag class part of t hi s BER Tag structure

Returns. the BER Tag class. One of the BER_TAG_CLASS_MASK_* .. constants defined above. See
BER_TAG_CLASS_MASK_APPLI CATI ONgqs5.

Throws:
TLVEXxcept i ongza7 - with the following reason codes:

» TLVExcepti on. EMPTY_TAGif the BER Tag is empty.

tagClass(byte[] ber TagArray, short bOff)
public static byte tagC ass(byte[] berTagArray, short bOf)
Returns the tag class part of the BER Tag from its representation in the specified byte array

Parameters:
ber TagAr r ay - input byte array

bCOf f - offset within byte array containing first byte

Returns. the BER Tag class. One of the BER_TAG_CLASS_MASK_* .. constants defined above. See
BER_TAG_CLASS_MASK_APPLI CATI ONggs5.

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti on,s - if ber TagArray isnul |
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tagNumber()

TLVExcept i onzz7 - with the following reason codes:
» TLVExcept i on. MALFORVMVED_TAGIf tag representation in the byte array is malformed.

tagNumber ()

public short tagNunber ()
throws TLVException

Returns the tag number part of t hi s BER Tag structure
Returns. the BER Tag tag number

Throws:
TLVEXxcept i ongzz7 - with the following reason codes:

» TLVExcepti on. TAG_ NUMBER _GREATER_THAN 32767 if the tag number is > 32767.
* TLVExcepti on. EMPTY_TAGIf the BER Tag is empty.

tagNumber (byte[] ber TagArray, short bOff)

public static short tagNunmber(byte[] berTagArray, short bOif)
throws TLVException

Returns the tag number part of the BER Tag from its representation in the specified byte array

Parameters:
ber TagAr r ay - input byte array

bOF f - offset within byte array containing first byte
Returns. the BER Tag tag number
Throws:

Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of

data outside array bounds, or if the array offset parameter is negative
Nul | Poi nt er Excepti on,g - if ber TagArray isnul |

TLVEXxcept i ongzz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if the size of the BER Tag is greater than the maximum Tag

size supported
» TLVExcepti on. TAG_ NUMBER _GREATER_THAN 32767 if the tag number is > 32767.
* TLVExcepti on. MALFORVED_TAGIf tag representation in the byte array is malformed.

toBytes(byte[] outBuf, short bOffset)

public short toBytes(byte[] outBuf, short bCffset)
throws TLVException

Writes the representation of t hi s BER tag structure to the byte array

Parameters:
out Buf - the byteArray where the BER tag is written

bOr f set - offset within outBuf where BER tag value starts
Returns. size of BER Tag in bytes

BERTag 309



BERTag javacardx.framework.tlv
toBytes(short tagClass, boolean isConstructed, short tagNumber, byte[] outArray, short bOff)

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the output array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti onyg - if out Buf isnul |
TLVExcept i ongz7 - with the following reason codes:
» TLVExcepti on. EMPTY_TAGif the BER Tag is empty.

toBytes(short tagClass, boolean isConstructed, short tagNumber, byte[] outArray, short bOff)

public static short toBytes(short tagC ass, bool ean isConstructed, short tagNunber,
byte[] outArray, short bOf)

Writes the BER Tag bytes representing the specified tag class, constructed flag and the tag number as a
BER Tag representation in the specified byte array

Parameters:
t agC ass - encodes the tag class. Valid codes are the BER_TAG_CLASS_MASK _* constants
defined above. See BER_TAG_CLASS_NMASK_APPLI CATI ONggs.

i sConstruct ed - trueif thetag is constructed, false if primitive
t agNunber - isthe tag number.
out Ar r ay - output byte array
bOf f - offset within byte array containing first byte
Returns: size of BER Tag output bytes

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the output array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti on,z -if out Array isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if thetag sizeislarger than the supported maximum size or
32767

* TLVExcepti on. | NVALI D_PARAMIf t agCl ass parameter isinvalid or if thet agNunber
parameter is negative

verifyFormat(byte[] ber TagArray, short bOff)
public static bool ean verifyFormat(byte[] berTagArray, short bOf)
Checks if the input datais a well-formed BER Tag representation

Parameters:
ber TagAr r ay - input byte array

bOf f - offset within byte array containing first byte

Returns: true if input dataisawell formed BER Tag structure of tag size equal to or less than the
supported maximum size, f al se otherwise

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative
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verifyFormat(byte[] berTagArray, short bOff)

Nul | Poi nt er Except i on,s - if ber TagArray isnul |
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BERTLV
Declaration

javacardx.framework.tlv

BERTLV

javacardx.framework.tlv

bj ect 55
I

+--javacardx. franework. tlv. BERTLV

Direct Known Subclasses. Const r uct edBERTLV350, Pri mi ti veBERTLV33q

Declaration
public abstract class BERTLV

Description
The abstract BERTLV class encapsulates a BER TLV structure. The rules on the allowed encoding of the Tag,
length and value fields are based on the ASN.1 BER encoding rules | SO/IEC 8825-1:2002.

The BERTLYV class and the subclasses - Const r uct edBERTLV and Pri mi ti veBERTLV only support
encoding of the length(L) octetsin definite form. These classes do not provide support for the encoding rules of
the contents octets of the value(V) field as described in 1SO/IEC 8825-1:2002.

The BERTLYV class and the subclasses - Const r uct edBERTLVand Pri ni t i veBERTLYV aso provide static
methods to parse/edit a TLV structure representation in a byte array.

Since: 2.2.2

Member Summary

static short

abstract short
short
short
static bool ean

Constructors
protected BERTLV3y3()
M ethods
static BERTLV3;1, getlnstancegiz(byte[] bArray, short bOif, short blLen)
short getLengthzqz()
static short getLengthgis(byte[] berTLVArray, short bOff)
BERTagsps get Tagsia()

get Tagz4(byte[] ber TLVArray, short bTLVOf,
ber TagArray, short bTagCOfif)
initss(byte[] bArray, short bOf,
si zezys()

t oByt eszig(byte[] out Buf,

verifyFormat 3.6(byte[] berTl vArray,

bytel[]
short bLen)

short bOff)
short bOFf,

Inherited Member Summary

Methodsinherited from class Qbj ect 55
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BERTLV()

Inherited Member Summary

equal s(Obj ect) »5

Constructors

BERTLV()
protected BERTLV()

Constructor creates an empty BERTLV object capable of encapsulatingaBER TLV structure.

M ethods

getinstance(byte[] bArray, short bOff, short bLen)

public static BERTLV3y, getlnstance(byte[] bArray, short bOf, short bLen)
throws TLVException

Creates the BERTLV using the input binary data. The resulting BER TLV object may be a primitive or a
constructed TLV object. The object must be cast to the correct sub-class. Const ruct edBERTLV or
PrimtiveBERTLV toaccessthe specialized API. Thei nit ( byte[] bArray, short bOf,
short blLen ) methods of the appropriate BERTLV classes will be used to initialize the created TLV
object.

Note:

o IfbOF f +bLen isgreater than bAr r ay. | engt h, thelength of the bAr r ay array, an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

Parameters:
bAr r ay - input byte array

bOf f - offset within byte array containing the tlv data
bLen - byte length of input data

Throws:
Arrayl ndexCQut Of BoundsExcept i onqj - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti on,s -if bArray isnul |
TLVEXxcept i ongza7 - with the following reason codes:

» TLVException. | LLEGAL_ SI ZEif the TLV structure requested is larger than the supported
maximum size

» TLVExcepti on. MALFORVED _TLYV if theinput datais not awell-formed BER TLV.

getL ength()

public short getlLength()
throws TLVException

Returnsthe value of t hi s TLV object’s Length component
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getL ength(byte[] berTLVATrray, short bOff)

Throws:
TLVExcept i onzz7 - with the following reason codes:

» TLVException. TLV_LENGTH_GREATER_THAN_32767 if the value of the Length component
is> 32767.

* TLVExcepti on. EMPTY_TLV if the BERTLV object is empty.

getL ength(byt€[] ber TLVArray, short bOff)

public static short getlLength(byte[] berTLVArray, short bOif)
throws TLVException

Returns the value of the TLV Structure's Length component in the specified input byte array

Parameters:
ber TLVAr r ay - input byte array

bCOf f - offset within byte array containing the tlv data
Returns: thelength valuein the TLV representation in the specified byte array

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti onys - if ber TLVArr ay

TLVExcept i onzz7 - with the following reason codes:

e TLVExcepti on. TLV_LENGTH _GREATER_THAN 32767 if the length element(L) > 32767.
» TLVExcepti on. MALFORMED_TLYV if theinput datais not awell-formed BER TLV.

getTag()

publ i c BERTagsg4 get Tag()
throws TLVException

Returnst hi s value of the TLV object’s Tag component
Returns. the Tag fort hi s BERTLV object

Throws:
TLVEXxcept i ongza7 - with the following reason codes:

* TLVExcepti on. EMPTY_TLV if the BERTLV object is empty.

getTag(byte[] ber TLVArray, short bTLVOff, byte[] ber TagArray, short bTagOff)

public static short getTag(byte[] berTLVArray, short bTLVOf, byte[] berTagArray, short
bTagOr f)
throws TLVException

Copiesthe tag component in the TLV representation in the specified input byte array to the specified output
byte array

Parameters:
ber TLVAr r ay - input byte array

bTLVOE f - offset within byte array containing the tlv data
ber TagAr r ay - output Tag byte array

314 JavaCard APl Specificationv2.2.2 « March 2006



javacardx.framework.tlv BERTLV
init(byte[] bArray, short bOff, short bLen)

bTagCOr f - offset within byte array where output begins
Returns: the size of the output BER Tag

Throws:
Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input or output array would cause
access of data outside array bounds, or if either array offset parameter is negative

Nul | Poi nt er Except i on,s - if either ber TLVAr r ay or ber TagAr r ay isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVException. | LLEGAL _SI ZE if the size of the Tag component is > 32767.

* TLVExcepti on. MALFORVED_TLV if theinput datais not awell-formed BER TLV.

init(byte[] bArray, short bOff, short bLen)

public abstract short init(byte[] bArray, short bOif, short bLen)
throws TLVException

Abstract init method. (Re-)Initializest hi s BERTLV using the input byte data.

If t hi s isan empty TLV object theinitial capacity of t hi s BERTLV is set based on the size of the input
TLV data structure.

Note:

* If bOF f +bLen isgreater than bAr r ay. | engt h, the length of the bAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

Parameters:
bAr r ay - input byte array

bOr f - offset within byte array containing the TLV data
bLen - byte length of input data
Returns: theresulting sizeof t hi s TLV if represented in bytes

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti onyz -if bArray isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVExcepti on. | NSUFFI Cl ENT_STORAGE if the required capacity is hot available and the
implementation does not support automatic expansion.

e TLVExcepti on. MALFORMED_TLV if theinput datais not awell-formed BER TLV or the input
datarepresents aprimitive BER TLV structureandt hi s isaConst r uct edBERTLV object or the
input data represents a constructed BER TLV structureandt hi s isaPri m i t veBERTLV object.

size()
public short size()
Returns the number of bytes required to represent t hi s TLV structure
Returns: the byte length of the TLV
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toBytes(byte[] outBuf, short bOff)

Throws:
TLVExcept i onzz7 - with the following reason codes:

» TLVException. TLV_SI ZE_GREATER _THAN 32767 if thesize of TLV structureis > 32767.
e TLVExcepti on. EMPTY_TLV if the BERTLV object is empty.

toBytes(byte[] outBuf, short bOff)
public short toBytes(byte[] outBuf, short bOif)

Writest hi s TLV structure to the specified byte array.

Parameters:
out Buf - output byte array

bCOf f - offset within byte array output data begins
Returns: the byte length written to the output array

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the output array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Except i onyg - if out Buf isnul |

TLVExcept i onzz7 - with the following reason codes:

* TLVException. TLV_SI ZE_GREATER THAN 32767 if the size of the BER TLV is> 32767.
» TLVException. EMPTY_TLV if the BERTLV object is empty.

verifyFormat(byte[] ber TIvArray, short bOff, short bLen)
public static bool ean verifyFormat(byte[] berTlvArray, short bOf, short bLen)
Checksif theinput datais awell-formed BER TLV representation.
Note:

o IfbOF f +bLen isgreater thanber Tl vArr ay. | engt h, thelength of theber Tl vAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

Parameters:
ber Tl vAr r ay - input byte array

bCOf f - offset within byte array containing first byte
bLen - byte length of input BER TLV data
Returns: true if input dataisawell formed BER TLV structure, f al se otherwise

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti onyg-if ber Tl vArray isnul |
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Declaration

javacardx.framework.tlv

ConstructedBERTag

bj ect 55
I
+- - BERTag3O4
|

+--javacardx. franework. tl v. Const ruct edBERTag

Declaration
public final class ConstructedBERTag extends BERTagsgs

Description
The Const r uct edBERTag class encapsulates a constructed BER TLV tag. The rules on the allowed
encoding of the Tag field is based on the ASN.1 BER encoding rules of 1SO/IEC 8825-1:2002.

The BERTag class and the subclasses Const r uct edBERTag and Pri mi t i veBERTag, aso provide static

methods to parse or edit a BER Tag structure representation in a byte array.

Since: 2.2.2

Member Summary

Constructors
Const ruct edBERTags4g()
Methods
void initgg(byte[] bArray, short bOff)
void initgg(byte tagd ass, short tagNunber)

Inherited Member Summary

Fieldsinherited from class BERTagzg4

BER_TAG CLASS MASK_APPLI CATI ONggs, BER TAG CLASS MASK_CONTEXT_SPECI FI Cyps,
BER TAG CLASS MASK_PRI VATEzps, BER TAG CLASS MASK UNI VERSAL 50,
BER_TAG TYPE_CONSTRUCTED;gs, BER TAG TYPE PRI M Tl VEzqs

M ethods inherited from class BERTagszg,

equal s(BERTag) 306, getlnstance(byte[], short)gge isConstructed() g7,

i sConstructed(byte[], short)azg7, size()sg7, Size(byte[], short)szgg tagd ass()zps.
tagCl ass(byte[], short)sgg, tagNunber()sg9, tagNumber (byte[], short) zgg,
toBytes(byte[], short)sgg toBytes(short, boolean, short, byte[], short)sig,
verifyFormat (byte[], short)sig

Methods inherited from class Qbj ect 55

ConstructedBERTag
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ConstructedBERTag()

Inherited Member Summary

equal s(Obj ect) »5

Constructors

ConstructedBERTag()
public Construct edBERTag()
Constructor creates an empty constructed BERTLYV Tag object capable of encapsulating a constructed BER

TLV Tag. All implementations must support at least 3 byte Tags which can encode tag numbers up to
Ox3FFF.

M ethods

init(byte tagClass, short tagNumber)

public void init(byte tagd ass, short tagNumber)
throws TLVException

(Re-)Initializet hi s Const r uct edBERTag object with the specified tag class, and tag number. All
implementations must support tag numbers up to Ox3FFF.

Parameters:
t agd ass - encodesthe tag class. Valid codes listed in BER_TAG_CLASS .. constants.

t agNunber - isthe tag number.

Throws:
TLVExcept i ongz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if the tag number requested is larger than the supported
maximum size

* TLVExcepti on. | NVALI D_PARAMIf tag class parameter isinvalid or if the tag number
parameter is negative.

See Also: BERTagszg4

init(byte[] bArray, short bOff)

public void init(byte[] bArray, short bOff)
throws TLVException

(Re-)Initializet hi s Const r uct edBERTag object from the binary representation in the byte array. All
implementations must support tag numbers up to Ox3FFF.

Overrides: i ni t 3p¢ inclass BERTag3p4

Parameters:
bAr r ay - the byte array containing the binary representation

bOf f - the offset within bArray where the tag binary begins
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init(byte[] bArray, short bOff)

Throws:
Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti onyg -if bArray isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if the tag number requested is larger than the supported
maximum size

* TLVExcepti on. MALFORMVED _TAGIf tag representation in the byte array is malformed or isa
primitive array tag
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Declaration

javacardx.framework.tlv

ConstructedBERTLV

bj ect 55
I

+- - BERTLVS].Z
|

+--javacardx. franework. t1v. Const ruct edBERTLV

Declaration
public final class ConstructedBERTLV extends BERTLV3q,

Description

The Const r uct edBERTLV class encapsulates a constructed BER TLV structure. It extends the generic BER
TLV class. The rules on the allowed encoding of the Tag, length and value fields is based on the ASN.1 BER
encoding rules | SO/IEC 8825-1:2002.

The Const r uct edBERTLV class only supports encoding of the length(L) octets in definite form. The
value(V) field which encodes the contents octets are merely viewed as a set of other BERTLVs.

Every Const r uct edBERTLYV has a capacity which represents the size of the alocated internal data structures
to reference all the contained BER TLV objects. Aslong as the number of contained BER TLV objects of the
Const r uct edBERTLV does not exceed the capacity, it is not necessary to allocate new internal data. If the
internal buffer overflows, and the implementation supports automatic expansion which might require new data
allocation and possibly old data/object deletion, it is automatically made larger. Otherwise a TLV Exception is
thrown.

The BERTLYV class and the subclasses Const r uct edBERTLV and Pri mi ti veBERTLYV, also provide static
methods to parse or edit a TLV structure representation in a byte array.

Since: 2.22

Member Summary

Constructors
Const ruct edBERTLV3,,(short numrLVs)

M ethods
short appends, ( BERTLV31, aTLV)
static short appendsy,(byte[] berTLVInArray, short bTLVInOf, byte[]
ber TLVQut Array, short bTLVQut O f)
short del et e3oo( BERTLV3.5, aTLV, short occurrenceNum
BERTLVng fi nd323( BERTaggo4 tag)
static short findsys(byte[] berTLVArray, short bTLVOf, byte[] ber TagArray,
short bTagOfif)
BERTLV31, findNext 3,3( BERTagzgs tag, BERTLV3q, aTLV, short occurrenceNum
static short findNextays(byte[] berTLVArray, short bTLVOFf, short
startOffset, byte[] berTagArray, short bTagCOff)
short initgyu(byte[] bArray, short bOFf, short bLen)
short initgays(ConstructedBERTags 7 tag, BERTLV3q, aTLV)
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Inherited Member Summary

Member Summary

short initgoe(ConstructedBERTags7 tag, byte[] vArray, short vOif,
short vlLen)

Inherited Member Summary

Methods inherited from class BERTL V315

get I nstance(byte[], short, short)g3;3, getlLength()sz;3, getlLength(byte[], short)zig,
get Tag() 314, get Tag(byte[], short, byte[], short)gzi4, Size()sz15 toBytes(byte[],
short) 316, verifyFormat (byte[], short, short)zqg

M ethodsinherited from class bj ect 55

equal s(Obj ect) 55

Constructors

ConstructedBERTLV (short numTLVS)
public ConstructedBERTLV(short nunirLVs)

Constructor creates an empty Const r uct edBERTLYV object capable of encapsulating a
Const r uct edBERTLYV structure.

Theinitial capacity is specified by the numTLV s argument.

Parameters;
nunmrLVs - isthe number of contained TLV s to allocate

Throws:
TLVExcept i onzz7 - with the following reason codes:

* TLVExcepti on. | NVALI D_PARAMif numTLVs parameter is negative or larger than the
maximum capacity supported by the implementation.

M ethods

append(BERTLV3,, aTLV)

public short append(BERTLV3;, aTLV)
throws TLVException

Append the specified TLV to the end of Const r uct edBERTLV. Note that areference to the BER TLV
object parameter isretained by t hi s object. A change in the BER TLV object contents affectst hi s TLV
instance.

Parameters:
aTLV-aBER TLV object

Returns. theresulting sizeof t hi s TLV if represented in bytes

ConstructedBERTLYV 321



ConstructedBERTLV javacardx.framework.tlv
append(byte[] berTLVInArray, short bTLVInOff, byte[] berTLVOutArray, short bTLVOutOff)

Throws:
Nul | Poi nt er Excepti onyg-ifaTLVisnul |

TLVExcept i onzz7 - with the following reason codes:

* TLVExcepti on. | NSUFFI Cl ENT_STORAGE if the required capacity is not available and the
implementation does not support automatic expansion.

* TLVException. | NVALI D_PARAMIf aTLVist hi s ort hi s TLV object is contained in any of
the constructed TLV objects in the hierarchy of theaTLV object.

append(byte[] ber TLVINnArray, short bTLVINOff, byte[] ber TLVOuUtArray, short bTLVOutOff)

public static short append(byte[] berTLVInArray, short bTLVInO f, byte[] ber TLVQut Array,
short bTLVOQUt O f)
throws TLVException

Append the TLV representation in the specified byte array to the constructed BER tlv representation in the
specified output byte array.

Parameters:
ber TLVI nAr r ay - input byte array

bTLVI nOF f - offset within byte array containing the tlv data

ber TLVQut Ar r ay - output TLV byte array

bTLVOut O f - offset within byte array where output begins
Returns: the size of the resulting output TLV

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the input or output array would cause
access of data outside array bounds, or if either array offset parameter is negative

Nul | Poi nt er Except i on,g - if either ber TLVI nAr r ay or ber TLVQut Ar ray isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVExcepti on. MALFORVED_TLVif the TLV representation in the input byte array is not awell-
formed constructed BER TLV.

delete(BERTLV34, aTLV, short occurrenceNum)

public short del et e( BERTLV3,, aTLV, short occurrenceNum
throws TLVException

Delete the specified occurrence of the specified BER TLV fromt hi s Const r uct edBERTLV. The
internal reference at the specified occurrence to the specified BER TLV object is removed.

Parameters:
aTLV - the BER TLV object to deletefromt hi s

occur r enceNum- specifies which occurrence of aTLV withint hi s BER TLV to use
Returns: theresulting sizeof t hi s TLV if represented in bytes

Throws:
Nul | Poi nt er Excepti on,z -if aTLVisnul |

TLVEXxcept i ongzz7 - with the following reason codes:
* TLVExcepti on. | NVALI D_PARAMiIf the specified BER TLV object parameter is not an element
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find(BERTag 304 tag)

of t hi s or occurslessthan occur r enceNumtimesint hi s or occur r enceNumisO or
negative.

find(BERTagzq4 tag)
publi c BERTLV3;, find(BERTagsg, tag)

Find the contained BERTLV withint hi s Const r uct edBERTLYV object that matches the specified BER
Tag. If the tag parameter isnul | , thefirst contained BER TLV object is returned.

Parameters:
t ag - the BERTag to be found

Returns: TLV object matching the indicated tag or null if none found.

find(byte[] ber TLVArray, short bTLVOff, byte[] ber TagArray, short bTagOff)

public static short find(byte[] berTLVArray, short bTLVOf, byte[] berTagArray, short
bTagOr f)
throws TLVException

Find the offset of the contained TLV representation at the top level within the TLV structure representation
in the specified byte array that matches the specified tag representation in the specified byte array If the tag
array parameter is null, the offset of the first contained TLV isreturned.

Parameters:
ber TLVAr r ay - input byte array

bTLVOF f - offset within byte array containing the tlv data
ber TagAr r ay - byte array containing the Tag to be searched
bTagCOr f - offset within ber TagAr r ay byte array where tag data begins
Returns: offset into ber TLVAr r ay where the indicated tag was found or -1 if none found.

Throws:
Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input arrays would cause access of
data outside array bounds, or if either array offset parameter is negative

Nul | Poi nt er Excepti onyg-if ber TLVArray isnul |
TLVExcept i onzz7 - with the following reason codes:

* TLVExcepti on. MALFORMED TLV if the TLV representation in the specified byte array is not a
well-formed constructed BER TLV structure.

* TLVExcepti on. MALFORMVED_TAGIf tag representation in the specified byte array isis not a
well-formed BER Tag structure.

findNext(BERTag3g,4 tag, BERTLV31, aTLV, short occurrenceNum)
publ i c BERTLV3y, findNext (BERTagsgs tag, BERTLV3y, aTLV, short occurrenceNumn)

Find the next contained BERTLV withint hi s Const r uct edBERTLYV object that matches the specified
BER Tag. The search must be started from the TLV position following the specified occurrence of the
specified BER TLV object parameter. If the tag parameter is null, the next contained BER TLV object is
returned.

Parameters:
t ag - the BERTag to be found
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findNext(byte[] berTLVArray, short bTLVOff, short startOffset, byte[] berTagArray, short bTagOff)

aTLV - tlv object contained withint hi s BER TLV following which the search begins
occur r enceNum- specifies which occurrence of aTLV withint hi s BER TLV to use
Returns: TLV object matching the indicated tag or null if none found.

Throws:
Nul | Poi nt er Excepti onyg-ifaTLVisnul |

TLVExcept i onzz7 - with the following reason codes:

» TLVExcepti on. | NVALI D_PARAMIf the specified BER TLV object parameter is not an element
of t hi s or occurslessthan occur r enceNumtimesint hi s or if occur r enceNumisO or
negative.

findNext(byte[] ber TLVArray, short bTLVOff, short startOffset, byte[] ber TagArray, short bTagOff)

public static short findNext(byte[] ber TLVArray, short bTLVOf, short startOffset, byte[]
ber TagArray, short bTagOfif)
throws TLVException

Find the offset of the next contained TLV representation at the top level within the TLV structure
representation in the specified byte array that matches the specified tag representation in the specified byte
array. The search must be started from the TLV position following the specified st ar t Of f set parameter
where acontained TLV exists at the top level. If the tag array parameter - ber TagAr r ay - isnull, the
offset of the next contained TLV representation at the top level is returned.

Parameters:
ber TLVAr r ay - input byte array

bTLVCOF f - offset within byte array containing the TLV data
start O f set - offset within theinput ber TLVAr r ay to begin the search
ber TagAr r ay - byte array containing the Tag to be searched
bTagOf f - offset within ber TagAr r ay byte array where tag data begins
Returns: offset into ber TLVAr r ay where the indicated tag was found or -1 if none found.

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input arrays would cause access of
data outside array bounds, or if any of the array offset parametersis negative

Nul | Poi nt er Excepti on,s - if ber TLVArray isnul |
TLVEXxcept i ongza7 - with the following reason codes:

* TLVExcepti on. MALFORMED TLV if the TLV representation in the specified byte array is not a
well-formed constructed BER TLV structure.

» TLVExcept i on. MALFORMED_TAGIf the tag representation in the specified byte array is not a
well-formed BER Tag structure.

* TLVEXcepti on. | NVALI D_PARAMIf the ber TLVAr r ay array does not contain atop level
contained TLV element at the specified st art O f set offset.

init(byte[] bArray, short bOff, short bLen)

public short init(byte[] bArray, short bOf, short bLen)
throws TLVException

(Re-)Initidlizest hi s Const r uct edBERTLYV using the input byte data.

324 JavaCard APl Specificationv2.2.2 « March 2006



javacardx.framework.tlv ConstructedBERTLV
init(Const r uct edBERTagzg;7 tag, BERTL V3, aTLV)

If t hi s Const ruct edBERTLV isnot empty, internal referencesto the previously contained BER TLV
objectsis removed.

Each contained BERTLYV is constructed and initialized using thisinit method. Theinitia capacity of each of
the contained Const r uct edBERTLYV objectsis set to the number of TLV's contained at the top level of
that TLV structurein the byte array.

Note:

o IfbOF f +bLen isgreater than bArr ay. | engt h, thelength of thebAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

Overrides: i nit 375 inclassBERTLV3q5

Parameters:
bAr r ay - input byte array

bCOf f - offset within byte array containing the tlv data
bLen - byte length of input data
Returns. theresulting size of t hi s TLV if represented in bytes

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti onyg-if bArray isnul |
TLVExcept i onzz7 - with the following reason codes:

» TLVException. | LLEGAL_SI ZE if therequired capacity is not available and the implementation
does not support automatic expansion.

e TLVEXcepti on. MALFORMED TLYV if the input datais not a well-formed constructed BER TLV
structure.

init(Const ruct edBERTags;7 tag, BERTLV3,, aTLV)

public short init(ConstructedBERTags;7; tag, BERTLV3y, aTLV)
throws TLVException

(Re-)Initializest hi s Const r uct edBERTLYV object with the input tag and TLV parameter. Note that a
reference to the BER Tag object parameter isretained by t hi s object. If the input BER Tag object is
modified, the TLV structure encapsulated by t hi s TLV instance is aso modified. Similarly, areference to
the BER TLV object parameter is also retained by t hi s object. If the input BER TLV object is modified,
the TLV structure encapsulated by t hi s TLV instance is also modified.

Parameters:
t ag - aBERTag object

aTLV-tousetoinitialize asthevalueof t hi s TLV
Returns. theresulting size of t hi s TLV if represented in bytes

Throws:
Nul | Poi nt er Excepti on,g - if eithert ag oraTLVisnul |

TLVEXxcept i ongza7 - with the following reason codes:

» TLVExcepti on. | NSUFFI Cl ENT_STORAGE if the required capacity is not available and the
implementation does not support automatic expansion
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init(Const r uct edBERTag3,7 tag, byte[] vArray, short vOff, short vLen)

» TLVException. | NVALI D_PARAMIf aTLVist hi s ort hi s TLV object is contained in any of
the constructed TLV objects in the hierarchy of theaTLV object.

init(Const r uct edBERTag3, 7 tag, byte[] vArray, short vOff, short vLen)

public short init(ConstructedBERTags,7 tag, byte[] vArray, short vOif, short vlen)
throws TLVException

(Re-)Initidizest hi s Const r uct edBERTLYV object with the input tag and specified data as value of the
object. Note that areference to the BER Tag object isretained by t hi s object. If theinput BER Tag object
is modified, the TLV structure encapsulated by t hi s TLV instanceis also modified.

Each contained BERTLYV is constructed and initialized using thisinit method. Theinitial capacity of each of
the contained Const r uct edBERTLV objectsis set to the number of TLV's contained at the top level of
that TLV structurein the byte array.

Note:

o IfvOF f +vLen isgreater thanvArray. | engt h, thelength of thevAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

Parameters:
t ag - a BERTag object

VArr ay - the byte array containing vLen bytes of TLV Value
vO f - offset within the vArray byte array where data begins
vLen - byte length of the value datain vArray

Returns: theresulting size of t hi s TLV if represented in bytes

Throws:
Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti on,s - if eithert ag or vArray isnul |
TLVEXxcept i ongza7 - with the following reason codes:

* TLVExcepti on. | NSUFFI Cl ENT_STORAGE or if the required capacity is not available and the
implementation does not support automatic expansion.
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Declaration
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PrimitiveBERTag

bj ect 55
I
+- - BERTag3O4
|

+--javacardx. franework.tlv. PrimtiveBERTag

Declaration
public final class PrimitiveBERTag extends BERTagsga

Description

ThePri m ti veBERTag class encapsulates a primitive BER TLV tag. The rules on the alowed encoding of

the Tag field is based on the ASN.1 BER encoding rules of 1SO/IEC 8825-1:2002.

The BERTag class and the subclasses Const ruct edBERTag and Pri i t i veBERTag, also provide static

methods to parse or edit a BER Tag structure representation in a byte array.

Since: 2.2.2

Member Summary

Constructors
PrimtiveBERTagsog()
Methods
void initgyg(byte[] bArray, short bOfif)
voi d initgyg(byte tagd ass, short tagNunber)

Inherited Member Summary

Fieldsinherited from class BERTagzg4

BER_TAG CLASS MASK_APPLI CATI ONggs, BER TAG CLASS MASK_CONTEXT_SPECI FI Cyps,
BER TAG CLASS MASK_PRI VATEzps, BER TAG CLASS MASK UNI VERSAL 50,
BER_TAG TYPE_CONSTRUCTED;gs, BER TAG TYPE PRI M Tl VEzqs

M ethods inherited from class BERTagszg,

equal s(BERTag) 306, getlnstance(byte[], short)gge isConstructed() g7,

i sConstructed(byte[], short)azg7, size()sg7, Size(byte[], short)szgg tagd ass()zps.
tagCl ass(byte[], short)sgg, tagNunber()sg9, tagNumber (byte[], short) zgg,
toBytes(byte[], short)sgg toBytes(short, boolean, short, byte[], short)sig,
verifyFormat (byte[], short)sig

Methods inherited from class Qbj ect 55

PrimitiveBERTag
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PrimitiveBERTag()

Inherited Member Summary

equal s(Obj ect) »5

Constructors

PrimitiveBERTag()
public PrimtiveBERTag()

Constructor createsan empty Pri mi t i veBERTag object capable of encapsulating a primitive BER TLV
Tag. All implementations must support at least 3 byte Tags which can encode tag numbers up to Ox3FFF.

M ethods

init(byte tagClass, short tagNumber)

public void init(byte tagd ass, short tagNumber)
throws TLVException

(Re-)Initidizet hi s Prim ti veBERTag object with the specified tag class, and tag number. All
implementations must support tag numbers up to Ox3FFF.

Parameters:
t agC ass - encodes the tag class. Valid codes listed in BERTAG_CLASS_* constants.

t agNunber - isthetag number.

Throws:
TLVExcept i onzz7 - with the following reason codes:

* TLVException. | LLEGAL_SI ZE if the tag number requested is larger than the supported
maximum size

* TLVExcepti on. | NVALI D_PARAMIf tag class parameter isinvalid or if the tag number
parameter is negative.

See Also: BERTagszg4

init(bytel] bArray, short bOff)

public void init(byte[] bArray, short bOff)
throws TLVException

(Re-)Initializet hi s Pri mi ti veBERTLV Tag object from the binary representation in the byte array. All
implementations must support tag numbers up to Ox3FFF.

Overrides: i ni t 3g¢ inclass BERTagsg4

Parameters:
bAr r ay - the byte array containing the binary representation

bOF f - the offset within bArray where the tag binary value begins
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init(byte[] bArray, short bOff)

Throws:
Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti onyg -if bArray isnul |
TLVExcept i ongz7 - with the following reason codes:
* TLVException. | LLEGAL _SI ZE if the tag number is larger than the supported maximum size

* TLVExcepti on. MALFORMVED_TAGIf tag representation in the byte array ismalformed or isa
constructed array tag
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Declaration

javacardx.framework.tlv

PrimitiveBERTLV

bj ect 55
I

+- - BERTLVS].Z
|

+--javacardx. franework.tlv. PrimtiveBERTLV

Declaration
public class PrimitiveBERTLV extends BERTLVj3q,

Description

ThePri m ti veBERTLYV class encapsulates a primitive BER TLV structure. It extends the generic BERTLV
class. Therules on the allowed encoding of the Tag, length and value fields is based on the ASN.1 BER
encoding rules | SO/IEC 8825-1:2002.

ThePrim ti veBERTLV class only supports encoding of the length(L) octets in definite form. The value(V)
field which encodes the contents octets are merely viewed as a series of bytes.

Every Pri m ti veBERTLYV has acapacity which represents the allocated internal buffer to represent the Value
of t hi s TLV object. Aslong as the number of bytes required to represent the Value of the TLV object does not
exceed the capacity, it is hot necessary to alocate additional internal buffer space. If the internal buffer
overflows, and the implementation supports automatic expansion which might require new data allocation and
possibly old data/object deletion, it is automatically made larger. Otherwise a TLVEXxcept i on isthrown.

The BERTLYV class and the subclasses Const r uct edBERTLV and Pri i t i veBERTLYV, aso provide static
methods to parse or edit a TLV structure representation in a byte array.

Since: 2.2.2

Member Summary

Constructors
PrimtiveBERTLV33;(short numval ueByt es)

Methods
static short appendVal uezs,(byte[] ber TLVArray, short bTLVOFf, byte[]
vArray, short vOf, short vLen)
short appendVal uezzi(byte[] vArray, short vOif, short vlLen)
short getVal uegzo(byte[] tlvValue, short tOFf)
static short getValueOfsetazz(byte[] ber TLVArray, short bTLVOf)
short initgazz(byte[] bArray, short bOFf, short bLen)
short initaz(PrimtiveBERTagsy; tag, byte[] vArray, short vOif,
short vlLen)
short replaceVal uegzs(byte[] vArray, short vOFf, short vlLen)
static short toBytessgzs(byte[] berTagArray, short berTagOif, byte[]
val ueArray, short vOf, short vLen, byte[] outBuf, short bOf)
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from class BERTL V34,

get I nstance(byte[], short, short)si3, getLength()szq3, getlLength(byte[], short)zqa,
get Tag() 314, get Tag(byte[], short, byte[], short)sqys, Size()s3;5, toBytes(byte[],
short) 316, verifyFormat (byte[], short, short)ze

Methodsinherited from class Cbj ect ,5

equal s(Obj ect) »5

Constructors

PrimitiveBERTLV (short numValueBytes)
public PrimtiveBERTLV(short nunVal ueByt es)

Constructor createsan empty Pri mi t i veBERTLV object capable of encapsulating a Primitive BER TLV
structure.

The initial capacity is specified by the numValueBytes argument.

Parameters:
nunVal ueByt es - isthe number of Value bytes to alocate

Throws:
TLVExcept i ongz7 - with the following reason codes:

* TLVExcepti on. | NVALI D_PARAMIf numValueBytes parameter is negative or larger than the
maximum capacity supported by the implementation.

M ethods

appendValue(byte[] vArray, short vOff, short vL en)

public short appendVal ue(byte[] vArray, short vOif, short vlLen)
throws TLVException

Appends the specified data to the end of t hi s Primitive BER TLV object.
Note:

o IfvOF f +vLen isgreater thanvArray. | engt h, thelength of thevAr r ay array, an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

Parameters:
VArr ay - the byte array containing length bytes of TLV value

vO f - offset within the vAr r ay byte array where data begins
vLen - the byte length of the value in the input vAr r ay
Returns: theresulting size of t hi s if represented in bytes
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appendVaue(byte[] berTLVATrray, short bTLVOff, byte[] vArray, short vOff, short vLen)

Throws:
Arrayl ndexCQut OF BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or length parameter is negative

Nul | Poi nt er Excepti onyg -if vArray isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVExcepti on. | NSUFFI ClI ENT_STORAGE if the required capacity is not available and the
implementation does not support automatic expansion

e TLVException. EMPTY_TLVifthis Primti veBERTLV object isempty.

appendValue(byte]] ber TLVArray, short bTLVOff, byte[] vArray, short vOff, short vLen)

public static short appendVal ue(byte[] ber TLVArray, short bTLVOf, byte[] vArray, short
vOrf, short vlLen)
throws TLVException

Appends the specified data to the end of the Primitive TLV representation in the specified byte array. Note
that this method is only applicable to aprimitive TLV representation, otherwise an exception is thrown.

Note:

e IfvOF f +vLen isgreater thanvArr ay. | engt h, thelength of thevAr r ay array, an
Arrayl ndexQut O BoundsExcept i on exception isthrown.

Parameters:
ber TLVAr r ay - input byte array

bTLVOF f - offset within byte array containing the TLV data
VAr r ay - the byte array containing value to be appended
vOF f - offset within the vAr r ay byte array where the data begins
vLen - the byte length of the valuein theinput vAr r ay
Returns: theresulting size of t hi s if represented in bytes

Throws:
Arrayl ndexQut Of BoundsExcept i onyg - if accessing the input arrays would cause access of
data outside array bounds, or if any of the array offset or array length parametersis negative

Nul | Poi nt er Excepti on,s -if ber TLVArray or vArray isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVException. TLV_SI ZE GREATER_THAN 32767 if the size of the resulting Primitive
BER TLV is> 32767.

* TLVExcepti on. MALFORVED _TLVif the TLV representation in the input byte array is not awell-
formed primitive BER TLV structure

getValue(byt€]] tlvValue, short tOff)

public short getValue(byte[] tlvValue, short tOf)
throws TLVException

Writesthe value (V) part of t hi s Primitive BER TLV object into the output buffer. Returns the length of
data written to tlvValue output array
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getValueOffset(byte[] berTLVArray, short bTLVOff)

Parameters:
t | vVal ue - the output byte array

t O f - offset withinthet | vVal ue byte array where output data begins
Returns: the byte length of data written to tlvValue output array

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the output array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti onys -iftl vVval ueisnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVException. TLV_SI ZE _GREATER_THAN 32767 if the size of the Primitive BER TLV is
> 32767

e TLVException. EMPTY_TLVifthi s Primti veBERTLV object isempty.

getValueOffset(byte[] ber TLVArray, short bTLVOff)

public static short getVal ueOkfset(byte[] berTLVArray, short bTLVCOf)
throws TLVException

Returns the offset into the specified input byte array of the value (V) part of the BER TLV structure
representation in the input array.

Parameters:
ber TLVAr r ay - input byte array

bTLVO f - offset within byte array containing the TLV data
Returns: the offset into the specified input byte array of the value (V) part

Throws:
Arrayl ndexQut Of BoundsExcept i onyg - if accessing the input array would cause access of
data outside array bounds, or if the array offset parameter is negative

Nul | Poi nt er Excepti on,s -iftl vVal ue or ber TLVArray isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVException. TLV_SI ZE GREATER_THAN 32767 if the size of the Primitive BER TLV is
> 32767.

* TLVExcepti on. MALFORVED _TLVif the TLV representation in the input byte array is not awell-
formed primitive BER TLV structure.

init(byte[] bArray, short bOff, short bLen)

public short init(byte[] bArray, short bOif, short bLen)
throws TLVException

(Re-)Initidlizest hi s Pri mi ti veBERTLV using theinput byte data.

Ift hi s primitive TLV object isempty, theinitial capacity of t hi s Pri mi ti veBERTLV issettothe byte
length of the Value represented in the primitive TLV structure of the input byte array.

Note:

o IfbOF f +bLen isgreater than bArr ay. | engt h, thelength of thebAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.
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init(Pri m ti veBERTag3,7 tag, byte[] vArray, short vOff, short vLen)

Overrides: i nit 315inclassBERTLV3q,

Parameters:
bAr r ay - input byte array

bOf f - offset within byte array containing the TLV data
bLen - byte length of input data
Returns: theresulting sizeof t hi s TLV if represented in bytes

Throws:
Arrayl ndexCQut O BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti onyz -if bArray isnul |
TLVEXxcept i ongzz7 - with the following reason codes:

* TLVExcepti on. | NSUFFI Cl ENT_STORAGE if the required capacity is not available and the
implementation does not support automatic expansion.

* TLVExcepti on. MALFORVED_TLV if theinput datais not awell-formed primitive BER TLV
structure.

init(Pri m ti veBERTags,7 tag, bytef] vArray, short vOff, short vLen)

public short init(PrimtiveBERTags,; tag, byte[] vArray, short vOff, short viLen)
throws TLVException

(Re-)Initializest hi s Pri m t i veBERTLV object with the input tag, length and data. Note that a
reference to the BER Tag object isretained by t hi s object. A change in the BER Tag object contents
affectst hi s TLV instance.

If t hi s primitive TLV object is empty, the initial capacity of t hi s Pri i ti veBERTLV isset to the
value of the vLen argument.

Note:

o IfvOF f +vLen isgreater thanvArray. | engt h, thelength of thevAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

Parameters:
t ag - aBERTag object

VAr r ay - the byte array containing length bytes of TLV value
vOF f - offset within the vAr r ay byte array where data begins
vLen - byte length of the value datain vAr r ay

Returns: theresulting sizeof t hi s TLV if represented in bytes

Throws:
Arrayl ndexCQut OFf BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or array length parameter is negative

Nul | Poi nt er Excepti on,s - if either t ag or vAr r ay parameter isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVEXcepti on. | NSUFFI Cl ENT_STORAGE if the required capacity is not available and the
implementation does not support automatic expansion.
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replaceValue(byte[] vArray, short vOff, short vLen)

replaceValue(byte[] vArray, short vOff, short vL en)

public short replaceVal ue(byte[] vArray, short vOif, short vlLen)
throws TLVException

Replaces the specified datain place of the current value of t hi s Primitive BER TLV object.
Note:

e IfvOF f +vLen isgreater thanvArr ay. | engt h, thelength of thevAr r ay array, an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

Parameters:
VAr r ay - the byte array containing length bytes of TLV value

vOF f - offset within the vAr r ay byte array where data begins
vLen - the byte length of the valuein theinput vAr r ay
Returns: theresulting size of t hi s if represented in bytes

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if accessing the input array would cause access of
data outside array bounds, or if the array offset or length parameter is negative

Nul | Poi nt er Excepti onys -if vArray isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVEXcepti on. | NSUFFI Cl ENT_STORAGE if the required capacity is not available and the
implementation does not support automatic expansion

e TLVException. EMPTY_TLVifthi s Prim ti veBERTLV object isempty.

toBytes(byte[] ber TagArray, short ber TagOff, byte[] valueArray, short vOff, short vLen, byte|]
outBuf, short bOff)

public static short toBytes(byte[] berTagArray, short berTagOif, byte[] val ueArray, short
vOif, short vlLen, byte[] outBuf, short bOif)

Writes a primitive TLV representation to the specified byte array using as input a Primitive BER tag
representation in a byte array and a value representation in another byte array.

Note:

e IfvO f +vLen isgreater thanval ueArray. | engt h, thelength of theval ueAr r ay array, an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

Parameters:
ber TagAr r ay - input byte array

ber TagOr f - offset within byte array containing first byte of tag
val ueArr ay - input byte array containing primitive value
v f - offset within byte array containing the first byte of value
vLen - length in bytes of the value component of the TLV
out Buf - output byte array
bOf f - offset within byte array output data begins

Returns: the byte length written to the output array
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toBytes(byte[] berTagArray, short berTagOff, byte[] valueArray, short vOff, short vLen, byte[] outBuf, short bOff)

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if accessing the input or output arrays would cause
access of data outside array bounds, or if any of the array offset or array length parameters is negative

Nul | Poi nt er Excepti on,s - if ber TagAr r ay or val ueAr r ay or out Buf isnul |
TLVExcept i ongz7 - with the following reason codes:

* TLVException. TLV_SI ZE _GREATER_THAN 32767 if the size of the resulting Primitive
BER TLV is> 32767.

* TLVExcepti on. MALFORMED_TAGif the tag representation in the byte array is not awell-formed
constructed array tag.
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Declaration

javacardx.framework.tlv

TLV Exception

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacardx. franework. t|v. TLVExcepti on

Declaration
public class TLVException extends CardRunti neException,,

Description
TLVExcept i on represents a TLV-related exception.
The API classes throw Java Card runtime environment-owned instances of TLVExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables, instance variables, or array components.

Since: 2.2.2

Member Summary
Fields
static short EMPTY_TAGszg
static short EMPTY_TLVa3g
static short |LLEGAL_SI ZEz3g
static short | NSUFFI Cl ENT_STORAGEz3g
static short |NVALI D_PARAMs3g
static short MALFORMED TAGszg
static short MALFORMED TLV33g
static short TAG NUMBER GREATER THAN 32767335
static short TAG_ SI ZE_GREATER THAN 127339
static short TLV_LENGTH GREATER THAN 32767339
static short TLV_SIZE _GREATER THAN 32767339
Constructors
TLVExcept i ongzg(short reason)
Methods
static void throw tgazg(short reason)
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Inherited Member Summary

Inherited Member Summary

Methods inherited from interface Car dRunt i meExcepti on,,
get Reason() 73, set Reason(short) ;3
Methodsinherited from class Cbj ect ,5

equal s(Qbj ect) »5

Fields

EMPTY_TAG
public static final short EMPTY_TAG

This reason codeis used to indicate that the Tag object is empty

EMPTY_TLV
public static final short EMPTY_TLV

This reason code is used to indicate that the TLV object is empty

ILLEGAL_SIZE
public static final short |ILLEGAL_SI ZE

This reason codeis used to indicate that the size of a TLV or Tag representation in the input parameter is
greater than the supported size or will result inina TLV structure of greater than supported size

INSUFFICIENT_STORAGE
public static final short | NSUFFI Cl ENT_STORAGE
This reason codeis used to indicate that the configured storage capacity of the object will be exceeded

INVALID_PARAM
public static final short |NVALI D_PARAM

This reason code is used to indicate that one or more input parametersisinvalid.

MALFORMED_TAG
public static final short MALFORMED TAG

This reason code is used to indicate that the tag representation is not a well-formed BER Tag

MALFORMED_TLV
public static final short MALFORMED TLV

This reason code is used to indicate that the TLV representation is not awell-formed BER TLV

TAG_NUMBER_GREATER_THAN_32767
public static final short TAG NUMBER GREATER THAN 32767
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TAG_SIZE_GREATER_THAN_127

This reason code is used to indicate that the tag number value greater than 32767

TAG_SIZE_GREATER_THAN_127
public static final short TAG SI ZE_GREATER_THAN 127
This reason codeis used to indicate that the size of the tag representation is greater than 127 bytes

TLV_LENGTH_GREATER_THAN_ 32767
public static final short TLV_LENGTH GREATER THAN 32767

This reason code is used to indicate that the Length component value in the TLV is greater than 32767

TLV_SIZE_GREATER_THAN_32767
public static final short TLV_SIZE GREATER THAN 32767

This reason codeis used to indicate that the TLV requires more that 32767 bytes to represent

Constructors

TLVEXception(short reason)
public TLVException(short reason)

Constructsa TLVExcept i on with the specified reason. To conserve on resourcesuset hr owl t () touse
the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - thereason for the exception

M ethods

throwlt(short reason)
public static void throwt(short reason)
Throws the Java Card runtime environment-owned instance of TLVExcept i on with the specified reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
TLVEXxcept i onzz; - dways
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throwlt(short reason)
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Package .
javacardx.framework.util

Description

Extension package that contains common utility functions for manipulating arrays of primitive components -
byt e,short orint.Ifthei nt primitivetypeissupported by the platform, thei nt x sub-package must be
included.

Thej avacar dx. framewor k. ut i | package containsthe Ar r ayLogi c class. The Arr ayLogi c class
provides methods for functionality similar to that of thej avacar d. f ranmewor k. Ut i | classbut with
generic Cbj ect component equivalents.

Class Summary

Classes

Arraylogi C34o The ArrayLogi ¢ class contains common utility functions for manipulating arrays of
primitive components - byte, short or int.

Exceptions

Uti| Exceptiongsg Uti | Excepti on represents a util related exception.
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Declaration

javacardx.framework.util

ArrayLogic

bj ect 55
I

+--javacardx. framework. util. ArraylLogic

Declaration
public final class ArraylLogic

Description

The ArrayLogi ¢ class contains common utility functions for manipulating arrays of primitive components -
byte, short or int. Some of the methods may be implemented as native functions for performance reasons. All
the methodsin Ar r ayLogi c class are static methods.

Some methods of Ar r ayLogi ¢, namely ar r ayCopyRepack() , ar r ayCopyRepackNonAt omi c()
andarrayFi | | Generi cNonAt oni c(), refer to the persistence of array objects. The term persistent
means that arrays and their values persist from one CAD session to the next, indefinitely. The JCSy st emclass
is used to control the persistence and transience of objects.

Since: 2.2.2

See Also: j avacard. f ramewor k. JCSyst eny

Member Summary

Methods

static byte arrayConpareCeneri cgyz(bject,s src, short srcOf, Objectyg
dest, short destOf, short |ength)

static short arrayCopyRepacksass(Object,s src, short srcOf, short srclen,
bj ect ,5 dest, short destOff)

static short arrayCopyRepackNonAtom cg,5(Cbj ect 5 src, short srcOff, short
srcLen, Object,; dest, short destOff)

static short arrayFill GenericNonAtomi cgs7(Qbj ect,s theArray, short off,
short len, Object,s val Array, short val Off)

static short arrayFi ndGeneri cgg(Cbject,s theArray, short off, byte[]
val Array, short val Of)

Inherited Member Summary

M ethods inherited from class bj ect 55

equal s(Obj ect) »5
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arrayCompareGeneric(Obj ect o5 src, short srcOff, Chj ect ,5 dest, short destOff, short length)

M ethods

arrayCompareGeneric(Cbj ect ,5 src, short srcOff, Cbj ect ,5 dest, short destOff, short length)

public static final byte arrayConpareGeneric(Cbject,s src, short srcOff, Object,s dest,
short destOff, short |ength)
throws Arrayl ndexQut Of BoundsException, Nul | Poi nterException, Uil Exception

Compares an array from the specified source array, beginning at the specified position, with the specified
position of the destination array from left to right. Note that this method may be used to compare any two
arrays of the same primitive component type - byte, short or int. Returns the ternary result of the
comparison: lessthan(-1), equal(0) or greater than(l).

Note:

e IfsrcOf ordest O f or| engt h parameter is negative an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

e IfsrcO f +l engt hisgreater than sr c. | engt h, the length of thesr c array a
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

o Ifdest O f +] engt h isgreater than dest . | engt h, thelength of thedest array an
Arrayl ndexQut Of BoundsExcept i on exception isthrown.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

Parameters:
ST C - source array object

srcOr f - offset within source array to start compare
dest - destination array object
dest OF f - offset within destination array to start compare
| engt h - length to be compared
Returns: the result of the comparison as follows:
* O if identical
* - 1 if thefirst miscomparing primitive component in source array islessthan that in destination array

« 1 if thefirst miscomparing primitive component in source array is greater than that in destination
array

Throws:
Arrayl ndexQut OF BoundsExcept i onq3 - if comparing all the components would cause access
of data outside array bounds

Nul | Poi nt er Excepti on,g - if either src or dest isnul |
Uti | Excepti ongsg - With the following reason codes:

o Util Exception. | LLEGAL_VALUEIf src ordest isnot an array of primitive components, or
if thel engt h parameter isincorrect

« Util Exception. TYPE_M SMATCHEDif thedest parameter isnot an array of the same
primitive component type.

ArrayLogic 343



ArrayLogic javacardx.framework.util

arrayCopyRepack(Obj ect ,5 src, short srcOff, short srcLen, Obj ect o5 dest, short destOff)

arrayCopyRepack(Qbj ect 55 src, short srcOff, short srcLen, Qbj ect 55 dest, short destOff)

public static final short arrayCopyRepack(Object,s src, short srcOFf, short srclLen,

Qbj ect o5 dest, short destOff)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nter Excepti on, Transacti onException
, Util Exception

Copies data from the specified source array, beginning at the specified position, to the specified position of
the destination array. Note that this method may be used to copy from an array of any primitive component
- byte, short or int to another (or same) array of any primitive component - byte, short or int. If the source
array primitive component size is smaller than that of the destination array, a packing conversionis
performed; if the source array primitive component sizeis larger than that of the destination array, an
unpacking operation is performed; if the source and destination arrays are of the same component type,
simple copy without any repacking is performed.

Note:

If the source array is a byte array and the destination is a short array, then pairs of source array bytes
are concatenated (high order byte component first) to form short components before being written to
the destination short array. If the sr cLen parameter isnot a multipleof 2, an Ut i | Excepti on
exception is thrown.

If the source array is a byte array and the destination is an int array, 4 bytes of the source array are
concatenated at a time (high order byte component first) to formint components before being written to
the destination int array. If thesr cLen parameter isnot a multipleof 4,an Ut i | Excepti on
exception is thrown.

If the source array is a short array and the destination is an int array, then pairs of source array bytes
are concatenated (high order short component first) to formint components before being written to the
destination int array. If thesr cLen parameter isnot a multipleof 2, an Ut i | Except i on exception
isthrown.

If the source array is a short array and the destination is a byte array, then each short component is
split into 2 bytes (high order byte component first) before being written sequentially to the destination
byte array.

If the source array isaint array and the destination is a short array, then each int component is split
into 2 shorts (high order short component first) before being written sequentially to the destination
short array.

If the source array isaint array and the destination is a byte array, then each int component is split
into 4 bytes (high order byte component first) before being written sequentially to the destination byte
array.

IfsrcOf f or dest OF f or srcLen parameter is negative an
Arrayl ndexQut O BoundsExcept i on exception isthrown.

IfsrcOF f +srclLen isgreater thansrc. | engt h, thelength of thesr ¢ array a
Arrayl ndexQut O BoundsExcept i on exception is thrown and no copy is performed.

If offset into thedest array would become greater thandest . | engt h, thelength of thedest array
during the copy operation Ar r ayl ndexQOut OF BoundsExcept i on exception isthrown and no
copy is performed.

If src or dest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

If the src and dest arguments refer to the same array object, then the copying is performed asiif the
components at positionssr cOF f through sr cOf f +sr cLen- 1 were first copied to a temporary
array with srcL.en components and then the contents of the temporary array were copied into positions
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arrayCopyRepackNonAtomic(Chj ect 5 src, short srcOff, short srcLen, Cbj ect 55 dest, short destOff)

dest OF f through dest O f +sr cLen- 1 of the destination array.
« |f the destination array is persistent, the entire copy is performed atomically.

» The copy operation is subject to atomic commit capacity limitations. If the commit capacity is
exceeded, no copy is performed and a Tr ansact i onExcept i on exception isthrown.

Parameters:
Sr C - source array object

srcOf f - offset within source array to start copy from
sr cLen - number of source component values to be copied from the source array
dest - destination array object
dest OF f - offset within destination array to start copy into
Returns: avalue of one more than the offset within the dest array where the last copy was performed

Throws:
Arrayl ndexQut Of BoundsExcept i onqg - if copying would cause access of data outside array
bounds

Nul | Poi nt er Excepti on,g - if either src or dest isnul |
Transact i onExcept i onqqg - if copying would cause the commit capacity to be exceeded
Uti | Excepti ongug - With the following reason codes:

« Util Exception. | LLEGAL_VALUEIf src ordest isnot an array of primitive components, or
if thesr cLen parameter isincorrect

See Also: j avacard. f ranmewor k. JCSyst em get UnusedConmi t Capaci ty() gg

arrayCopyRepackNonAtomic(Obj ect 55 src, short srcOff, short srcLen, Qoj ect 55 dest, short
destOff)

public static final short arrayCopyRepackNonAtom c(Cbject,s src, short srcOff, short
srcLen, Object,; dest, short destOff)
throws Arrayl ndexQut Of BoundsException, Null PointerException, Uil Exception

Non-atomically copies data from the specified source array, beginning at the specified position, to the
specified position of the destination array. Note that this method may be used to copy from an array of any
primitive component - byte, short or int to another (or same) array of any primitive component - byte, short
or int. If the source array primitive component sizeis smaller than that of the destination array, a packing
conversion is performed; if the source array primitive component size is larger than that of the destination
array, an unpacking operation is performed; if the source and destination arrays are of the same component
type, simple copy without any repacking is performed.

This method does not use the transaction facility during the copy operation even if atransactionisin
progress. Thus, this method is suitable for use only when the contents of the destination array can beleft in
apartially modified state in the event of a power loss in the middle of the copy operation.

Note:

« |f the source array is a byte array and the destination is a short array, then pairs of source array bytes
are concatenated (high order byte component first) to form short components before being written to
the destination short array. If the sr cLen parameter isnot a multipleof 2, an Ut i | Except i on
exception is thrown.

« |f the source array is a byte array and the destination is an int array, 4 bytes of the source array are
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arrayCopyRepackNonAtomic(Qbj ect ,5 src, short srcOff, short srcLen, Chj ect 5 dest, short destOff)

concatenated at a time (high order byte component first) to formint components before being written to
the destination int array. If thesr cLen parameter isnot a multipleof 4,an Ut i | Excepti on
exception is thrown.

« If the source array is a short array and the destination is an int array, then pairs of source array bytes
are concatenated (high order short component first) to formint components before being written to the
destination int array. If thesr cLen parameter isnot a multipleof 2, an Ut i | Except i on exception
isthrown.

« |f the source array is a short array and the destination is a byte array, then each short component is
split into 2 bytes (high order byte component first) before being written sequentially to the destination
byte array.

« Ifthe source array isaint array and the destination is a short array, then each int component is split
into 2 shorts (high order short component first) before being written sequentially to the destination
short array.

« |f the source array isaint array and the destination is a byte array, then each int component is split
into 4 bytes (high order byte component first) before being written sequentially to the destination byte
array.

e IfsrcOf ordest OFf or srclLen parameter is negative an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

e IfsrcO f +srclLen isgreater thansrc. | engt h, thelength of thesr c array a
Arrayl ndexQut O BoundsExcept i on exception isthrown and no copy is performed.

« If offsetintothedest arraywould become greater thandest . | engt h, thelength of thedest array
during the copy operation Ar r ayl ndexQOut OF BoundsExcept i on exception isthrown and no
copy is performed.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

« |f the src and dest arguments refer to the same array object, then the copying is performed asiif the
components at positionssr cOf f throughsr cOf f +sr cLen- 1 were first copied to a temporary
array with srcL.en components and then the contents of the temporary array were copied into positions
dest OF f through dest O f +sr cLen- 1 of the destination array.

Parameters:
Sr C - source array object

srcOf f - offset within source array to start copy from
sr cLen - number of source component values to be copied from the source array
dest - destination array object
dest OF f - offset within destination array to start copy into
Returns: avalue of one more than the offset within the dest array where the last copy was performed

Throws:
Arrayl ndexCQut Of BoundsExcept i onq3 - if copying would cause access of data outside array
bounds

Nul | Poi nt er Excepti on,g - if either src or dest isnul |
Uti | Excepti ongug - with the following reason codes:

o Util Exception. | LLEGAL_VALUEIf src ordest isnot an array of primitive components, or
if thesr cLen parameter isincorrect
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javacardx.framework.util ArrayLogic
arrayFill GenericNonAtomic(Obj ect o5 theArray, short off, short len, Cbj ect 55 valArray, short val Off)

arrayFillGenericNonAtomic(Qbj ect ,5 theArray, short off, short len, Cbj ect ,5 valArray, short
val Off)

public static final short arrayFill GenericNonAtomni c(Qbject,g theArray, short off, short
I en, bject,s val Array, short val OFf)
throws Arrayl ndexQut Of BoundsException, Nul |l PointerException, Uil Exception

Fillsthe array of primitive components(non-atomically) beginning at the specified position, for the
specified length with the specified value. Note that this method may be used to fill an array of any primitive
component type - byte, short or int. The value used for the fill operation isitself specified using an array
(val Array) of the same primitive component type at offset val Of f .

This method does not use the transaction facility during thefill operation even if atransaction isin progress.
Thus, this method is suitable for use only when the contents of the array can be left in apartially filled state
in the event of a power lossin the middle of the fill operation.

The following code snippet shows how this method is typically used:
public short[] nyArray = new short[10];
// Fill the entire array nyArray of 10 short conponents with the val ue 0x1234

nmyArray[ 0] = (short)0x1234;
ArraylLogi c. arrayFi | | Generi cNonAtom c(nyArray, (short)0, (short)10, myArray, (short)O0);

Note:

o Ifoff orl enorval O f parameter isnegativean Ar r ayl ndexQut O BoundsExcept i on
exception is thrown.

« Ifof f +] en isgreater thant heArray. | engt h, thelength of thet heAr r ay array an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

e Ifval O f isequal to or greater thanval Array. | engt h, thelength of theval Array array an
Arrayl ndexQut O BoundsExcept i on exception isthrown.

e Ift heArray or val Array parameter isnul | aNul | Poi nt er Except i on exception isthrown.

« If power islost during the copy operation and the array is persistent, a partially changed array could
result.

* Thel en parameter is not constrained by the atomic commit capacity limitations.

Parameters:
t heArr ay - the array object

of f - offset within array to start filling the specified value

| en - the number of component values to be filled

val Arr ay - the array object containing the fill value

val O f - the offset withintheval Ar r ay array containing the fill value
Returns: of f +l en

Throws:
Arrayl ndexQut Of BoundsExcept i onqg - if thefill operation would cause access of data

outside array bounds

Nul | Poi nt er Except i on,s - if theArray or valArray isnul |

Uti | Excepti ongug - With the following reason codes:

« Util Exception.|LLEGAL_VALUEIift heArray orval Array isnot an array of primitive
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arrayFindGeneric(Chj ect ,5 theArray, short off, byte[] valArray, short val Off)

components

« Util Exception. TYPE_M SMATCHED if theval Ar r ay parameter isnot an array of the same
primitive component type asthet heAr r ay.

arrayFindGeneric(Qbj ect ,5 theArray, short off, byte[] valArray, short val Off)
public static final short arrayFi ndGeneric(Cbject,s theArray, short off, byte[] val Array,

short val O f)
throws Arrayl ndexQut Of BoundsException, Nul |l PointerException, Uil Exception

Findsthefirst occurrence of the specified value within the specified array. The search begins at the specified
position and proceeds until the end of the array. Note that this method may be used to search an array of any
primitive component type - byte, short or int. The value used in the search operation isitself specified by the
appropriate number of consecutive bytes at offset val Of f in the byte array parameter val Ar r ay.

Note:

If of f or val OF f parameter isnegativean Arr ayl ndexQut OF BoundsExcept i on exceptionis
thrown.

If of f isgreater thant heAr ray. | engt h, thelength of thet heAr r ay array an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

Ift heArray or val Array parameter isnul | aNul | Poi nt er Except i on exception isthrown.

If the specified array is an array of byte components, then the byte at val Off in the valArray is used as
the search value. If val O f +1 isgreater thanval Array. | engt h, thelength of theval Array
array an Arr ayl ndexQut Of BoundsExcept i on exception is thrown.

If the specified array is an array of short components, then 2 consecutive bytes beginning at val Off in
the val Array are concatenated (high order byte component first) to form the search value. If

val Of f +2 isgreater thanval Array. | engt h, thelength of theval Array array an

Arrayl ndexQut O BoundsExcept i on exception is thrown.

If the specified array is an array of int components, then 4 consecutive bytes beginning at val Off in the
valArray are concatenated (high order byte component first) to formthe search value. If val O f +4 is
greater thanval Array. | engt h, thelength of theval Array array an

Arrayl ndexQut Of BoundsExcept i on exception is thrown.

Parameters:

t heAr r ay - the array object to search
of f - offset within the array to start serching for the specified value
val Arr ay - the array object containing the search value

val O f - theoffset withintheval Arr ay array containing the search value

Returns: the offset into the specified array where the first occurrence of specified value was found or -1 if

the specified value does not occur in the specified portion of the array

Throws:

Arrayl ndexQut OF BoundsExcept i onq3 - if the search operation would cause access of data
outside array bounds

Nul | Poi nt er Excepti onyg -ift heArray isnul |
Uti | Except i ongyg - with the following reason code:
o Util Exception. | LLEGAL_VALUEIift heArray isnot an array of primitive components.
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javacardx.framework.util UtilException
Declaration

javacardx.framework.util

UtilException

bj ect 55
I

+- - Thr owabl ez

+- - Exceptiongg

+- - Runti neExcepti onyy

I
+- - Car dRunt i meExcepti on,,

+--javacardx. framework. util. Uil Exception

Declaration
public class Uil Exception extends CardRunti neException,,

Description
Uti | Excepti on representsautil related exception.
The API classes throw Java Card runtime environment-owned instances of Ut i | Except i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables, instance variables, or array components.

Since: 2.2.2

Member Summary
Fields

static short |LLEGAL_VALUEzsg

static short TYPE M SMATCHED;5q
Constructors

Uti| Excepti onggg(short reason)
Methods
static void throw tgsgg(short reason)

Inherited Member Summary

Methodsinherited from interface Car dRunt i meExcepti on,
get Reason() 73, set Reason(short) +3

M ethodsinherited from class Qbj ect 55
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UtilException javacardx.framework.util
ILLEGAL_VALUE

Inherited Member Summary

equal s(Obj ect) »5

Fields

ILLEGAL_VALUE
public static final short |LLEGAL_VALUE

This reason code is used to indicate that one or more input parameters is not the correct type or is out of
allowed bounds.

TYPE MISMATCHED
public static final short TYPE_M SMATCHED

This reason codeis used to indicate that input parameters are not the same type.

Constructors

UtilException(short reason)

public Util Exception(short reason)

Constructsa Ut i | Except i on with the specified reason. To conserve on resourcesuset hrowi t () to
use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short reason)
public static void throwt(short reason)

Throws the Java Card runtime environment-owned instance of Ut i | Except i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
Uti | Excepti ongyg - always
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Package -
Javacardx.framework.util.intx

Description
Extension package that contains common utility functions for usingi nt components.
Thej avacar dx. framewor k. uti | . i nt x package containsthe JCi nt class. TheJCi nt class provides

methods for functionality similar to that of thej avacar d. f ramewor k. Ut i | classbut withi nt
component equivalents.

Class Summary

Classes
JGint 35, TheJGCi nt class contains common utility functions using ints.
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JCint javacardx.framework.util.intx
Declaration

javacardx.framework.util.intx

JCint

bj ect 55
I

+--javacardx. framework. util.intx.JG nt

Declaration
public final class JC nt

Description
The JCi nt class contains common utility functions using ints. Some of the methods may be implemented as
native functions for performance reasons. All the methodsin JCi nt class are static methods.

The methods makeTr ansi ent | nt Array() andandset | nt (), refer to the persistence of array objects.
The term persistent means that arrays and their values persist from one CAD session to the next, indefinitely.
ThenmakeTr ansi ent | nt Array() method is used to create transient int arrays. Constants related to
transience control are available in the JCSyst emclass.

Since: 2.22

See Also: j avacard. f ramewor k. JCSyst eny;

Member Summary

Methods
static int getlntasz(byte[] bArray, short bOff)
static int makelntasz(byte bl, byte b2, byte b3, byte b4)
static int makelntagsz(short sl1, short s2)
static int[] makeTransientlntArrayssz(short |ength, byte event)
static short setlntagss(byte[] bArray, short bOFf, int iValue)

Inherited Member Summary

Methodsinherited from class Qbj ect 55

equal s(Obj ect) 55
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javacardx.framework.util.intx JCint
getint(byte[] bArray, short bOff)

M ethods

getlnt(byte[] bArray, short bOff)

public static final int getlnt(byte[] bArray, short bOf)
throws Nul | Poi nt er Excepti on, Arrayl ndexQut Of BoundsExcepti on

Concatenates four bytesin a byte array to form aint value.

Parameters:
bAr r ay - byte array

bCOf f - offset within byte array containing first byte (the high order byte)
Returns: theint value the concatenated result

Throws:
Nul | Poi nt er Excepti on,s - if thebAr r ay parameter isnul |

Arrayl ndexQut Of BoundsExcepti onqg - if thebCf f parameter isnegative or if bOF f +4 is
greater than the length of bAr r ay

makel nt(byte b1, byte b2, byte b3, byte b4)

public static final int makel nt(byte bl, byte b2, byte b3, byte b4)
Concatenates the four parameter bytesto form an int value.

Parameters:
b1 - thefirst byte ( high order byte)

b2 - the second byte
b3 - the third byte
b4 - the fourth byte ( low order byte)

Returns; theint value the concatenated result

makel nt(short s1, short s2)

public static final int makelnt(short sl1, short s2)
Concatenates the two parameter short valuesto form an int value.

Parameters:
s1 - thefirst short value ( high order short value)

s2 - the second short value ( low order short value)

Returns: theint value the concatenated result

makeTransientIntArray(short length, byte event)

public static int[] makeTransientlntArray(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Creates atransient int array with the specified array length.

Parameters:
| engt h - the length of theint array

event -the CLEAR _ON. .. event which causesthe array elementsto be cleared
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setint(byte[] bArray, short bOff, int iValue)

Returns: the new transient int array

Throws:
Negati veArraySi zeExcepti on,, - if thel engt h parameter is negative

Syst enExcept i onqq3 - with the following reason codes:
» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» Syst enException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR_ON_DESELECT is specified.

See Also: j avacard. f ramewor k. JCSyst eng;

setint(byte[] bArray, short bOff, int iValue)

public static final short setlnt(byte[] bArray, short bOf, int iValue)
throws Transacti onException, Nul | Poi nterException, ArraylndexQutOf BoundsExcepti on

Depositsthe int value as four successive bytes at the specified offset in the byte array.

Parameters:
bAr r ay - byte array

bCOf f - offset within byte array to deposit the first byte (the high order byte)
i Val ue - the short value to set into array.

Returns: bOf f +4
Note:

« |f the byte array is persistent, this operation is performed atomically. If the commit capacity is
exceeded, no operation is performed and a Tr ansact i onExcept i on exception is thrown.

Throws:
Transacti onExcept i onqgg - if the operation would cause the commit capacity to be exceeded

Nul | Poi nt er Except i on,s - if thebAr r ay parameter isnul |

Arrayl ndexQut OF BoundsExcepti onqz - if thebCOf f parameter is negative or if bOf f +4 is
greater than the length of bAr r ay

See Also: j avacard. f ramewor k. JCSyst em get UnusedConmi t Capaci ty() gg
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ALMANAC LEGEND

The almanac presents classes and intefaces in al phabetic order, regardless of their package. Fields, methods and
constructors are in alphabetic order in asingle list.

This aimanac is modeled after the style introduced by Patrick Chan in his excellent book Java Developers

Almanac.
RealtimeThread javax.realtime
Object
O Thread Runnable
[ RealtimeThread Schedulable
void addToFeasibility()
RealtimeThread currentRealtimeThread()
Scheduler getScheduler()

] RealtimeThread()

g RealtimeThread(SchedulingParameters scheduling)

O
1. Name of the class, interface, nested class or nested interface. Interfaces areitalic.
2. Name of the package containing the class or interface.
3. Inheritance hierarchy. Inthisexample, Real t i meThr ead extends Thr ead, which extends Obj ect .
4. Implemented interfaces. The interface isto the right of, and on the same line as, the class that implements

it. Inthisexample, Thr ead implements Runnabl e, and Real t i meThr ead implements
Schedul abl e.

. Thefirst column aboveisfor the value of the @i nce comment, which indicates the version in which the

item was introduced.

. The second column above is for the following icons. If the “protected” symbol does not appear, the

member is public. (Private and package-private modifiers also have no symbols.) One symbol from each
group can appear in this column.

Modifiers Access Modifiers Constructorsand Fields
0 abstract 4 protected O constructor

e find 0O field

0 dsatic

m saticfina

7. Return type of a method or declared type of afield. Blank for constructors.

8. Name of the constructor, field or method. Nested classes arelisted in 1, not here.
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Almanac

AESKey javacard.security

AESKey SecretKey
byte getKey(byte[] keyData, short kOff) throws CryptoException

void setKey(byte[] keyData, short kOff) throws CryptoException,
NullPointerException, ArraylndexOutOfBoundsException

AID javacard.framework

Object
1 AID

0 AID(byte[] bArray, short offset, byte length) throws SystemException,
NullPointerException, ArraylndexOutOfBoundsException,
SecurityException

° boolean equals(byte[] bArray, short offset, byte length)
throws ArrayIlndexOutOfBoundsException, SecurityException

° boolean equals(Object anObject) throws SecurityException

° byte getBytes(byte[] dest, short offset) throws NullPointerException,
ArrayIindexOutOfBoundsException, SecurityException

° byte getPartialBytes(short aidOffset, byte[] dest, short 0Offset, byte oLength)

throws NullPointerException, ArraylndexOutOfBoundsException,
SecurityException

° boolean partialEquals(byte[] bArray, short offset, byte length)
throws ArrayIlndexOutOfBoundsException, SecurityException
° boolean RIDEquals(AID otherAlD) throws SecurityException
javacard framework
Object
0 APDU
byte[] getBuffer()
O byte getCLAChannel()
0 APDU getCurrentAPDU() throws SecurityException
O byte[] getCurrentAPDUBuffer() throws SecurityException
byte getCurrentState()
0 short getinBlockSize()
2.2.2 short getlncomingLength()
byte getNAD()
222 short getOffsetCdatal()
0 short getOutBlockSize()
O byte getProtocol()
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222 boolean isCommandChainingCLA()

222 boolean isISOlInterindustryCLA()
2.2.2 boolean isSecureMessagingCLA()

I byte PROTOCOL_MEDIA_CONTACTLESS_TYPE_A

byte PROTOCOL_MEDIA_CONTACTLESS_TYPE_B

byte PROTOCOL_MEDIA_DEFAULT

] byte PROTOCOL_MEDIA_MASK

byte PROTOCOL_MEDIA_USB

byte PROTOCOL_TO

] byte PROTOCOL_T1

byte PROTOCOL_TYPE_MASK
short receiveBytes(short bOff) throws APDUException
void sendBytes(short bOff, short len) throws APDUException
void sendBytesLong(byte[] outData, short bOff, short len)

throws APDUException, SecurityException

short setincomingAndReceive() throws APDUEXxception
short setOutgoing() throws APDUException
void setOutgoingAndSend(short bOff, short len) throws APDUEXxception
void setOutgoingLength(short len) throws APDUEXxception
short setOutgoingNoChaining() throws APDUException

byte STATE_ERROR_IO

I byte STATE_ERROR_NO_TO_GETRESPONSE

byte STATE_ERROR_NO_T0_REISSUE

byte STATE_ERROR_T1_IFD_ABORT

] byte STATE_FULL_INCOMING

byte STATE_FULL_OUTGOING

byte STATE_INITIAL

] byte STATE_OUTGOING

byte STATE_OUTGOING_LENGTH_KNOWN

byte STATE_PARTIAL_INCOMING

] byte STATE_PARTIAL_OUTGOING

0 void waitExtension() throws APDUEXxception

APDUEXxception javacard.framework

Object
O Throwable
O Exception
0 RuntimeException
0 CardRuntimeException
0 APDUEXxception
0 APDUException(short reason)
short BAD_LENGTH
] short BUFFER_BOUNDS
short ILLEGAL_USE
short I0_ERROR
] short NO_T0_GETRESPONSE
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short NO_TO_REISSUE

short T1_IFD_ABORT
O void throwlt(short reason)
Object
O Applet
[¢ Applet()

void deselect()

Shareable getShareablelnterfaceObject(AID clientAID, byte parameter)

O void install(byte[] bArray, short bOffset, byte bLength) throws ISOException
0 void process(APDU apdu) throws ISOException

(Y void register() throws SystemException

(X3 void register(byte[] bArray, short bOffset, byte bLength)

throws SystemException

boolean select()

(X3 boolean selectingApplet()
AppletEvent javacard.framework
AppletEvent

void uninstall()

ArithmeticException

java.lang

Object
O Throwable
0 Exception
0 RuntimeException
O ArithmeticException

0 ArithmeticException()

ArraylndexOutOfBoundsException

java.lang

Object
O Throwable
O Exception
O RuntimeException
O IndexOutOfBoundsException
O ArraylndexOutOfBoundsException

O ArraylndexOutOfBoundsException()
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ArrayLogic javacardx.framework.util

Object
O ArrayLogic

[ | byte arrayCompareGeneric(Object src, short srcOff, Object dest, short destOff,
short length) throws ArraylndexOutOfBoundsException,
NullPointerException, UtilException

] short arrayCopyRepack(Object src, short srcOff, short srcLen, Object dest,
short destOff) throws ArraylndexOutOfBoundsException,
NullPointerException, javacard.framework.TransactionException,
UtilException

] short arrayCopyRepackNonAtomic(Object src, short srcOff, short srcLen,
Object dest, short destOff)
throws ArraylndexOutOfBoundsException, NullPointerException,
UtilException

] short arrayFillGenericNonAtomic(Object theArray, short off, short len,
Object valArray, short valOff)
throws ArraylndexOutOfBoundsException, NullPointerException,
UtilException

] short arrayFindGeneric(Object theArray, short off, byte[] valArray, short valOff)
throws ArrayIndexOutOfBoundsException, NullPointerException,
UtilException

ArrayStoreException java.lang

Object
O Throwable
0 Exception
0 RuntimeException
O ArrayStoreException
0 ArrayStoreException()
Object
[ BasicService Service
0 BasicService()

boolean fail(APDU apdu, short sw) throws ServiceException
byte getCLA(APDU apdu)
byte getINS(APDU apdu)
short getOutputLength(APDU apdu) throws ServiceException
byte getP1(APDU apdu) throws ServiceException
byte getP2(APDU apdu) throws ServiceException
short getStatusWord(APDU apdu) throws ServiceException
boolean isProcessed(APDU apdu)
boolean processCommand(APDU apdu)
boolean processDataln(APDU apdu)
boolean processDataOut(APDU apdu)
short receivelnData(APDU apdu) throws ServiceException
boolean selectingApplet()
void setOutputLength(APDU apdu, short length) throws ServiceException
void setProcessed(APDU apdu) throws ServiceException
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void setStatusWord(APDU apdu, short sw)

boolean succeed(APDU apdu) throws ServiceException

boolean succeedWithStatusWord(APDU apdu, short sw) throws ServiceException

Object
O BCDUtil

0 BCDULil()

| short convertToBCD(byte[] hexArray, short bOff, short bLen, byte[] bcdArray,
short outOff)

O short convertToHex(byte[] bcdArray, short bOff, short bLen, byte[] hexArray,
short outOff)

0 short getMaxBytesSupported()

0 boolean isBCDFormat(byte[] bcdArray, short bOff, short bLen)

BERTag javacardx.framework.tlv

Object
0O BERTag
m byte BER_TAG_CLASS_MASK_APPLICATION
byte BER_TAG_CLASS_MASK_CONTEXT_SPECIFIC
byte BER_TAG_CLASS_MASK_PRIVATE
I byte BER_TAG_CLASS_MASK_UNIVERSAL
boolean BER_TAG_TYPE_CONSTRUCTED
boolean BER_TAG_TYPE_PRIMITIVE
[¢ BERTag()
boolean equals(BERTag otherTag)
O BERTag getinstance(byte[] bArray, short bOff) throws TLVException
0 void init(byte[] bArray, short bOff) throws TLVException
boolean isConstructed()
0 boolean isConstructed(byte[] berTagArray, short bOff)
byte size() throws TLVException
0 byte size(byte[] berTagArray, short bOff) throws TLVException
byte tagClass()
| byte tagClass(byte[] berTagArray, short bOff)
short tagNumber() throws TLVException
0 short tagNumber(byte[] berTagArray, short bOff) throws TLVException
short toBytes(byte[] outBuf, short bOffset) throws TLVException
0 short toBytes(short tagClass, boolean isConstructed, short tagNumber,
byte[] outArray, short bOff)
OJ boolean verifyFormat(byte[] berTagArray, short bOff)
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BERTLV javacardx.framework.tlv

Object
UBERTLV
e BERTLV()
| BERTLV getinstance(byte[] bArray, short bOff, short bLen) throws TLVException
short getLength() throws TLVException
0 short getLength(byte[] berTLVArray, short bOff) throws TLVException
BERTag getTag() throws TLVException
0 short getTag(byte[] berTLVArray, short bTLVOff, byte[] berTagArray,
short bTagOff) throws TLVException
O short init(byte[] bArray, short bOff, short bLen) throws TLVException
short size()
short toBytes(byte[] outBuf, short bOff)
| boolean verifyFormat(byte[] berTIvArray, short bOff, short bLen)
Object
O BigNumber
void add(byte[] bArray, short bOff, short bLen, byte arrayFormat)
throws NullPointerException, ArraylndexOutOfBoundsException,
ArithmeticException
O BigNumber(short maxBytes)
byte compareTo(BigNumber operand)
byte compareTo(byte[] bArray, short bOff, short bLen, byte arrayFormat)
byte FORMAT _BCD
] byte FORMAT_HEX
short getByteLength(byte arrayFormat)
O short getMaxBytesSupported()

void init(byte[] bArray, short bOff, short bLen, byte arrayFormat)
throws NullPointerException, ArrayIndexOutOfBoundsException,
ArithmeticException

void multiply(byte[] bArray, short bOff, short bLen, byte arrayFormat)
throws ArithmeticException

void reset()
void setMaximum(byte[] maxValue, short bOff, short bLen, byte arrayFormat)

void subtract(byte[] bArray, short bOff, short bLen, byte arrayFormat)
throws ArithmeticException

void toBytes(byte[] outBuf, short bOff, short numBytes, byte arrayFormat)
throws ArraylndexOutOfBoundsException, NullPointerException

BioBuilder javacardx.biometry

Object
O BioBuilder
(W byte BODY_ODOR
0 OwnerBioTemplate buildBioTemplate(byte bioType, byte tryLimit) throws BioException
O OwnerBioTemplate buildBioTemplate(byte bioType, byte tryLimit, byte[] RID, byte initParam)
throws BioException
byte DEFAULT_INITPARAM
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(m byte DNA_SCAN

byte EAR_GEOMETRY
byte FACIAL_FEATURE
(m byte FINGER_GEOMETRY
byte FINGERPRINT
byte GAIT_STYLE

(m byte HAND_GEOMETRY
byte IRIS_SCAN

byte KEYSTROKES

(m byte LIP_MOVEMENT
byte PALM_GEOMETRY
byte PASSWORD

(m byte RETINA_SCAN
byte SIGNATURE

byte THERMAL_FACE
(m byte THERMAL_HAND
byte VEIN_PATTERN
byte VOICE_PRINT

BioException

javacardx.biometry

Object
O Throwable
O Exception
O RuntimeException
O javacard.framework.CardRuntimeException
0 BioException

O BioException(short reason)
] short ILLEGAL_USE
short ILLEGAL_VALUE
short INVALID_DATA
] short NO_SUCH_BIO_TEMPLATE
short NO_TEMPLATES_ENROLLED

O void throwlt(short reason) throws BioException

BioTemplate

javacardx.biometry

BioTemplate

byte getBioType()

short getPublicTemplateData(short publicOffset, byte[] dest, short destOffset,

short length) throws BioException
byte getTriesRemaining()

short getVersion(byte[] dest, short offset)

short initMatch(byte[] candidate, short offset, short length)

throws BioException
boolean islInitialized()

boolean isValidated()
] short MATCH_NEEDS_MORE_DATA
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short match(byte[] candidate, short offset, short length) throws BioException
short MINIMUM_SUCCESSFUL_MATCH_SCORE
void reset()

CardException

javacard.framework

Object
O Throwable
O Exception
O CardException

O CardException(short reason)
short getReason()
void setReason(short reason)

O void throwlt(short reason) throws CardException

javacard.framework.service
Object
O CardRemoteObiject java.rmi.Remote
| CardRemoteObject()
0 void export(Remote obj) throws SecurityException
0 void unexport(Remote obj) throws SecurityException

CardRuntimeException
Object
O Throwable
O Exception
0 RuntimeException

O CardRuntimeException
| CardRuntimeException(short reason)

short getReason()

javacard.framework

void setReason(short reason)

| void throwlt(short reason) throws CardRuntimeException

Checksum

javacard.security

Object
O Checksum

byte ALG_ISO3309_CRC16

byte ALG_ISO3309_CRC32

[¢ Checksum()

O short doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff,
short outOffset)

O byte getAlgorithm()

u Checksum getinstance(byte algorithm, boolean externalAccess)
throws CryptoException

0 void init(byte[] bArray, short bOff, short bLen) throws CryptoException

O void update(byte[] inBuff, short inOffset, short inLength)
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Object
O Cipher

byte
] byte
byte
byte
] byte
byte
byte
w byte
byte
byte
] byte
byte
byte
] byte
byte
byte
(W byte
(¢

0 short

0 byte

u Cipher

O void

O void
byte
byte
O short

ALG_AES BLOCK_128 CBC_NOPAD
ALG_AES_BLOCK_128 ECB_NOPAD
ALG_DES_CBC_IS09797_M1
ALG_DES_CBC_IS09797_M2
ALG_DES_CBC_NOPAD
ALG_DES_CBC_PKCS5
ALG_DES_ECB_IS09797_M1
ALG_DES_ECB_IS09797_M2
ALG_DES_ECB_NOPAD
ALG_DES_ECB_PKCS5
ALG_KOREAN_SEED_CBC_NOPAD
ALG_KOREAN_SEED_ECB_NOPAD
ALG_RSA_1S014888
ALG_RSA_IS09796
ALG_RSA_NOPAD

ALG_RSA_PKCS1
ALG_RSA_PKCS1_OAEP

Cipher()

doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff,
short outOffset) throws javacard.security.CryptoException

getAlgorithm()

getinstance(byte algorithm, boolean externalAccess)
throws javacard.security.CryptoException

init(Key theKey, byte theMode) throws javacard.security.CryptoException

init(Key theKey, byte theMode, byte[] bArray, short bOff, short bLen)
throws javacard.security.CryptoException

MODE_DECRYPT

MODE_ENCRYPT

update(byte[] inBuff, short inOffset, short inLength, byte[] outBuff,
short outOffset) throws javacard.security.CryptoException

ClassCastException java.lang

Object
O Throwable
O Exception
O RuntimeException
O ClassCastException

ClassCastException()
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ConstructedBERTag javacardx.framework.tlv

Object
UBERTag
O ConstructedBERTag
0 ConstructedBERTag()

void init(byte[] bArray, short bOff) throws TLVException
void init(byte tagClass, short tagNumber) throws TLVException

ConstructedBERTLV javacardx.framework.tlv

Object
00 BERTLV
O ConstructedBERTLV
short append(BERTLV aTLV) throws TLVException
| short append(byte[] berTLVInArray, short bTLVInOff, byte[] berTLVOutArray,
short bTLVOutOff) throws TLVException
O ConstructedBERTLV(short numTLVs)

short delete(BERTLV aTLV, short occurrenceNum) throws TLVException
BERTLV find(BERTag tag)

0 short find(byte[] berTLVArray, short bTLVOff, byte[] berTagArray, short bTagOff)
throws TLVException

BERTLV findNext(BERTag tag, BERTLV aTLV, short occurrenceNum)

O short findNext(byte[] berTLVArray, short bTLVOff, short startOffset,
byte[] berTagArray, short bTagOff) throws TLVEXxception

short init(byte[] bArray, short bOff, short bLen) throws TLVException
short init(ConstructedBERTag tag, BERTLV aTLV) throws TLVException

short init(ConstructedBERTag tag, byte[] vArray, short vOff, short vLen)
throws TLVException

CryptoException javacard.security

Object
O Throwable
O Exception
O RuntimeException
O javacard.framework.CardRuntimeException
O CryptoException

O CryptoException(short reason)
] short ILLEGAL_USE
short ILLEGAL_VALUE
short INVALID_INIT
] short NO_SUCH_ALGORITHM

0 void throwlt(short reason)
short UNINITIALIZED_KEY
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DESKey javacard.security
DESKey SecretKey
byte getKey(byte[] keyData, short kOff)

void setKey(byte[] keyData, short kOff) throws CryptoException,
NullPointerException, ArraylndexOutOfBoundsException

Dispatcher javacard.framework.service

Object
O Dispatcher

void addService(Service service, byte phase) throws ServiceException
Exception dispatch(APDU command, byte phase) throws ServiceException
Dispatcher(short maxServices) throws ServiceException
byte PROCESS_COMMAND
byte PROCESS_INPUT_DATA
byte PROCESS_NONE
byte PROCESS_OUTPUT_DATA

void process(APDU command) throws javacard.framework.ISOException

e W W

void removeService(Service service, byte phase) throws ServiceException

DSAKey javacard.security
DSAKey

short getG(byte[] buffer, short offset)

short getP(byte[] buffer, short offset)

short getQ(byte[] buffer, short offset)
void setG(byte[] buffer, short offset, short length) throws CryptoException
void setP(byte[] buffer, short offset, short length) throws CryptoException
void setQ(byte[] buffer, short offset, short length) throws CryptoException

DSAPrivateKey javacard.security

DSAPrivateKey PrivateKey, DSAKey
short getX(byte[] buffer, short offset)

void setX(byte[] buffer, short offset, short length) throws CryptoException

DSAPublicKey javacard.security

DSAPublickey Publickey, DSAKey
short getY(byte[] buffer, short offset)

void setY(byte[] buffer, short offset, short length) throws CryptoException

ECKey javacard.security
ECKey

short getA(byte[] buffer, short offset) throws CryptoException
short getB(byte[] buffer, short offset) throws CryptoException
short getField(byte[] buffer, short offset) throws CryptoException
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short getG(byte[] buffer, short offset) throws CryptoException

short getK() throws CryptoException

short getR(byte[] buffer, short offset) throws CryptoException
void setA(byte[] buffer, short offset, short length) throws CryptoException
void setB(byte[] buffer, short offset, short length) throws CryptoException
void setFieldF2M(short e) throws CryptoException
void setFieldF2M(short el, short e2, short e3) throws CryptoException

void setFieldFP(byte[] buffer, short offset, short length)
throws CryptoException

void setG(byte[] buffer, short offset, short length) throws CryptoException
void setK(short K)
void setR(byte[] buffer, short offset, short length) throws CryptoException

ECPrivateKey javacard.security

ECPrivateKey PrivateKey, ECKey
short getS(byte[] buffer, short offset) throws CryptoException

void setS(byte[] buffer, short offset, short length) throws CryptoException

ECPublicKey javacard.security

ECPublicKey Publickey, ECKey
short getW(byte[] buffer, short offset) throws CryptoException

void setW(byte[] buffer, short offset, short length) throws CryptoException

Object
O Throwable
O Exception
O Exception()

ExtendedLength javacardx.apdul

ExtendedLength

ExternalException javacardx.external|

Object
O Throwable
0 Exception
0 RuntimeException
O javacard.framework.CardRuntimeException
O ExternalException
ExternalException(short reason)

short INTERNAL_ERROR
short INVALID_PARAM
short NO_SUCH_SUBSYSTEM

void throwlt(short reason)

DWW
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HMACKey javacard.security

HMACKey SecretKey
byte getKey(byte[] keyData, short kOff)

void setKey(byte[] keyData, short kOff, short kLen) throws CryptoException,
NullPointerException, ArraylndexOutOfBoundsException

Object
O Throwable
O Exception
O RuntimeException
O IndexOutOfBoundsException
O IndexOutOfBoundsException()

InitializedMessageDigest javacard.security
Object
0 MessageDigest
O InitializedMessageDigest
[¢ InitializedMessageDigest()

O void setlnitialDigest(byte[] initialDigestBuf, short initialDigestOffset,
short initialDigestLength, byte[] digestedMsgLenBuf,
short digestedMsgLenOffset, short digestedMsgLenLength)
throws CryptoException

Object
O Throwable
0 Exception
O IOException
| I0Exception()

ISO7816
byte CLA_1SO7816
] byte INS_EXTERNAL_AUTHENTICATE
byte INS_SELECT
byte OFFSET_CDATA
] byte OFFSET_CLA
byte OFFSET_EXT_CDATA
byte OFFSET_INS
] byte OFFSET_LC
byte OFFSET_P1
byte OFFSET_P2
] short SW_APPLET_SELECT_FAILED
short SW_BYTES_REMAINING_00
short SW_CLA_NOT_SUPPORTED
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m short SW_COMMAND_CHAINING_NOT_SUPPORTED
short SW_COMMAND_NOT_ALLOWED

short SW_CONDITIONS_NOT_SATISFIED

] short SW_CORRECT_LENGTH_00

short SW_DATA_INVALID

short SW_FILE_FULL

] short SW_FILE_INVALID

short SW_FILE_NOT_FOUND

short SW_FUNC_NOT_SUPPORTED

] short SW_INCORRECT_P1P2

short SW_INS_NOT_SUPPORTED

short SW_LAST_COMMAND_EXPECTED

] short SW_LOGICAL_CHANNEL_NOT_SUPPORTED
short SW_NO_ERROR

short SW_RECORD_NOT_FOUND

] short SW_SECURE_MESSAGING_NOT_SUPPORTED
short SW_SECURITY_STATUS_NOT_SATISFIED
short SW_UNKNOWN

] short SW_WARNING_STATE_UNCHANGED

short SW_WRONG_DATA

short SW_WRONG_LENGTH

] short SW_WRONG_P1P2

ISOException javacard.framework

Object
O Throwable
O Exception
0 RuntimeException
O CardRuntimeException
O ISOException
| ISOException(short sw)
0 void throwlt(short sw)
javacardx.framework.util.intx
Object
0 JCint
] int getint(byte[] bArray, short bOff) throws NullPointerException,
ArrayIlndexOutOfBoundsException
[ | int makelnt(byte b1, byte b2, byte b3, byte b4)
n int makelnt(short s1, short s2)
| int] makeTransientintArray(short length, byte event)

throws NegativeArraySizeException,
javacard.framework.SystemException

u short setint(byte[] bArray, short bOff, int iValue)
throws javacard.framework.TransactionException,
NullPointerException, ArraylndexOutOfBoundsException
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JCSystem javacard.framework

Object
[0 JCSystem
0 void abortTransaction() throws TransactionException
| void beginTransaction() throws TransactionException
byte CLEAR_ON_DESELECT
byte CLEAR_ON_RESET
| void commitTransaction() throws TransactionException
O AID getAID()
0 Shareable getAppletShareablelnterfaceObject(AID serverAlD, byte parameter)
| byte getAssignedChannel()
0 short getAvailableMemory(byte memoryType) throws SystemException
O short getMaxCommitCapacity()
| AID getPreviousContextAlD()
0 byte getTransactionDepth()
O short getUnusedCommitCapacity()
| short getVersion()
0 boolean isAppletActive(AID theApplet)
O boolean isObjectDeletionSupported()
| byte isTransient(Object theObj)
0 AID lookupAID(byte[] buffer, short offset, byte length)
O boolean[] makeTransientBooleanArray(short length, byte event)
throws NegativeArraySizeException, SystemException
| byte[] makeTransientByteArray(short length, byte event)
throws NegativeArraySizeException, SystemException
OJ Object[] makeTransientObjectArray(short length, byte event)
throws NegativeArraySizeException, SystemException
O short[] makeTransientShortArray(short length, byte event)
throws NegativeArraySizeException, SystemException
byte MEMORY_TYPE_PERSISTENT
byte MEMORY_TYPE_TRANSIENT_DESELECT
] byte MEMORY_TYPE_TRANSIENT_RESET
byte NOT_A_TRANSIENT_OBJECT
O void requestObjectDeletion() throws SystemException
Key javacard.security
Key
void clearKey()
short getSize()
byte getType()
boolean islnitialized()
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KeyAgreement javacard.security

Object
[0 KeyAgreement

byte ALG_EC_SVDP_DH

(W byte ALG_EC_SVDP_DHC

O short generateSecret(byte[] publicData, short publicOffset, short publicLength,
byte[] secret, short secretOffset) throws CryptoException

0 byte getAlgorithm()

u KeyAgreement getinstance(byte algorithm, boolean externalAccess)
throws CryptoException

O void init(PrivateKey privKey) throws CryptoException

(¢ KeyAgreement()

javacard.security
Object
O KeyBuilder

Key buildKey(byte keyType, short keyLength, boolean keyEncryption)
throws CryptoException

short LENGTH_AES_128

short LENGTH_AES_192

short LENGTH_AES_256

short LENGTH_DES

short LENGTH_DES3_2KEY

short LENGTH_DES3_3KEY

short LENGTH_DSA_1024

short LENGTH_DSA_512

short LENGTH_DSA_768

short LENGTH_EC_F2M_113

short LENGTH_EC_F2M_131

short LENGTH_EC_F2M_163

short LENGTH_EC_F2M_193

short LENGTH_EC_FP_112

short LENGTH_EC_FP_128

short LENGTH_EC_FP_160

short LENGTH_EC_FP_192

short LENGTH_HMAC_SHA_1_BLOCK_64
short LENGTH_HMAC_SHA_256_BLOCK_64
short LENGTH_HMAC_SHA_384_BLOCK_128
short LENGTH_HMAC_SHA_512_BLOCK_128
short LENGTH_KOREAN_SEED_128

short LENGTH_RSA_1024

short LENGTH_RSA_1280

short LENGTH_RSA_1536

short LENGTH_RSA_1984

short LENGTH_RSA_2048

short LENGTH_RSA_512

e e EE
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m short LENGTH_RSA_736

short LENGTH_RSA_768

short LENGTH_RSA_896

( byte TYPE_AES

byte TYPE_AES_TRANSIENT_DESELECT
byte TYPE_AES_TRANSIENT_RESET

m byte TYPE_DES

byte TYPE_DES_TRANSIENT_DESELECT
byte TYPE_DES_TRANSIENT_RESET

m byte TYPE_DSA_PRIVATE

byte TYPE_DSA_PUBLIC

byte TYPE_EC_F2M_PRIVATE

I byte TYPE_EC_F2M_PUBLIC

byte TYPE_EC_FP_PRIVATE

byte TYPE_EC_FP_PUBLIC

m byte TYPE_HMAC

byte TYPE_HMAC_TRANSIENT_DESELECT
byte TYPE_HMAC_TRANSIENT_RESET

m byte TYPE_KOREAN_SEED

byte TYPE_KOREAN_SEED_TRANSIENT DESELECT
byte TYPE_KOREAN_SEED_TRANSIENT_RESET
I byte TYPE_RSA_CRT_PRIVATE

byte TYPE_RSA_PRIVATE

byte TYPE_RSA_PUBLIC

KeyEncryption javacardx.crypto

KeyEncryption

Cipher getKeyCipher()
void setKeyCipher(Cipher keyCipher)

Object
0 KeyPair
byte ALG_DSA
byte ALG_EC_F2M
I byte ALG_EC_FP
byte ALG_RSA
byte ALG_RSA_CRT
° void genKeyPair() throws CryptoException
PrivateKey getPrivate()
Publickey getPublic()
| KeyPair(byte algorithm, short keyLength) throws CryptoException
0 KeyPair(PublicKey publicKey, PrivateKey privateKey)

throws CryptoException
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KoreanSEEDKey javacard.security

KoreanSEEDKey SecretKey
byte getKey(byte[] keyData, short kOff)

void setKey(byte[] keyData, short kOff) throws CryptoException,
NullPointerException, ArraylndexOutOfBoundsException

Memory javacardx.external

Object
0 Memory
u MemoryAccess getMemoryAccessinstance(byte memoryType, short[] memorySize,
short memorySizeOffset) throws ExternalException
byte MEMORY_TYPE_EXTENDED_STORE
byte MEMORY_TYPE_MIFARE
MemoryAccess javacardx.external

MemoryAccess

short readData(byte[] dest, short dest_off, byte[] auth_key, short auth_key_off,
short auth_key_blen, short other_sector, short other_block,
short other_len) throws ExternalException

boolean writeData(byte[] src, short src_off, short src_blen, byte[] auth_key,
short auth_key_off, short auth_key_blen, short other_sector,
short other_block) throws ExternalException

MessageDigest javacard.security

Object
0 MessageDigest

byte ALG_MD5

(W byte ALG_RIPEMD160

byte ALG_SHA

byte ALG_SHA_256

(W byte ALG_SHA_384

byte ALG_SHA_512

O short doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff,
short outOffset) throws CryptoException

byte getAlgorithm()
222 nm InitializedMessageDigest getlnitializedMessageDigestinstance(byte algorithm,

boolean externalAccess) throws CryptoException

u MessageDigest getlnstance(byte algorithm, boolean externalAccess)
throws CryptoException

0 byte getLength()

byte LENGTH_MD5

byte LENGTH_RIPEMD160

(W byte LENGTH_SHA

byte LENGTH_SHA_256

byte LENGTH_SHA_384

(W byte LENGTH_SHA_512
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[¢ MessageDigest()
0 void reset()
O void update(byte[] inBuff, short inOffset, short inLength)

throws CryptoException

MultiSelectable javacard.framework
MultiSelectable

void deselect(boolean applInstStillActive)

boolean select(boolean applnstAlreadyActive)

Object
O Throwable
O Exception
O RuntimeException
O NegativeArraySizeException
O NegativeArraySizeException()

Object
O Throwable
O Exception
0 RuntimeException
O NullPointerException
| NullPointerException()

Object java.lang
Object
boolean equals(Object obj)
O Object()

OwnerBioTemplate javacardx.biometry

OwnerBioTemplate BioTemplate
void doFinal() throws BioException

void init(byte[] bArray, short offset, short length) throws BioException
void resetUnblockAndSetTryLimit(byte newTryLimit) throws BioException
void update(byte[] bArray, short offset, short length) throws BioException

OwnerPIN javacard.framework
Object
0 OwnerPIN PIN
boolean check(byte[] pin, short offset, byte length)
throws ArraylndexOutOfBoundsException, NullPointerException
byte getTriesRemaining()
¢ boolean getValidatedFlag()

boolean isValidated()
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| OwnerPIN(byte tryLimit, byte maxPINSize) throws PINException
void reset()
void resetAndUnblock()

¢ void setValidatedFlag(boolean value)

void update(byte[] pin, short offset, byte length) throws PINException

ParityBit javacardx.framework.math
Object
O ParityBit
0 ParityBit()
0 void set(byte[] bArray, short bOff, short bLen, boolean isEven)
PIN javacard.framework
PIN

boolean check(byte[] pin, short offset, byte length)
throws ArrayIndexOutOfBoundsException, NullPointerException

byte getTriesRemaining()
boolean isValidated()

void reset()

PINException javacard.framework

Object
O Throwable
O Exception
O RuntimeException
O CardRuntimeException
O PINException
short ILLEGAL_VALUE

| PINException(short reason)

0 void throwlt(short reason)

Object
0 BERTag
O PrimitiveBERTag
void init(byte[] bArray, short bOff) throws TLVException
void init(byte tagClass, short tagNumber) throws TLVException
0 PrimitiveBERTag()
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PrimitiveBERTLV

javacardx.framework.tlv

Object
UBERTLV
O PrimitiveBERTLV
O short appendValue(byte[] berTLVArray, short bTLVOff, byte[] vArray, short vOff,
short vLen) throws TLVException
short appendValue(byte[] vArray, short vOff, short vLen) throws TLVException
short getValue(byte[] tlvValue, short tOff) throws TLVException
| short getValueOffset(byte[] berTLVArray, short bTLVOff) throws TLVException
short init(byte[] bArray, short bOff, short bLen) throws TLVException
short init(PrimitiveBERTag tag, byte[] vArray, short vOff, short vLen)
throws TLVException
0 PrimitiveBERTLV(short numValueBytes)
short replaceValue(byte[] vArray, short vOff, short vLen) throws TLVException
| short toBytes(byte[] berTagArray, short berTagOff, byte[] valueArray, short vOff,

short vLen, byte[] outBuf, short bOff)

javacard.security|

Key

javacard.security|

Key

javacard.security|

PrivateKey
PrivateKey
PublicKey
PublicKey
RandomData
Object
0 RandomData
byte
] byte
O void
u RandomData
K}
O void

ALG_PSEUDO_RANDOM
ALG_SECURE_RANDOM

generateData(byte[] buffer, short offset, short length)
throws CryptoException

getinstance(byte algorithm) throws CryptoException
RandombData()
setSeed(byte[] buffer, short offset, short length)

Remote
Remote

RemoteException
Object

O Throwable
O Exception
O java.io.lOException
0 RemoteException

java.rmi|

java.rmi|

RemoteException()
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RemoteService javacard.framework.service|

RemoteService Service

Object
0 BasicService Service
00 RMIService RemoteService
byte DEFAULT_RMI_INVOKE_INSTRUCTION
boolean processCommand(APDU apdu)
0 RMIService(Remote initialObject) throws NullPointerException

void setlnvokelnstructionByte(byte ins)

RSAPrivateCrtKey javacard.security

RSAPrivateCrtKey PrivateKey
short getDP1(byte[] buffer, short offset)

short getDQ1(byte[] buffer, short offset)
short getP(byte[] buffer, short offset)
short getPQ(byte[] buffer, short offset)
short getQ(byte[] buffer, short offset)
void setDP1(byte[] buffer, short offset, short length) throws CryptoException

void setDQ1(byte[] buffer, short offset, short length) throws CryptoException
void setP(byte[] buffer, short offset, short length) throws CryptoException
void setPQ(byte[] buffer, short offset, short length) throws CryptoException
void setQ(byte[] buffer, short offset, short length) throws CryptoException

RSAPrivateKey javacard.security

RSAPrivateKey PrivateKey
short getExponent(byte[] buffer, short offset)

short getModulus(byte[] buffer, short offset)
void setExponent(byte[] buffer, short offset, short length)
throws CryptoException

void setModulus(byte[] buffer, short offset, short length)
throws CryptoException

RSAPublicKey javacard.security

RSAPublickey PublicKey
short getExponent(byte[] buffer, short offset)

short getModulus(byte[] buffer, short offset)
void setExponent(byte[] buffer, short offset, short length)
throws CryptoException

void setModulus(byte[] buffer, short offset, short length)
throws CryptoException
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Object
O Throwable
O Exception
O RuntimeException
O RuntimeException()

SecretKey javacard.security|

SecretKey Key
SecurityException java.lang|

Object

O Throwable
O Exception
0 RuntimeException
O SecurityException
0 SecurityException()

SecurityService javacard.framework.service

SecurityService Service
boolean isAuthenticated(short principal) throws ServiceException

boolean isChannelSecure(byte properties) throws ServiceException

boolean isCommandSecure(byte properties) throws ServiceException

short PRINCIPAL_APP_PROVIDER

short PRINCIPAL_CARD_ISSUER

[ short PRINCIPAL_CARDHOLDER

byte PROPERTY_INPUT_CONFIDENTIALITY
byte PROPERTY_INPUT_INTEGRITY

[ byte PROPERTY_OUTPUT_CONFIDENTIALITY
byte PROPERTY_OUTPUT_INTEGRITY

Service javacard.framework.service

Service

boolean processCommand(APDU apdu)
boolean processDataln(APDU apdu)
boolean processDataOut(APDU apdu)

ServiceException javacard.framework.service

Object
O Throwable
O Exception
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O RuntimeException

O javacard.framework.CardRuntimeException
O ServiceException

short
] short
short
short
] short
short
short

|

| void

CANNOT_ACCESS_IN_COMMAND
CANNOT_ACCESS_OUT_COMMAND
COMMAND_DATA_TOO_LONG
COMMAND_IS_FINISHED
DISPATCH_TABLE_FULL
ILLEGAL_PARAM
REMOTE_OBJECT_NOT_EXPORTED
ServiceException(short reason)

throwlt(short reason) throws ServiceException

SHEIGEEIE

Shareable

SharedBioTemplate

javacard.framework|

javacardx.biometry|

SharedBioTemplate BioTemplate, javacard.framework.Shareable
Object
O Signature

byte ALG_AES_MAC_128_NOPAD

] byte ALG_DES_MAC4_IS09797_1_M2_ALG3

byte ALG_DES_MAC4_ISO9797_M1

byte ALG_DES_MAC4_IS09797_M2

(m byte ALG_DES_MAC4_NOPAD

byte ALG_DES_MAC4_PKCS5

byte ALG_DES_MACS8_IS09797_1_M2_ALG3

] byte ALG_DES_MACS_IS09797_M1

byte ALG_DES_MACS8_ISO9797_M2

byte ALG_DES_MAC8_NOPAD

(m byte ALG_DES_MAC8_PKCS5

byte ALG_DSA_SHA

byte ALG_ECDSA_SHA

(m byte ALG_HMAC_MD5

byte ALG_HMAC_RIPEMD160

byte ALG_HMAC_SHA_256

(m byte ALG_HMAC_SHA_384

byte ALG_HMAC_SHA_512

byte ALG_HMAC_SHA1

] byte ALG_KOREAN_SEED_MAC_NOPAD

byte ALG_RSA_MD5_PKCS1

byte ALG_RSA_MD5_PKCS1_PSS

(m byte ALG_RSA_MD5_RFC2409
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(W byte ALG_RSA_RIPEMD160_ISO9796
byte ALG_RSA_RIPEMD160_ISO9796_MR
byte ALG_RSA_RIPEMD160_PKCS1
(W byte ALG_RSA_RIPEMD160_PKCS1_PSS
byte ALG_RSA_SHA_1S09796
byte ALG_RSA_SHA_IS09796_MR
(W byte ALG_RSA_SHA_PKCS1
byte ALG_RSA_SHA_PKCS1_PSS
byte ALG_RSA_SHA_RFC2409
0 byte getAlgorithm()
Signature getinstance(byte algorithm, boolean externalAccess)
throws CryptoException
0 short getLength() throws CryptoException
O void init(Key theKey, byte theMode) throws CryptoException
O void init(Key theKey, byte theMode, byte[] bArray, short bOff, short bLen)
throws CryptoException
byte MODE_SIGN
byte MODE_VERIFY
0 short sign(byte[] inBuff, short inOffset, short inLength, byte[] sigBuff,
short sigOffset) throws CryptoException
(¢ Signature()
0 void update(byte[] inBuff, short inOffset, short inLength)
throws CryptoException
O boolean verify(byte[] inBuff, short inOffset, short inLength, byte[] sigBuff,

short sigOffset, short sigLength) throws CryptoException

SignatureMessageRecovery javacard.security

SignatureMessageRecovery

short beginVerify(byte[] sigAndRecDataBuff, short buffOffset, short sigLength)
throws CryptoException

byte getAlgorithm()
short getLength() throws CryptoException
void init(Key theKey, byte theMode) throws CryptoException

short sign(byte[] inBuff, short inOffset, short inLength, byte[] sigBuff,
short sigOffset, short[] recMsgLen, short recMsgLenOffset)
throws CryptoException

void update(byte[] inBuff, short inOffset, short inLength)
throws CryptoException

boolean verify(byte[] inBuff, short inOffset, short inLength)
throws CryptoException

SystemException javacard.framework

Object
O Throwable
0 Exception
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O RuntimeException
O CardRuntimeException
O SystemException

short ILLEGAL_AID
] short ILLEGAL_TRANSIENT
short ILLEGAL_USE
short ILLEGAL_VALUE
] short NO_RESOURCE
short NO_TRANSIENT_SPACE
O SystemException(short reason)
| void throwlt(short reason) throws SystemException
java lang
Object
O Throwable
0 Throwable()
Object
O Throwable
O Exception
O RuntimeException
O javacard.framework.CardRuntimeException
O TLVException
short EMPTY_TAG
] short EMPTY_TLV
short ILLEGAL_SIZE
short INSUFFICIENT_STORAGE
] short INVALID_PARAM
short MALFORMED_TAG
short MALFORMED_TLV
] short TAG_NUMBER_GREATER_THAN_32767
short TAG_SIZE_GREATER_THAN_127
O void throwlt(short reason)
] short TLV_LENGTH_GREATER_THAN_32767
short TLV_SIZE_GREATER_THAN_32767
O TLVException(short reason)

TransactionException

javacard.framework

Object
O Throwable
O Exception
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O RuntimeException
O CardRuntimeException
O TransactionException

short BUFFER_FULL
] short IN_PROGRESS

short INTERNAL_FAILURE

short NOT_IN_PROGRESS

| void throwlt(short reason)

0 TransactionException(short reason)

UserException javacard.framework

Object
O Throwable
O Exception
O CardException
O UserException
0 void throwlt(short reason) throws UserException
O UserException()
0 UserException(short reason)
Object
O Util
[ | byte arrayCompare(byte[] src, short srcOff, byte[] dest, short destOff,

short length) throws ArraylndexOutOfBoundsException,
NullPointerException

] short arrayCopy(byte[] src, short srcOff, byte[] dest, short destOff, short length)
throws ArrayIlndexOutOfBoundsException, NullPointerException,
TransactionException

u short arrayCopyNonAtomic(byte[] src, short srcOff, byte[] dest, short destOff,
short length) throws ArraylndexOutOfBoundsException,
NullPointerException

u short arrayFillNonAtomic(byte[] bArray, short bOff, short bLen, byte bValue)
throws ArraylndexOutOfBoundsException, NullPointerException

u short getShort(byte[] bArray, short bOff) throws NullPointerException,
ArrayIndexOutOfBoundsException

] short makeShort(byte b1, byte b2)

u short setShort(byte[] bArray, short bOff, short sValue)

throws TransactionException, NullPointerException,
ArraylndexOutOfBoundsException

UtilException javacardx.framework.util

Object
O Throwable
O Exception
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O RuntimeException
O javacard.framework.CardRuntimeException
O UtilException

short ILLEGAL_VALUE

void throwlt(short reason)

short TYPE_MISMATCHED
UtilException(short reason)

oY g
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| ndex
A

abortTransaction()

of javacard.framework.JCSystem 83
add(byte]], short, short, byte)

of javacardx.framework.math.BigNumber 295
addService(Service, byte)

of javacard.framework.service.Dispatcher 130
AESK ey

of javacard.security 149
AID

of javacard.framework 39
AlD(byte]], short, byte)

of javacard.framework.AID 40
ALG_AES BLOCK_128 CBC_NOPAD

of javacardx.crypto.Cipher 267
ALG_AES BLOCK_128 ECB_NOPAD

of javacardx.crypto.Cipher 267
ALG_AES MAC_128 NOPAD

of javacard.security.Signature 227
ALG_DES CBC_|S09797_ M1

of javacardx.crypto.Cipher 267
ALG_DES CBC_1S09797 M2

of javacardx.crypto.Cipher 268
ALG_DES CBC_NOPAD

of javacardx.crypto.Cipher 268
ALG_DES CBC_PKCS5

of javacardx.crypto.Cipher 268
ALG_DES ECB_I1S09797 M1

of javacardx.crypto.Cipher 268
ALG_DES ECB_1S09797_M2

of javacardx.crypto.Cipher 268
ALG_DES ECB_NOPAD

of javacardx.crypto.Cipher 268
ALG_DES ECB_PKCS5

of javacardx.crypto.Cipher 268
ALG_DES MAC4 1S09797_1 M2 ALG3

of javacard.security.Signature 228
ALG_DES MAC4 1S09797 M1

of javacard.security.Signature 228
ALG_DES MAC4 1S09797 M2

of javacard.security.Signature 228
ALG_DES MAC4 NOPAD

of javacard.security.Signature 228
ALG_DES MAC4 PKCS5

of javacard.security.Signature 228

ALG_DES MAC8 1S09797 1 M2 _ALG3

of javacard.security.Signature 228
ALG_DES MACS8 1S09797 M1

of javacard.security.Signature 229
ALG_DES MACS8 |S09797 M2

of javacard.security.Signature 229
ALG_DES MAC8 NOPAD

of javacard.security.Signature 229
ALG_DES MAC8 PKCSb5

of javacard.security.Signature 229
ALG_DSA

of javacard.security.KeyPair 198
ALG_DSA_SHA

of javacard.security.Signature 229
ALG_EC _F2M

of javacard.security.KeyPair 198
ALG_EC_FP

of javacard.security.KeyPair 198
ALG_EC_SVDP_DH

of javacard.security. KeyAgreement 186
ALG_EC_SVDP_DHC

of javacard.security.KeyAgreement 187
ALG_ECDSA_SHA

of javacard.security.Signature 229
ALG_HMAC_MD5

of javacard.security.Signature 230
ALG_HMAC_RIPEMD160

of javacard.security.Signature 230
ALG_HMAC_SHA 256

of javacard.security.Signature 230
ALG_HMAC_SHA_ 384

of javacard.security.Signature 230
ALG_HMAC_SHA 512

of javacard.security.Signature 230
ALG_HMAC SHA1l

of javacard.security.Signature 230
ALG_1S0O3309_CRC16

of javacard.security.Checksum 152
ALG_1S03309_CRC32

of javacard.security.Checksum 152
ALG_KOREAN_SEED_CBC_NOPAD

of javacardx.crypto.Cipher 268
ALG_KOREAN_SEED ECB_NOPAD

of javacardx.crypto.Cipher 269
ALG_KOREAN_SEED MAC_NOPAD

of javacard.security.Signature 230
ALG_MD5

of javacard.security.MessageDigest 204
ALG_PSEUDO_RANDOM

of javacard.security.RandomData 210
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ALG_RIPEMD160

of javacard.security.MessageDigest 204
ALG_RSA

of javacard.security.KeyPair 198
ALG_RSA CRT

of javacard.security.KeyPair 198
ALG_RSA 15014888

of javacardx.crypto.Cipher 269
ALG_RSA_1S09796

of javacardx.crypto.Cipher 269
ALG_RSA MD5 PKCS1

of javacard.security.Signature 231
ALG_RSA_MD5 PKCS1_PSS

of javacard.security.Signature 231
ALG_RSA_MD5_RFC2409

of javacard.security.Signature 231
ALG_RSA NOPAD

of javacardx.crypto.Cipher 269
ALG_RSA_PKCs1

of javacardx.crypto.Cipher 269
ALG_RSA PKCS1 OAEP

of javacardx.crypto.Cipher 270
ALG_RSA RIPEMD160 | SO9796

of javacard.security.Signature 231
ALG_RSA_RIPEMD160_1S09796 MR

of javacard.security.Signature 231
ALG_RSA RIPEMD160_PKCS1

of javacard.security.Signature 231
ALG_RSA_RIPEMD160_PKCS1 PSS

of javacard.security.Signature 232
ALG_RSA_SHA_1S09796

of javacard.security.Signature 232
ALG_RSA_SHA _1S0979%6 MR

of javacard.security.Signature 232
ALG_RSA SHA PKCS1

of javacard.security.Signature 232
ALG_RSA_SHA _PKCS1_PSS

of javacard.security.Signature 233
ALG_RSA_SHA_RFC2409

of javacard.security.Signature 233
ALG_SECURE_RANDOM

of javacard.security.RandomData 211
ALG_SHA

of javacard.security.MessageDigest 204
ALG_SHA 256

of javacard.security.MessageDigest 204
ALG_SHA_384

of javacard.security.MessageDigest 204
ALG_SHA 512

of javacard.security.MessageDigest 204

386 JavaCard APl Specificationv2.2.2 « March 2006

APDU
of javacard.framework 43
APDUEXception
of javacard.framework 59
APDUEXxception(short)
of javacard.framework. APDUEXxception 61
append(BERTLYV)
of javacardx.framework.tlv.Constructed-
BERTLV 321
append(byte]], short, byte[], short)
of javacardx.framework.tlv.Constructed-
BERTLYV 322
appendValue(bytel], short, byte[], short, short)
of javacardx.framework.tlv.PrimitiveBERTLV
332
appendValue(byte[], short, short)
of javacardx.framework.tlv.PrimitiveBERTLV
331
Applet
of javacard.framework 62
Applet()
of javacard.framework.Applet 64
AppletEvent
of javacard.framework 69
ArithmeticException
of javalang 11
ArithmeticException()
of java.lang.ArithmeticException 11
arrayCompar e(byt€[], short, byte[], short,
short)
of javacard.framework.Util 112
arrayCompar eGeneric(Object, short, Object,
short, short)
of javacardx.framework.util ArrayLogic 343
arrayCopy(byte]], short, byte[], short, short)
of javacard.framework.Util 112
arrayCopyNonAtomic(byte[], short, byte[],
short, short)
of javacard.framework.Util 113
arrayCopyRepack(Object, short, short, Object,
short)
of javacardx.framework.util.ArrayLogic 344
arrayCopyRepackNonAtomic(Object, short,
short, Object, short)
of javacardx.framework.util.ArrayLogic 345
arrayFillGenericNonAtomic(ODbject, short,
short, Object, short)
of javacardx.framework.util . ArrayLogic 347
arrayFillNonAtomic(byte[], short, short, byte)
of javacard.framework.Util 114



arrayFindGeneric(Object, short, byte[], short)
of javacardx.framework.util.ArrayLogic 348
ArraylndexOutOfBoundsException
of javallang 13
ArraylndexOutOfBoundsException()
of java.lang.Arrayl ndexOutOf BoundsExcep-
tion 14
ArrayLogic
of javacardx.framework.util 342
ArrayStor eException
of javalang 15
ArrayStor eException()
of javalang.ArrayStoreException 16

B

BAD_LENGTH
of javacard.framework. APDUEXception 60
BasicService
of javacard.framework.service 119
BasicService()
of javacard.framework.service.BasicService
120
BCDUtil
of javacardx.framework.math 290
BCDULil()
of javacardx.framework.math.BCDULil 290
beginTransaction()
of javacard.framework.JCSystem 83
beginVerify(byte]], short, short)
of javacard.security.SignatureM essageRecov-
ery 240
BER_TAG_CLASS MASK_APPLICATION
of javacardx.framework.tlv.BERTag 305
BER_TAG_CLASS MASK_CONTEXT_SPEC
IFIC
of javacardx.framework.tlv.BERTag 305
BER_TAG_CLASS MASK_PRIVATE
of javacardx.framework.tlv.BERTag 305
BER_TAG_CLASS MASK_UNIVERSAL
of javacardx.framework.tlv.BERTag 305
BER_TAG_TYPE_CONSTRUCTED
of javacardx.framework.tlv.BERTag 305
BER_TAG_TYPE_PRIMITIVE
of javacardx.framework.tlv.BERTag 305
BERTag
of javacardx.framework.tlv 304
BERTag()
of javacardx.framework.tlv.BERTag 306

BERTLV

of javacardx.framework.tlv 312
BERTLV()

of javacardx.framework.tlv.BERTLV 313
BigNumber

of javacardx.framework.math 294
BigNumber (short)

of javacardx.framework.math.BigNumber 295
BioBuilder

of javacardx.biometry 248
BioException

of javacardx.biometry 253
BioException(short)

of javacardx.biometry.BioException 254
BioTemplate

of javacardx.biometry 256
BODY_ODOR

of javacardx.biometry.BioBuilder 249
BUFFER_BOUNDS

of javacard.framework. APDUEXxception 60
BUFFER_FULL

of javacard.framework.TransactionException

107

buildBioTemplate(byte, byte)

of javacardx.biometry.BioBuilder 251
buildBioTemplate(byte, byte, byte[], byte)

of javacardx.biometry.BioBuilder 251
buildK ey(byte, short, boolean)

of javacard.security.KeyBuilder 196

C

CANNOT_ACCESS IN_COMMAND
of javacard.framework.service.ServiceExcep-
tion 144
CANNOT_ACCESS OUT_COMMAND
of javacard.framework.service.ServiceExcep-
tion 144
CardException
of javacard.framework 70
Car dException(short)
of javacard.framework.CardException 71
CardRemoteObject
of javacard.framework.service 127
CardRemoteObject()
of javacard.framework.service.CardRemo-
teObject 127
CardRuntimeException
of javacard.framework 72
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CardRuntimeException(short)
of javacard.framework.CardRuntimeException
73
check(byte[], short, byte)
of javacard.framework.OwnerPIN 94
of javacard.framework.PIN 98
Checksum
of javacard.security 151
Checksum()
of javacard.security.Checksum 152
Cipher
of javacardx.crypto 266
Cipher()
of javacardx.crypto.Cipher 270
CLA_1SO7816
of javacard.framework.1SO7816 75
ClassCastException
of javalang 17
ClassCastException()
of java.lang.ClassCastException 18
CLEAR_ON_DESELECT
of javacard.framework.JCSystem 82
CLEAR_ON_RESET
of javacard.framework.JCSystem 82
clearKey()
of javacard.security.Key 184
COMMAND_DATA_TOO_LONG
of javacard.framework.service.ServiceExcep-
tion 144
COMMAND_IS FINISHED
of javacard.framework.service.ServiceExcep-
tion 144
commitTransaction()
of javacard.framework.JCSystem 84
compar eT o(BigNumber)
of javacardx.framework.math.BigNumber 296
compar eTo(byt€[], short, short, byte)
of javacardx.framework.math.BigNumber 296
ConstructedBERTag
of javacardx.framework.tlv 317
ConstructedBERTag()
of javacardx.framework.tlv.Constructed-
BERTag 318
ConstructedBERTLV
of javacardx.framework.tlv 320
ConstructedBERTL V(short)
of javacardx.framework.tlv.Constructed-
BERTLYV 321
convertToBCD(byt€[], short, short, byte[],
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short)

of javacardx.framework.math.BCDUtil 291
convertToHex(byt€]], short, short, byt€[], short)

of javacardx.framework.math.BCDULil 291
CryptoException

of javacard.security 155
CryptoException(short)

of javacard.security.CryptoException 156

D

DEFAULT_INITPARAM
of javacardx.biometry.BioBuilder 249
DEFAULT_RMI_INVOKE_INSTRUCTION
of javacard.framework.service.RM|Service
135
delete(BERTLV, short)
of javacardx.framework.tlv.Constructed-
BERTLV 322
deselect()
of javacard.framework.Applet 64
deselect(boolean)
of javacard.framework.MultiSelectable 91
DESKey
of javacard.security 158
dispatch(APDU, byte)
of javacard.framework.service.Dispatcher 131
DISPATCH TABLE FULL
of javacard.framework.service.ServiceExcep-
tion 144
Dispatcher
of javacard.framework.service 129
Dispatcher (short)
of javacard.framework.service.Dispatcher 130
DNA_SCAN
of javacardx.biometry.BioBuilder 249
doFinal()
of javacardx.biometry.OwnerBioTemplate
260
doFinal(byte]], short, short, byte[], short)
of javacard.security.Checksum 153
of javacard.security.MessageDigest 205
of javacardx.crypto.Cipher 270
DSAKey
of javacard.security 160
DSAPrivateK ey
of javacard.security 164
DSAPublicK ey
of javacard.security 166



E

EAR_GEOMETRY
of javacardx.biometry.BioBuilder 249
ECKey
of javacard.security 168
ECPrivateK ey
of javacard.security 175
ECPublicK ey
of javacard.security 177
EMPTY_TAG
of javacardx.framework.tlv. TLVEXxception
338
EMPTY_TLV
of javacardx.framework.tlv.TLV Exception
338
equals(BERTag)
of javacardx.framework.tlv.BERTag 306
equals(byte[], short, byte)
of javacard.framework.AID 40
equals(Object)
of java.lang.Object 25
of javacard.framework.AID 40
Exception
of javalang 19
Exception()
of java.lang.Exception 19
export(Remote)
of javacard.framework.service.CardRemo-
teObject 128
ExtendedL ength
of javacardx.apdu 246
Exter nalException
of javacardx.external 278
Exter nalException(short)
of javacardx.external .External Exception 279

F

FACIAL_FEATURE
of javacardx.biometry.BioBuilder 249
fail(APDU, short)
of javacard.framework.service.BasicService
121
find(BERT ag)
of javacardx.framework.tlv.Constructed-
BERTLV 323
find(byte]], short, byte[], short)
of javacardx.framework.tlv.Constructed-
BERTLYV 323

findNext(BERTag, BERTLYV, short)
of javacardx.framework.tlv.Constructed-
BERTLYV 323
findNext(byte[], short, short, byte[], short)
of javacardx.framework.tlv.Constructed-
BERTLYV 324
FINGER_GEOMETRY
of javacardx.biometry.BioBuilder 249
FINGERPRINT
of javacardx.biometry.BioBuilder 249
FORMAT_BCD
of javacardx.framework.math.BigNumber 295
FORMAT_HEX
of javacardx.framework.math.BigNumber 295

G

GAIT_STYLE

of javacardx.biometry.BioBuilder 249
generateData(byte[], short, short)

of javacard.security.RandomData 211
generateSecr et(byte]], short, short, byte[], short)

of javacard.security.KeyAgreement 187
genKeyPair ()

of javacard.security.KeyPair 199
getA(byte[], short)

of javacard.security.ECKey 168
getAlD()

of javacard.framework.JCSystem 84
getAlgorithm()

of javacard.security.Checksum 153

of javacard.security.KeyAgreement 187

of javacard.security.MessageDigest 206

of javacard.security.Signature 233

of javacard.security.SignatureM essageRecov-

ery 240

of javacardx.crypto.Cipher 271
getAppletShareablel nterfaceObject(AlD, byte)

of javacard.framework.JCSystem 84
getAssignedChannel()

of javacard.framework.JCSystem 85
getAvailableM emory(byte)

of javacard.framework.JCSystem 85
getB(bytd[], short)

of javacard.security. ECKey 169
getBioType()

of javacardx.biometry.BioTemplate 257
getBuffer()

of javacard.framework. APDU 48
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getBytel ength(byte)
of javacardx.framework.math.BigNumber 297
getBytes(byt€|], short)
of javacard.framework.AID 41
getCLA(APDU)
of javacard.framework.service.BasicService
121
getCLAChannel()
of javacard.framework. APDU 48
getCurrentAPDU()
of javacard.framework. APDU 48
getCurrentAPDUBuUffer ()
of javacard.framework. APDU 49
getCurrentState()
of javacard.framework. APDU 49
getDP1(byte]], short)
of javacard.security.RSAPrivateCrtKey 214
getDQ1(byte]], short)
of javacard.security.RSAPrivateCrtKey 214
getExponent(bytel], short)
of javacard.security. RSAPrivateKey 219
of javacard.security.RSAPublicKey 222
getField(byte[], short)
of javacard.security.ECKey 169
getG(byte[], short)
of javacard.security. DSAKey 160
of javacard.security.ECKey 170
getl nBlock Size()
of javacard.framework. APDU 49
getlncomingL ength()
of javacard.framework. APDU 50
getlnitializedM essageDigest| nstance(byte, bool-
ean)
of javacard.security.MessageDigest 206
getlNS(APDU)
of javacard.framework.service.BasicService
121
getlnstance(byte)
of javacard.security.RandomData 211
getlnstance(byte, boolean)
of javacard.security.Checksum 153
of javacard.security.KeyAgreement 188
of javacard.security.MessageDigest 206
of javacard.security.Signature 234
of javacardx.crypto.Cipher 271
getlnstance(byt€[], short)
of javacardx.framework.tlv.BERTag 306
getlnstance(byt€[], short, short)
of javacardx.framework.tlv.BERTLYV 313
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getint(byt€[], short)
of javacardx.framework.util.intx.JCint 353
getk ()
of javacard.security.ECKey 170
getK ey(byte][], short)
of javacard.security. AESKey 149
of javacard.security. DESKey 158
of javacard.security. HMACKey 179
of javacard.security.KoreanSEEDK ey 201
getKeyCipher()
of javacardx.crypto.KeyEncryption 275
getLength()
of javacard.security.MessageDigest 207
of javacard.security.Signature 234
of javacard.security.SignatureM essageRecov-
ery 240
of javacardx.framework.tlv.BERTLV 313
getL ength(byt€[], short)
of javacardx.framework.tlv.BERTLYV 314
getM axBytesSupported()
of javacardx.framework.math.BCDUtil 292
of javacardx.framework.math.BigNumber 297
getM axCommitCapacity()
of javacard.framework.JCSystem 86
getM emor yAccessl nstance(byte, short[], short)
of javacardx.external.Memory 282
getM odulus(byte]], short)
of javacard.security.RSAPrivateKey 220
of javacard.security.RSAPublicKey 223
getNAD()
of javacard.framework. APDU 50
getOffsetCdata()
of javacard.framework. APDU 50
getOutBlock Size()
of javacard.framework. APDU 50
getOutputL ength(APDU)
of javacard.framework.service.BasicService
121
getP(byte]], short)
of javacard.security. DSAKey 161
of javacard.security. RSAPrivateCrtKey 214
getP1(APDU)
of javacard.framework.service.BasicService
122
getP2(APDU)
of javacard.framework.service.BasicService
122
getPartialBytes(short, byte[], short, byte)
of javacard.framework.AID 41



getPQ(byt€[], short)
of javacard.security.RSAPrivateCrtKey 215
getPreviousContextAl D()
of javacard.framework.JCSystem 86
getPrivate()
of javacard.security.KeyPair 200
getProtocol()
of javacard.framework. APDU 51
getPublic()
of javacard.security.KeyPair 200
getPublicTemplateData(short, byte][], short,
short)
of javacardx.biometry.BioTemplate 257
getQ(bytef], short)
of javacard.security.DSAKey 161
of javacard.security.RSAPrivateCrtKey 215
getR(byt€[], short)
of javacard.security.ECKey 170
getReason()
of javacard.framework.CardException 71
of javacard.framework.CardRuntimeException
73
getS(byt€[], short)
of javacard.security.ECPrivateKey 176
getShar eablel nterfaceObject(AID, byte)
of javacard.framework. Applet 65
getShort(byt€]], short)
of javacard.framework.Util 115
getSize()
of javacard.security.Key 184
getStatuswor d(APDU)
of javacard.framework.service.BasicService
122
getTag()
of javacardx.framework.tlv.BERTLV 314
getTag(byt€[], short, byte[], short)
of javacardx.framework.tlv.BERTLV 314
getTransactionDepth()
of javacard.framework.JCSystem 86
getTriesRemaining()
of javacard.framework.OwnerPIN 95
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